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Abstract—In this letter, we investigate a multi-tag backscatter
communication system in the presence of an eavesdropper. In
order to strengthen transmission security, the optimal tag is
chosen among N tags. We consider a practical backscatter
communication scenario, where channel correlation between the
forward and backscatter links may exist and we study its impact
on the system’s security. Specifically, we derive an analytical
expression for the secrecy outage probability (SOP). Moreover, in
order to gain more insights for the system design, we obtain an
asymptotic closed-form expression for the SOP over correlated
Rayleigh fading channels. Finally, simulations are performed to
validate the theoretical analysis.

Index Terms—Backscatter communication, secrecy outage
probability, correlated channel, physical layer security.

I. INTRODUCTION

ACKSCATTER communications play an important role
in Internet of Things (IoT), due to its low cost and energy
consumption [1], [2]. Radio frequency identification (RFID)
is a typical backscatter communication system, which utilizes
the backscatter modulation to realize data transmission [3]. In
contrast to traditional communication systems, RFID includes
both forward and backscatter links. Specifically, in [4], the
authors proposed a dyadic backscatter channel model in RFID
systems, which includes the forward and backscatter links.
In practice, these links can be correlated, since transmit and
receive antennas at the reader may be very close or even
co-located [5]. Kim et. al. investigated the performance of
multiple-input multiple-output (MIMO) RFID systems, where
the forward and backscatter channel links are modeled as fully
correlated or uncorrelated Nakagami-m distributions [6].
Similarly with other wireless systems, privacy and security
are also major issues for an RFID system. Due to its broadcast
nature, RFID system is vulnerable to potential eavesdropping
attack. In the open literature, several works have proposed
the lightweight cryptography to deal with the RFID secu-
rity [7]. Although cryptography can achieve better security

Y. Zhang and F. Gao (corresponding author) are with Institute for Ar-
tificial Intelligence, Tsinghua University (THUAI), State Key Lab of In-
telligent Technologies and Systems, Tsinghua University, Beijing National
Research Center for Information Science and Technology (BNRist), Depart-
ment of Automation, Tsinghua University, Beijing 100084, China (email: z-
y16@mails.tsinghua.edu.cn, feifeigao @ieee.org).

L. Fan is with the School of Computer Science and Educational
Software, Guangzhou University, Guangzhou 510006, China (e-mail: Is-
fan@gzhu.edu.cn).

X. Lei is with the School of Information Science and Technology, South-
west Jiaotong University, Chengdu 610031, China, and also with the National
Mobile Communications Research Laboratory, Southeast University, Nanjing
210096, China (e-mail: xflei@home.swjtu.edu.cn).

G. K. Karagiannidis is with the Department of Electrical and Computer En-
gineering, Aristotle University of Thessaloniki, 54 124 Thessaloniki, Greece
(e-mail: geokarag@auth.gr).

transmit

hn lz
Ve

S
Reader /
o o

receive

Eavesdropper

Fig. 1. Backscatter communication systems with a reader, /N tags and an
eavesdropper.

performance, it presents high communication overhead and
computational complexity.

Due to the limitations of existing RFID systems in cost,
size and computational complexity, we consider physical layer
security (PLS) as an alternative method to cryptography. The
main idea of PLS is to utilize the wireless channel charac-
teristics in order to prevent eavesdroppers getting information
from the transmitter. Saad et. al in [8] studied the PLS of a
single-reader and single-tag model for an RFID system, where
the reader not only sends the query signal to power the tag, but
also injects artificial noise to interfere with an eavesdropper.
Moreover, the authors in [9] investigated the secrecy rate
maximization problem in a MIMO RFID system by jointly
optimizing the supply energy and precoding matrix of artificial
noise at the reader. Considering the reality condition, the
authors in [10] proposed a framework for IoT devices secure
initialization without increasing any complexity of system.
However, the aforementioned works have not derived a useful
analytical expression for the system secrecy outage probability
(SOP).

In this letter, we propose an optimal multi-tag selection
scheme, in the presence of an eavesdropper. In order to evalu-
ate the security performance, an analytical expression for the
SOP of the multi-tag selection RFID system has been derived.
Furthermore, to gain more insights for the system design, we
obtain an asymptotic closed-form expression for the SOP over
correlated Rayleigh fading channels. The performance analysis
is based on the assumption that the forward and backscatter
links subjected to correlated Rayleigh fading.

II. SYSTEM MODEL

In this letter, we consider a multi-tag backscatter system,
which consists of a reader, NV distributed tags and an eaves-
dropper, who can overhear the information from the tag’s
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transmission, as shown in Fig. 1. We denote h,, , f,, and g, the
channel gains from the transmit antenna at the reader to the
n-th tag, the n-th tag to the receive antenna at reader and the
n-th tag to the eavesdropper, respectively. We assume that all
the above channel gains follow Rayleigh distribution [11], i.e.,
hp ~ CN(0,a), fn ~CN(0,b), gn ~ CN(0, c). The received
signal at the reader from the n-th tag can be expressed as

Yr, = hnfnSb + Ny, (])

where s is the query signal sent by the reader, b is the informa-
tion signal from the tag and n,. is the additive white Gaussian
noise (AWGN), n,. ~ CN(0,02). Due to the architecture of
the RFID backscatter system [4], the forward link h,, and the
backscatter link f, can be correlated. In the monostatic RFID
system, where the reader uses the same antenna to transmit and
receive signals, the forward and backscatter links can be fully
correlated. On the other hand, in the bistatic RFID system,
where the transmit and receive antennas are placed separately,
the forward and backscatter links can be considered as partially
correlated channels [6]. In practice, bistatic architecture is
more effective than the monostatic one. Next, we consider
the bistatic RFID system architecture.

The joint probability density function (PDF) of |k, |* and
| ful? is [12]

o (s — o)
ab(1 — p)
2,/pT1x2
Iy () ; 2
Vab(l - p)
where p is the channel correlation coefficient, defined as p =

Cov(X1,X2) . N .
e v with 0 < p < 1 and Iy(-) is the modified

Bessel function of the first kind. Note that the infinite series
expansion of Io(+) is [13]

Fin 2,012 (1, 22) =

3)

k=0 (

On the other hand, at the eavesdropper side, the intercepted
signal from the n-th tag can be written as

Ye,, = hngnSb + Ne, (4)

where n. is the AWGN at eavesdropper, n. ~ CN(0,02), and
we assume h,, and g, are independent with each other, since
the eavesdropper is far from reader, compared to the distance
with the tag. From (1) and (4), we can derive the received
instantaneous signal-to-noise ratios (SNRs) at the reader and
eavesdropper as

hnfn 2PS —
Trn = | 2‘ = |hnfn|2'7ra )]
U’I"
and
hngn 2PS -
VYen = ‘ 0_2| = |hngn|2'767 (6)

€

where P, = E{|s|?} is the transmit power; 7, and 7, are the
average receive SNR at reader and eavesdropper, respectively.

Correspondingly, from (5) and (6), the capacity of the reader
and eavesdropper’s channels can be written as

Cp = logy(1 +r,) (7)
and
Ce =logy(1+1e,,), ®)

respectively. Using (7) and (8), we can express the instanta-
neous secrecy capacity of multi-tag RFID backscatter system
as [14]

14
10g2 (1+ze:) ’ Vra > Yen (9)

Ci=C,.—-C,=
0, Yrn < Yen -

In the proposed multi-tag backscatter system, we assume
the reader has available channel state information (CSI) for
hn, fn and g, '. Based on the CSI, the reader chooses one
tag from the N distributed tags to transmit the information.
From (9), it is obvious that the optimal tag selection (TS)
scheme is selecting the tag that can maximize the system
secrecy capacity, as follows

. _ 1+ |hnful*3r
n* =arg max —  ———>—

. 10
1<n<N 1+ |hngn|2:}/6 1o

III. SECRECY OUTAGE PROBABILITY

In this section, the secrecy outage probability of the pro-
posed scheme is analyzed. The SOP is an important metric
to evaluate the secrecy performance, and is defined as the
probability that the instantaneous secrecy capacity falls below
a certain threshold, R,. Hence, we derive the SOP of the
optimal TS scheme as

[ 1+,.
Pyut = Pr |log, (H) < RS]

1+,
<]

=P [1+ |hn*f’n*‘2:7r
=T\
_1+ |hn*gn*‘ Ve
[ 1 h 25

max Ll }
[1Sn<N 1+ |hngn|276

=Pr (1)

where v, = 2% is the secrecy SNR threshold. Since all the
tags are independent with each other, (11) can be rewritten as

1+ [h f1 25 N
Pout — {PI‘ [W < ’75:| }

1+ [h191]%7e
- ~ N
= {Pr M PGl A1) = Ferslan*) <vs = 1]} (12)
Denote wy = |h1]?, we = | f1|% w3 = |g1|* and

U= Yrw2 — YeYsWs- 13)

From (12), in order to derive the SOP, we need first to obtain
the PDF of u. By using basic statistics for the difference of
two random variables, we can derive the PDF of u as [17]

1
Soetha. €XP —ﬁ , u>0

1 u
Veysc+byr exp cYsYe ) u<0

flu) = (14)

INote that the channel gains hp, and f, can be estimated by using pilot
signals or blind estimation [15], while the eavesdropper channel gain g, can
be obtained through feedback, when the eavesdropper is active. This occurs
when the eavesdropper is another active user in the network [16].
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Fou = {Z (cYsTe +b%)

k=0
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3

(23)

According to the positive and negative value of u, (12) is
further written as

Py = {Prlunu < vs — 1]}N
={Pr[0 <w; < (s — 1)/ulu > 0] Pr[u > 0]
+ Prw; > 0lu < 0] Pr[u < 0}}N

= (I + L), (15)
where
Il = f(wl,wg)f(u)dwldudwg, (16)
oo 0 o)
I = / / / f(wr, w2) f(u)dw; dudws, (17)
0 —o0 J0

and f(wy,ws) is the joint PDF of w; and wsy, which can be
derived by substituting (3) into (2), as

fwy, we) Z)\ow]fwgef)‘lwlef)qm, (18)
where
o
= 1
T o
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= — = —. 2
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Substituting (14) and (18) into (16) and (17) and by using the
integral formula in [13], we obtain

o0

=3 [k, = 20" % (05,) " K (20/0(05,)77) |
k=0
k
1 —
(cVse + by )R
where n = A (vs — 1), and
p 1 - CV@’Y(’
I = (22)
kzo (cVs¥e + b3r)

Substituting (21) and (22) into (15), we finally obtain an
analytical expression for the SOP of the proposed scheme as
in (23) in the top of the page. It is obvious that (23) is an
infinite series and this is too complex to gain insights for the
system design. Therefore, we derive the asymptotic SOP, as
7 goes to infinity. By substituting the approximation of K7 ()
[18],

1
Ki(z) ~ ST (24)

%111(%), z—0,
into (23), a closed-form expression for the SOP with large .
can be obtained as

P, =

out —

{cvs’ve +7nln (b%/n)} N (25)
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Fig. 2. Secrecy outage probability versus 7, over Rayleigh fading with 7. =
15dB,a=2,b=3,c=1,p=0.5, N =1,2,3,4.

Moreover, when 7, is small, the term cvy,7,. in (25) can be
ignored. In this case, the asymptotic SOP is given by

B Fn@%/n)r

bye/n |
where b%,./n = ab¥,-(1—p)/(vs — 1). From (25) and (26), we
can conclude that the asymptotic SOP becomes worse as p
increases. This happens because the high channel correlation
between forward and backscatter links deteriorates the main
channel communication performance. Due to the double fading
channel characteristics in RFID systems, the channel param-
eters a and b influence the secrecy performance together. To
be more specific, an increase of ab can improve the secrecy
performance. Furthermore, we can easily obtain the diversity
order as N, when #,. goes to infinity.

o]
Pout

(26)

IV. NUMERICAL RESULTS AND SIMULATIONS

In this section, we present simulations to validate the derived
analytical expressions. The secrecy target rate R, is set as 1
bps/Hz. The channels h,, f, and g, are assumed to be a
combination of path loss and small scale fading, ie., h, =

Tz/nzhn, fn = anfn and g, = dEn Gn, where v is the
path loss exponent, set as v = 2, and d is the distance between
two nodes. We set dryn = dren = de, = 2m [8]. The
number of Monte Carlo runs for average is taken as 107. The
infinity sum is truncated at the first 50 terms.

Fig. 2 demonstrates SOP versus 7, for different number of
tags. It is clear that the analytical results in (23) match well
with the simulations. Several cases of the number of tags are
investigated, with V = 1,2, 3, 4. From the curves, we observe
that the security performance improves with an increase of 7,..
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Fig. 3. Secrecy outage probability versus 7, over Rayleigh fading with 4. =
10,15,20dB, a =2,b=3,c=1,p=0.5, N = 3.
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Fig. 4. Secrecy outage probability versus 7, over Rayleigh fading with 7. =
15,10 dB,a =2,b=3,c=2,p=10.2,0.5,0.7, N = 2.

Moreover, the asymptotic curves is very close to the exact one
at high #4,, which validates the derived results. The diversity
order can be obtained from the slope of the curves at high 7,.,
which is approximately equal to N. The secrecy performance
and diversity gain can be both improved as increasing N.

Fig. 3 illustrates the effect of 7. on the SOP versus 7,
with p = 0.5, N = 3. It can be observed that the secrecy
performance is degraded as 7. increases. Moreover, the curves
are parallel for different 7, at high %,, which indicates that
the diversity order has nothing to do with the 7.. Furthermore,
it is evident that the analytical results match well with the
simulations and the asymptotic curves converge to the exact
one at high #,.

Fig. 4 depicts the impact of channel correlation on the
secrecy performance, where 7. is set to 15dB, 10 dB, and
N = 2. It can be easily observed that the channel correlation
between the forward and backscatter links has little influence
on the security performance. However, the SOP decreases as p

decreases, which is in accordance with the analytical results in
(26). Finally, the analytical and asymptotic results match well
with the simulations for different values of p, which verifies
the correctness of the derived theoretical results for the optimal
tag selection scheme over correlated Rayleigh fading.

V. CONCLUSION

In this paper, we have proposed an optimal tag selection
scheme for RFID backscatter communication systems with
an eavesdropper, where the forward and backscatter links are
subjected to correlated Rayleigh distribution. We derived an
analytical SOP and an asymptotic closed-form expression at
high 7.. We conclude from the past that the channel correlation
has a negative influence on the secrecy performance and the
diversity order is approximately equal to V.
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