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Abstract—Opportunistic relaying scheme (ORS), where the
best relay is selected for dual-hop communication, has been
widely considered as the global optimum relaying technique.
However, due to the requirement of acquiring the full channel
state information (CSI) of all links, ORS has increased the
system’s complexity and might be harmful to the network
stability, especially for the large-scale networks. In this paper,
we therefore proposed an alternative scheme, namely, secure
switch-and-stay combining (SSSC) protocol for providing the
best secure performance. In particular, a two-phase underlay
cognitive relay network, where one out of two decode-and-
forward (DF) is activated to assist the secure data transmission.
The secure relay switching occurs when the relay cannot support
the secure communication any longer. We study the system secure
performance of SSSC protocol by deriving an analytical secrecy
outage probability as well as an asymptotic expression in the high
main-to-eavesdropper ratio (MER) region. It is shown that SSSC
can substantially reduce the switching rate with lower channel
estimation complexity, and approach the full diversity meanwhile.

I. INTRODUCTION

Due to the broadcast nature, the wireless link from the
source to destination may be overhear by some non-intended
receivers (eavesdroppers), which causes the severe issue of
information leakage. To prevent the wiretap, physical-layer se-
curity (PLS) as well as high-layer security has been extensively
studied in the literature. In this field, Wyner firstly introduced
the wiretap model to analyze the secure transmission [1], and
pointed out that perfect secrecy can be achieved with properly
designed encoder and decoder. Pioneered by this work, many
researchers have extended to analyze the PLS performance
in fading channels. In [2], the authors studied the secure
transmission by analyzing the secrecy capacity with full or
partial channel state information (CSI), and found that the
channel fading has a positive impact on the secrecy capacity.
Furthermore, the authors in [3] studied the secure performance
over correlated fading channels by analyzing the secrecy
capacity and secrecy outage probability (SOP), and showed
that the channel correlation severely degrades the secure trans-
mission. To enhance the system security, antenna selection can
be applied for multiple-input multiple-output (MIMO) wiretap
channels, where the channel fluctuation among antennas can
be exploited to obtain the full system diversity gain.

As relaying technique can increase the transmission relia-
bility, system capacity, and coverage area without additional
transmit power at the transmitter, the secure transmission in
relay networks has attracted much attention in recent works.
There are two fundamental relaying protocols, i.e., amplify-
and-forward (AF) and decode-and-forward (DF) relaying. The
intercept probability of multiple AF relay networks has been
studied in [4], and the opportunistic relaying scheme (ORS)
is used to exploit the full diversity gain for enhancing the
security. As an extension of intercept probability, the SOP
is studied for multiuser multiple AF relay networks in [5],
where several user and relay selection schemes are proposed
to enhance the system security. The characteristic of the secure
DF relay network has been studied in [6], and it is found that
the placement of the DF relay can also affect the system secure
metrics, such as secrecy capacity and SOP. For multiuser DF
relay networks [7], ORS can be used to exploit the channel
fluctuation among relays, and hence the system full diversity
can be achieved to enhance the secure transmission.

Due to the scarce radio frequency spectrum, the cognitive
technique is encouraged to be incorporated into relay networks
to form a promising system for the next-generation wireless
communications [8], [9]. Hence, the PLS of cognitive relay
networks should be studied to guarantee the secure trans-
mission. For an orthogonal frequency-division multiple access
based cognitive relay network, the power and subcarrier allo-
cations can be used to enhance the system security [10], while
for cognitive relay networks with multiple relays, ORS can be
used to choose the best relay to assist the secure transmission
[11]-[13]. However, although ORS can efficiently exploit the
full system diversity, it has two major limitations [14]-[20].
The first is the heavy load due to that the system needs to
estimate the channel parameters of each relay continuously.
The second limitation is the frequent relay switching rate,
which is harmful to the network stability. Therefore, it is of
vital importance to overcome these two limitations in order to
ensure the security of the network.

In this paper, we propose a secure switch-and-stay com-
bining (SSSC) protocol for the cognitive relay networks with
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Fig. 1. Secure communication of two-phase cognitive relay networks with
two DF relays.

two DF relays', in the presence of an eavesdropper. In SSSC,
one relay out of two is chosen to be activated to assist
the secure data transmission for the secondary source to
secondary destination. The relay switching occurs if the relay
cannot support the secure transmission any longer; otherwise,
the same relay continues to be used. We study the system
secure communication by analyzing the SOP. We also pro-
vide an asymptotic expression of SOP in the high main-
to-eavesdropper ratio (MER) region. From this asymptotic
expression, we can conclude that SSSC can approach to the
system full diversity. Numerical and simulation results are
demonstrated to verity the merits of SSSC.

Notation: The notation CA(0,02) denotes a circularly
symmetric complex Gaussian random variable (RV) with zero
mean and variance o2. We use fx(-) and Fx () to represent
the probability density function (PDF) and cumulative distri-
bution function (CDF) of RV X, respectively. Notation Pr|[]
returns the probability.

II. SYSTEM MODEL

Fig. 1 depicts the considered two-phase cognitive relay
network, where there are two DF relays {R;|i = 1,2} which
can assist the communication from the secondary source S
to the secondary destination D. To guarantee the quality
of the primary communication, the transmit power of both
the secondary user and relays is constrained to limit the
interference to the primary user PU. The eavesdropper E
in the network can overhear the message from the relays,
which brings out the issue of security. To provide the best
secure performance, opportunistic relaying scheme (ORS) can
be used to choose one relay out of two. However, ORS needs
continuous channel estimation, which leads to an increase in

UIf there exist more than two relays, we can extend the proposed SSSC
to the secure switch-and-examine combining, where the extension of the
derivation will be straightforward.

system complexity. Moreover, ORS may result in a frequent
relay switching rate, which is harmful to the network stability.
To resolve these issues, the proposed SSSC protocol will be
used for the secure communication of the considered system,
where one relay will be chosen to be activated while the other
is silent. Before presenting the SSSC protocol, we first detail
the two-phase data transmission process, as follows.

Assume that the relay R; (i = 1, or 2) is activated while
the other relay is silent. All nodes in the network are equipped
with a single antenna due to the size limitation, and operate
in a time-division half-duplex mode. Moreover, all the links
in the network experience Rayleigh fading. In the first phase,
the secondary user S transmits its signal xg of unit-variance,
and R; receives yr, as

Yyr, = V Pshs r,xs +ng,, (1)

where hg g, ~ CN(0,q;) denotes the instantaneous channel
parameter of the S—R; link and ngr, ~ CN(0,02) is the
additive white Gaussian noise (AWGN) at the relay R;. We
denote Pg as the transmit power of S, and to guarantee the
quality of primary communication, it is limited by

Ip

Py=—L"
|hs,pul?’

(2
where Ip is the maximum interference level and hg py ~
CN(0,mp) is the instantaneous channel parameter of the S-
PU link. From egs. (1)-(2), the received SNR at R; given
by

SNRg, = Ip—, 3)

to

where u; = |hsg,|? and tg = |hs py|? are the associated
channel gains of the S—R; and S—PU links, respectively, and
Ip = %‘% is the ratio of maximum interference level to noise.
Suppose that R; can correctly decode the message form the
source with data rate R, constrained by

1
510g2(1+SNRRi) > Ry, 4)

which is equivalent to SNRp, > 7, with 7o = 22t — 1
being a given SNR threshold. In this case, R; forwards the
correctly decoded signal, and the received signals at D and £
are respectively given by

yp = \/ Pr,hr, pTs +np, ()
ye = \/Pr,hRr, 5vs +ng, (6)

where hr, p ~ CN(0,5;) and hr, g ~ CN(0,¢;) are the
instantaneous channel parameters of R;,—D and R,—E' links,
respectively, while np ~ CA(0,02) and ng ~ CN (0, 02) are
the AWGN at D and E. Moreover, Pg, is the transmit power
of relay R;, and it is limited by

Ip

Pp=—L2
|hr, PU|?

)

i

to guarantee the quality of service (QoS) of primary com-
munications, where hp, py ~ CN(0,7;) is the instantaneous
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channel parameter of the R;,—PU link. From eqs. (5)-(7), the
received SNRs at D and E are written respectively as,
SNRD:fP%, SNRE:I}%, (8)

K3 ?

where v; = |hg, p|? w; = |hg, p|? and t; = |hg, pu|* are
the associated channel gains.

For a predetermined secure data rate R, the system secure
transmission will be in outage if

1 1
ilogg(l—i—SNRD)—ilogg(l—i—SNRE) <Rs, 9

which is equivalent to
1+ fP%

—_— (10)
L+ Iptt

<’ysv

where v, = 22F is the secrecy threshold.

III. THE SSSC PROTOCOL

Before the data transmission, the system needs to determine
which relay to be activated for assisting the transmission.
Suppose that the relay R; (¢ = 1, or 2) was used in the previous
data transmission. Then at the beginning of the current data
transmission, the system first estimates the channel parameters
of the links with R;, with the help of pilot signals. Then R;
gathers all the channel parameters through some dedicated
feedback channel to determine whether or not the relay
switching occurs or not. The same relay [?; will continue to
be used for the current data transmission when it can correctly
decode the message from the source and more importantly, it
can guarantee a secure transmission. Otherwise, if I?; cannot
correctly decode the message or fails to guarantee the secure
transmission, the relay switching occurs, which is notified to
the other nodes in the network through a dedicated feedback
channel. Then the other relay R; will be activated, and the
system needs to estimate the channel parameters of main and
interference links with I2;, with the help of some pilot signals.
After that, the current data transmission starts through the help

From eq. (10), we can find that a natural way to perform the

v;

. . . 1+1Ip
security check in the above procedure is to compare T a
P
with a given secure switching threshold 7. However, the
instantaneous channel parameters of eavesdropping links are

hard to obtain in many practical communications, and only

the statistical information may be known. In this condition,
the secure relay switching condition becomes

1+1p%
—— =T 11
B 2T (11
where E{-} denotes the statistical expectation. If this equation
holds and R; can correctly decode the message, the same relay
R; will continue to be used for the current data transmission.
Otherwise, the secure relay switching occurs and the other re-
lay R; will be activated to assist the current data transmission.

In the following section, we will study the secure perfor-
mance of the SSSC protocol by deriving the analytical SOP
and the asymptotic expression in high MER region.

IV. SECURE PERFORMANCE ANALYSIS
A. Analytical SOP

According to the definition of SOP, we can write the SOP
of SSSC in eq. (12), shown at the top of this page, where p;
and po denote the probabilities that the relay Ry and R, are
activated, respectively. Note that .J; and .J3 represent the SOP
when R; and R, continues to be used for the current data
transmission, respectively; while J» and .J4 correspond to the
SOP when the relay switching occurs from R; to R, and that
from Ry to Ry, respectively. Also, p; and py are given by

C1

- , 13
P c1+ e .
C2
=% 14
D2 1 +c27 ( )
where
~ ty+1
c1 =Pr {Ipﬂ > o, L > T], (15)
to t1 +IPE{’LU1}
s to+1
o =Pr[fpt2 200, 22> 7], (16)
to to +IPE{UJ2}

correspond to the probabilities that 2, and Ry continue to
be used for the current data transmission, respectively. The
analytical expression of c;, J; and J are presented in the
following proposition,

Proposition 1: An analytical expression of ¢; in eq. (15) is
given by

o =1L 70770
IpOél

where L(x) = (14 x)~L.

L((Tfl)m)e_%7
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The analytical expressions of .J; and .J, are given by

Jy = L(2 g, (18)
Ipay
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e

where 60 is given by eq. (20), shown at the top of this page,
and

_ T Tey
qo = I W
q1:i+T~71f—P 1)
mo Ipf v =T
1 -1 p
L AT
Proof: See Appendix A. |

Through replacing a; by a, B1 with 3, and 77 with 72, we
can obtain the analytical expression of ¢, from the expression
of ¢y in Proposition 1. This leads to the analytical expressions
of p; and py. By swapping «; with aw, (1 with (3, and 7y
with 72, we can obtain the analytical expressions of J3 and
Jy from the expressions of .J; and Jo in Proposition 1. In
this way, we arrive at the analytical expression of SOP as
Pour = p1(J1 + J2) + p2(Js + Ju).

B. Asymptotic SOP

To obtain some insights on the system with SSSC protocol,
we now derive the asymptotic SOP in large Ip and MER
regions. By applying the approximation of (1+z) ' ~1—x
for small value of |x| [21], we can obtain the asymptotic ¢;
and co with large I p and MER as

Cc] =~ 1, Cy =~ 1. (22)
Accordingly, the asymptotic p; and py are given by
1 1
~ — ~ —, 23
PL¥gs P2y (23)
In further, the asymptotic expressions of Jy, J5, J3 and Jy are
Vs T ’YsT
Jp~—e s, J - 24
LA e 2= 50, (24)
Vs T 'YsT
J3 >~ —e s, Jyo~ , 25
325, e W (25)

where \; = % and \y = f—j are the MER with relay R;

and R,, respectively. By summarizing the above asymptotic

expressions, we can obtain the asymptotic SOP as
(L
A1 g

e .

Pout =~ (26)

A A
By setting the derivative of P,,; with respect to 7" into zero,
we can obtain the optimal value of the secure switching
threshold 7™ as

A

T* = 5y 222 27

25

which can lead to the minimum P,,;,

2
o A1+ Ao

Pou min — 2 (1 1 ) 28
t, )\1)\2 + In X ( )

From these asymptotic results, we can achieve the following
insights on the system:

Remark 1: As both c¢; and co approach to 1 in high Ip and
MER region, the same relay will continue to be used for data
transmission in a long time. Hence, the SSSC protocol can
substantially reduce the system implementation complexity
compared with ORS.

Remark 2: From the asymptotic P,,; in eq.(26), we can find
that the system diversity order falls between one and two. In
particular, the system diversity order can approach to two for
a large value of 7', which can effectively exploit the two relays
to guarantee the secure transmission.

V. SIMULATION AND NUMERICAL RESULTS

In this section, numerical and simulation results are pre-
sented to verify the proposed studies. All the links in the
system experience Rayleigh flat fading. The distance between
the secondary source and destination is set to unity, and the
two relays are between in them. Let D; and Ds denote
the distance from the secondary source to relay R; and R,
respectively. Accordingly, the average channel gains of the
two-hop main links are set to a3 = Dl_4, as = D;*,
B1 = (1—D1)™* and By = (1 — Dy)~*, where the path-
loss model with loss factor of four is used. Without loss of
generality, we set the average channel gains of interference
links to unity, so that 79 =n; =1 = 1.

Fig. 2 depicts the system secrecy outage probability of SSSC
versus MER with A\; = Ay = X and Ip = 40dB, where
the secure switching threshold 7" varies in {0.5,1,2}7* and
the optimal switching threshold 7 is set to v, In M For
comparison, we plot the simulated secrecy outage probabllmes
of ORS and the relay system with only one relay as the lower
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and upper bounds, respectively. As observed from Fig. 2, we
can find that the analytical result of SSSC matches well with
the simulation one, and the asymptotic result converges to the
exact value in high MER region. This verifies the validity of
the derived analytical secrecy outage probability of SSSC and
asymptotic expression. Moreover, the lines with T € {1, 2}7T*
are approximately parallel with ORS, indicating that SSSC
protocol can approach the system full diversity order of two
in high MER region.

Fig. 3 illustrates the effect of 7" on the simulation and ana-
lytical results of ¢;> of SSSC versus MER with A\; = Ay = A
and [ p = 40dB, where the secure switching threshold 7" varies
in {0.5,1,2}7*. From this figure, we can find that ¢; increases
with larger Ip and smaller 7T In particular, ¢; converges to
one with large value of Ip, indicating that the secure relay
switching seldom occurs and the system needs to estimate
the channel parameters of only one relay. In other words, the

2As ¢o shows the similar behavior as c1, the result of ¢o is not plotted in
this figure for clarity.

SSSC technique can reduce the channel estimation complexity
of ORS to almost half and meanwhile substantially reduce the
relay switching rate.

VI. CONCLUSIONS

To achieve the secure performance of ORS with less sys-
tem’s complexity, this paper proposed an alternative secure
switch-and-stay combining (SSSC) for cognitive relay net-
works with two DF relays. In SSSC, one relay out of two
was chosen to be activated to assist the data transmission
from the secondary source to secondary destination. The same
relay continued to be used for data transmission when the
relay could support the secure data transmission; otherwise the
secure relay switching occurred and the other relay would be
activated. It has been shown by the simulation and numerical
results that SSSC can not only approach to the secure diversity
as ORS, but also reduce the switching rate with less channel
estimation complexity.

APPENDIX A
PROOF OF PROPOSITION 1

From eq. (15), we can write the expression of ¢; as

t 41
o :Pr(ﬂ > ﬁ) Pr (& > T) (A1)
to Ip t1 +IPE{UJ1}

ti+ 1
_ L(Y‘”’O ) Pr( L Pty T), (A2)
Ipay t1 + Iper
where we apply the the PDFs of f,, (z) = aile*ﬁ and
fio(z) = nioe_nib in the last equality. Pr (%;L::. > T)

can be computed as

>T):Pr(v12Tf

ti+1
Pr (—1 tlr l1+ T€1) (A.3)

t1 + fp&l - P
I/ ftl(tl)/ fvl(’l}l)dvldtl (A4)
0 Tf—;ltlJrTel
- L(M)e*%, (A.5)
Ipfh

By combining the results of egs. (A.2) and (A.5), we can
obtain the analytical expression of ¢y, as shown in eq. (17) of
Proposition 1.

We now turn to derive the analytical expression of J; in eq.
(12) as

ti+1 ti+ 1
J1:Pr(22£)-Pr( 1J~r PU1 >, 1+~P'Ul %)
to Ip t1 +IPE{1U1} t1 +Ipw1
(A.6)
T-1 s — 1
= L(ﬂ) Pr (’Ul > ——t +Tep,v < J = ty +TU)1),
POl Ip Ip
J11

(A7)



Note that in J7; above, %tl +T'w; needs to be larger than
%tl + T'eq, causing that
-

T— S
yowy > f—”tl +Tey. (A8)

P

Hence we now consider the two cases of 1" > v, and T < 5.
If T' > ~s, the condition of eq. (A.8) becomes

T—-1 T
wy > =t + =, (A.9)
Ps Vs
and Jy; is computed as
o= [ [ )
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where qq is defined in eq. (21).
On the other hand, when 7" < ~, holds, the condition of
eq. (A.8) becomes

-T T
wy + ryi—tl Z 2l .
IP'VS Vs

(A.12)

This condition can be specified into two integral regions
of wy > = and wy < L= with ¢ > IPT+—_1CPF’”&

Accordingly, ‘we can compute 5111 as
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where ¢; and g2 are defined in eq. (21). By combining egs.
(A7), (A.11) and (A.14), we can arrive at the analytical
expression of Ji, as shown in eq. (18) of Proposition 1. In
a similar way, we can obtain the analytical expression of .Js,
and hence we complete the proof of Proposition 1.
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