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Abstract—TIn this paper, we investigate the secrecy performance
of dual-hop amplify-and-forward (AF) multi-antenna relaying
systems over Rayleigh fading channels by taking into account
the direct link between the source and destination. To improve
the secrecy performance, two linear processing schemes at
relay and maximal ratio combining (MRC) at destination are
proposed, namely, Zero-forcing/MRC (ZF/MRC) and Maximal
ratio transmission/MRC (MRT/MRC). For these schemes, we
present new tight analytical expressions of the secrecy outage
probability. In addition, we examine the performance in high
signal-to-noise ratio (SNR) regimes, and present simple secrecy
outage approximations for all schemes. The results reveal that: 1)
The MRT/MRC scheme achieves a full diversity order of M + 1,
while the ZF/MRC scheme achieves a diversity order of M/, where
M is the number of antennas at relay. 2) The ZF/MRC scheme
outperforms the MRT/MRC scheme in the low SNR regime, while
becomes inferior to the MRT/MRC scheme in the high SNR
regime.

I. INTRODUCTION

Due to the broadcast nature of wireless medium, wireless
transmissions are inherently vulnerable to eavesdropping. The
traditional means of combatting eavesdropping is to employ
cryptographic schemes in the upper layers, which nevertheless
faces the problem of secret key distribution and management in
addition to the high complexity of data encryption and decryp-
tion processing. Against this background, in the pioneer work
[1], the concept of physical layer security was introduced to
address the security of wireless communications. The key idea
behind this paradigm is to exploit the random characteristics
of wireless channels, e.g., fading and noise, to transmit the
confidential messages. Later on, in [2], the concept of wiretap
channel was introduced and it was proven that perfect security
can be achieved when the eavesdropper’s channel is a degraded
version of the main one. Since then, physical layer security has
been widely investigated in various communication scenarios,
for example, Gaussian wiretap channel [3] and broadcast
wiretap channel [4].

To further enhance the secrecy performance, multiple an-
tenna techniques, which provide extra spatial degrees of free-
dom, have also gained significant interests [S5]—[8]. In [5], the
secrecy capacity of the Gaussian wiretap channel with multiple
antennas was analyzed. In [6], transmit antenna selection

scheme was proposed for secrecy enhancement in MIMO
wiretap channels, with different receiver combining schemes.
In [7], the authors quantified the effect of antenna correlation
on the secrecy performance of multi-antenna wiretap channels
in terms of the probability of positive secrecy capacity and the
secrecy outage probability. The work in [8] investigated the
effect of outdated CSI on the secrecy performance of MIMO
wiretap channels with multiple eavesdroppers in non-identical
Nakagami fading.

In parallel, employing cooperative relaying to improve the
secrecy performance has also received substantial interest
[9]-[13]. In [9], the basic four-terminal relay-eavesdropper
channel was introduced and an outer-bound on the optimal
rate-equivocation region was derived. Later in [10]-[12], dif-
ferent cooperative schemes, such as decode-and-forward (DF),
amplify-and-forward (AF) and cooperative jamming (CJ),
were designed to enhance the security of dual-hop relaying
networks. While in [13], the authors analyzed the secrecy
outage probability of dual-hop DF relaying systems, with
different suboptimal relay selections.

Although these prior works have significantly improved the
knowledge on the secrecy performance of dual-hop relaying
networks, they have neglected the impact of the direct link
between the transmitter and destination nodes, which may
results in an underestimation of the secrecy performance. Only
in a recent work [14], the direct link between the legitimate
source and destination node was considered, where it was
shown that the direct link can be exploited to further enhance
the secrecy performance. Motivated by this, in the current
work, we consider a more general multi-antenna dual-hop AF
relaying network, taking into account the direct link between
the source and destination nodes.

To exploit the extra degrees of freedom provided by multi-
antennas at relay, we propose a heuristic two-stage relay
processing scheme to enhance the security of dual-hop re-
laying networks, i.e., the relay first uses maximum ratio
combining (MRC) to maximize the signal to noise ratio (SNR)
of the source-relay link, and then forwards the transformed
signal to the desired destination with simple linear processing
methods in an attempt to further degrade the quality of
eavesdropper’s channel. To this end, two popular linear pro-
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Fig. 1. System model.

cessing methods with MRC at destination will be investigated,

e., 1) zero-forcing/MRC (ZF/MRC), and 2) maximal ratio
transmission/MRC (MRT/MRC). The main contributions of
the paper include approximate closed-form expressions for
the secrecy outage probability of ZF/MRC and MRT/MRC
schemes. Moreover, an asymptotic secrecy outage analysis is
carried out in the high SNR regime. In addition, the analytical
results demonstrate that the ZF/MRC outperforms MRT/MRC
in the low SNR regime, while in the high SNR regime,
the MRT/MRC attains better secrecy performance than the
ZF/MRC.

II. SYSTEM MODEL

We consider a dual-hop multiple antenna AF relaying
networks, as illustrated in Fig. 1, where the source (A),
the destination (B), and the eavesdropper (E) are equipped
with a single antenna, while the relay (R) is equipped with
M antennas. Furthermore, we consider the realistic scenario
where the direct link between A and B exists, and we assume
a half-duplex relaying mode, where the entire communi-
cation between A and B is completed in two time slots.
During the first phase, A encodes the block information w
into the codeword x = [z (1), -,z (i), -,z (n)] with
LS E[|lz(i)°] < P, using the capacity achieving code-
book for the wiretap channel. The received signals at R, B,
and E at time ¢ are given respectively, by

=/ P hAR:U + ng (1)
yB,1 (1) = v/ Pshapx (i) + np1 2
ye1 (1) = v/ Pshagx (i) + ng,1, 3)

where P; is the transmit power at A, hag is an M x 1 channel
vector for the A — R link with entries following identical and
independently distributed Rayleigh fading with parameter \;,
hap and hag denote the channel coefficients for the A — B
and A — E links with parameters Ay and A4, respectively,
ng is the additive white Gaussian noise (AWGN) at R with
E [anH = ¢?I, np,1 and ng ; denote the zero-mean AWGN
at B and E with variance o2, respectively.

In the second phase, R retransmits a transformed version of

yr (%) to B, and the signal at B is given by

yB,2 (i) = hBWYR()+nB2a €]

where hrp is an M x 1 channel vector for the R — B link,
and its entries follow i.i.d. CN (0,)\2), np 2 is the AWGN
with variance o2, and W denotes the transformation matrix
at R node with E[|[Wyg (z)||§] = P,, where P, denotes the
transmit power constraint at relay.

Similarly, the received signal at E during the second phase
can be expressed as

Y2 (2 ( ) hREWYR ( ) + nE2, (5)

where hrg is an M x 1 channel vector for the R — E link,
and its entries follow i.i.d. CN (0, A3), and ng o is the AWGN
with variance o2.

Since the two independent copies of the source signal
received by B and E, hence, we assume that the MRC is
adopted at both B and E to strengthen the signal detection.
Hence, by combining (1), (2), (4) and (5), the instantaneous
SNRs of the main and the eavesdropper’s channels are given
by

YB = YAB + 7RB

P, P, |nl Whag|’
d 771+ |[hpg W[,
and
YE = YAE T YRE
P, P, |nf Whag|’
—§|hAE|2 *M (7

1+ [bfe W

According to [2], the achievable secrecy rate of relaying
wiretap channels can be represented as
A 1 +
Cs = i[bgz (1+78) —log(1+E)]", (®)
where the factor 1/2 accounts for the fact that the total
communication takes place in two time slots, and

+ oz, x>0
[x] —max(x,O)—{ 0. <0

It is important to note that due to the non-convex nature of
the problem, the optimal transform matrix W, which maxi-
mizes the achievable secrecy rate, seems not to be analytically
tractable. To address this problem, in this paper, we design a
heuristic two-stage relay processing strategy, i.e., the relay first
uses MRC to maximize the SNR of the A — B link, and then
delivers the transformed signal to the B with linear processing
methods to degrade the quality of the eavesdropper’s channel.
Hence, the heuristic relay precoder W is a rank-1 matrix, i.e.,

C)

hf, . .
W = awzﬁ, where « is the power constraint factor,
F

”h H is utilized for matching the A — R channel link, and
wo is a M x 1 linear processing vector, which depends on the
linear processing scheme employed by the relay. Specifically,
we consider two different linear processing schemes with
MRC at destination, namely, ZF/MRC and MRT/MRC, as
detailed below.



A. ZF/MRC

The objective of ZF scheme is to maximize the received
SNR at B while avoiding the leakage of confidential informa-
tion to the E. According to the ZF principle, we have

t
max ‘h W2

sit. ‘hREwg‘ =0, & [|wallp = 1. (10)

By using the projection matrix theory, the weight vector wy
is given by

=l
E-hgp

[E+hgp| -’

(1)

Wo =
-1 . ..
where EX = (I - hggp(hhghre) hig) is the projection
idempotent matrix with rank M — 1. To satisfy the transmit
power constraint at relay with AF protocol, the constant o is
given by
2 _ b

T (12)
hARhARPS +o

Thus, the instantaneous SNRs of the main and the eavesdrop-
per’s channels with ZF/MRC are given respectively by

YBzr = YAB + Vlzi}];
—_ 2
_ Pifhasf” = his
o2 By U; |E+hge|7 + 1
(13)
and
P,
Vg = —5 |hagl”. (14)
g
B. MRT/MRC

For the MRT scheme, we set wy to match the second
hop of the main channel, ie., wy = Hhh e Therefore,
the instantaneous SNRs of the main channel and the eaves-
dropper’s channel with the MRT/MRC scheme are expressed
respectively as

YBmrr — VYAB + ’Y%\{%}T
_ P h 2 02 ”hARHF 02 ”hRBHF
= —|haB|” + (4
5 2 harl? + Pt
and
rYEMRT —_— ’)/AE + ’Y%EI?LT
p, |hi hRE|
Pl o Iharly 75 etz
=2+ e O
o Py e |2 4 Pe [Bhobrel
2 Ilbar [ + 2 e 4 1

III. SECRECY PERFORMANCE
A. Preliminaries

In this subsection, we first discuss the statistics of the
SNRs of the main and the eavesdropper’s channels, which
will facilitate the secrecy analysis.

1) ZF/MRC: Although the distributions of ysr and 745 are
known, deriving the exact distribution of ~yp,, is not trivial.
Hence, we seek tight upper bound which has been widely
adopted in prior works such as [15], i.e.,

VBge < YaB + min (y1,72), )

— 2
where 7, = L5 HhARHi‘ and vo = & :.LhRBHF. Now, we

present the PDF of vg,, in the following lemma.

Lemma 1. The PDF of vB,. can be approximated by

M—2

= 1 T (nk, pa)
I (z)  —e 7o | — —
e Yo 7T (M) ,; Kl s
1 =T (9k7M2$)
—M-1 Or=. . (18)
0 r (M - 1) k=0 k'lu’Z 71
whereugz%—k%—ﬁ—, me=M+k 0, =M+k—1,
Yo = Elvasl 71 = E[’Yl] Yo = Elya], and Y (-,-) is the
lower incomplete Gamma function [16, Eq. (8.350.1)].
Proof: See Appendix A. |

2) MRT/MRC: Similarly, v, and vg,.r can be upper
bounded by

VBurr < YAB + min (’71773) (19)
and
YEmprr < YAE + min (y1,74), (20)
2 |h hRE|2
respectively, where 3 = 5 ||hgp||7 and 74 = £ HRhBrTIF

Now, we present the PDFs of g, and Yg,., in the
following lemmas.

Lemma 2. The PDF of ypyro can be approximated by

Froyper (2) =

1 6_%13_:1 T (Mg, pax) ( 1 1 )
L' (M)7, = T(k+1)pg" \FV7% 173"

1)

Proof: By following similar procedure as in the proof of
Lemma 1, the desired PDF of vp,,,,, can be easily obtained.

|
Lemma 3. The PDF of Ygyn can be approximated by
e [T (M, pyx) Nty (P, pta)
et C e M §
(22)
Wh€V€¢k:k+1and/,L4—fl+WS ,34.

Proof: By following similar steps of Lemma 1, the above
equation can be reached. |
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B. Secrecy Outage Probability

The secrecy outage probability is defined as the probability
of the secrecy capacity Cs being lower than a predetermined
threshold R,. That is,

Pout (Rs) = Pr(Cs < R,)
oo 225 (14y)—-1
- /0 /O Fon (@) Fo () dody. 23)

In the following, we pursue a detailed analysis of the secrecy
outage probability for the proposed schemes.

1) ZF/MRC: The secrecy outage probability of dual-hop
AF relaying systems with the ZF/MRC scheme is lower
bounded by (24), where p; = 1

Proof: The proof is pr0v1dec]l in the journal version of this
work [17]. ]

Having obtained the lower bound on the secrecy outage
probability of the ZF/MRC scheme, now, we turn our attention
to the asymptotic analysis in the high SNR regime. Without
loss of generality, we assume that 7y; — oo, 75 = K7;, and

Yo = H7Y1-

Corollary 1. In the high SNR regime, the secrecy outage
probability of the dual-hop AF relaying with ZF/MRC is given
by

Poe zr vre (1)
R _
= (Uzrmrc1) Mo (’Y ) )

where o (-) denotes higher order terms, the achievable secrecy
diversity order is ®zr virc = M, and the the secrecy coding
gain is

—®zF/MRC

1 (25)

— L
M

M M (22Rs o 1)M—n (22R874)nn!
\IJZF/MRC = Z (n> ,LLK}]\/I_IF(M—‘Fl)
n=0

(26)

Proof: The proof is provided in the journal version of this

work [17]. [ ]

2) MRT/MRC: The secrecy outage probability of dual-

hop AF relaying system with the MRT/MRC scheme can be
approximated as (27), where 1, = M + v and us = f + =

Proof: By inserting (21) and (22) into (23), and utlhzmg

[16, Eq. (8.352.1)] and [16, Eq. (3.351.3)], the desired result

can be obtained after some simple mathematical manipula-
tions. ]

Corollary 2. In the high SNR regime, the asymptotic secrecy
outage probability of dual-hop AF relaying systems with
MRT/MRC is expressed as

P(;)l?t,MRT/MRC (Rs)

*‘DMRT/MRC

_ £y
= (UnrT/MRCT1) (’71 MRT/MRC), (28)

where the secrecy diversity order is Pyrr/Mrc = 1, and the
secrecy coding gain is given as (29).

Proof: Due to the space limit, we omit the proof here and
kindly ask the readers to refer to the journal version of this
paper for the details [17]. |

IV. NUMERICAL RESULTS

In this section, representative numerical results are provided
to verify our analysis in the previous sections. Unless other-
wise specify, the following parameters are set: 7, = 0.47,
¥y = 1.2%;, and R; = 2.

Figs. 2 and 3 show the secrecy outage probability of the
dual-hop AF relaying wiretap channel with the ZF/MRC and
MRT/MRC schemes for different M. As illustrated, the analyt-
ical results keep sufficiently tight across the entire SNR range
of interest, which demonstrates the correctness of the derived
approximative results. Moreover, we observe that increasing
M can significantly reduce the secrecy outage probability
of the considered system for both schemes. This is intuitive
since increasing M provides additional secrecy diversity, as
manifested through the asymptotic curves.

Fig. 4 investigates the impact of the quality of the eaves-
dropper channel on the secrecy outage probability of the
dual-hop AF relaying system with the proposed schemes. As
expected, the secrecy outage performance of all the proposed
schemes improves when the quality of eavesdropper’s channel
is degraded, i.e., small 75 or 7,. However, higher secrecy
diversity order of MRT scheme does not necessarily implies
superior outage performance in the finite SNR regime. As
shown in the figure, the ZF/MRC scheme outperforms the
MRT/MRC scheme at the low SNR regime, while the opposite
holds in the high SNR regime. In addition, when the quality
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Fig. 2. Secrecy outage probability of the ZF/MRC relaying system with  Fig. 3. Secrecy outage probability of the MRT/MRC relaying system with

74 = 10dB and different relay antennas M.

of eavesdropper’s channel becomes good, i.e., large 75 or 7,
the difference performance gap between the ZF/MRC scheme
and the MRT/MRC scheme is reduced.

V. CONCLUSIONS

In this paper, we have investigated the secrecy performance
of dual-hop AF relaying systems by taking into account
the availability of direct link over Rayleigh fading channels.
Specifically, two linear processing schemes at relay, i.e., ZF
and MRT, were proposed to enhance the security of the consid-
ered system. For the two proposed schemes, we have derived
the approximate secrecy outage probability, and presented an
asymptotic secrecy outage analysis in the high SNR regime.
Moreover, our finding suggests that the ZF/MRC scheme
outperforms the MRT/MRC scheme in the low SNR regime,
while the opposite holds in the high SNR regime.

3 =774 = 10dB and different relay antennas M.

APPENDIX A
PROOF OF LEMMA 1

Define v, = min (71, 72), then, using the fact that v, and
vo are independent random variables, we have

sz(x):F’h ($)+F72(33)_F71 (m)sz(l")

Noticing that +; is a chi squared RV with 2M degrees of
freedom (d.o.f.), its CDF is given by

(30)

M-1

k
.z 1 X
F,(z)=1—-e M Z k'(’yl> .

In addition, based on [18], 5 is also a chi squared RV with
2 (M — 1) d.o.f. with CDF given by

L M2k
Fw(m)_l_@”ZM().

€2y

(32)



3
®

Secrecy Outage Probability
>
T

F] —— The ZF/MRC Scheme
—6— The MRT/MRC Scheme

0 5 10 15 _20 25 30 35 40
¥, (dB)

Fig. 4. Secrecy outage probability of ZF/MRC and MRT/MRC schemes with
M = 3 and different 75 and 7.

Then, substituting (31) and (32) into (30) and performing
some simple mathematical manipulations, the CDF of ~, is
given by

M—2

1, (z) = {uFl(M) Z

7 k=0

T (N, p1x)
TS

T (ekn /’le)
el

M—1

1
+
AT 2

(33)

Taking the derivative of (33) with respect to z, the PDF of
7, 1s derived as
)
V2

1 aM—27 5, x
L ()
vy TT(M—1)T'(M) Y1
Due to the fact that y5p is an exponential RV, then accord-

ing to (17), the Laplace transform of the PDF of g, can be
represented as

LS. (2)}
£{Fry @)~ 22
(3 + 70) Yo
By utilizing [19, Eq. (1.1.1.13)] to compute the inverse
Laplace transform of (35), and solving the resultant integral

by using [16, Eq. (3.351.1)], the desired PDF of ~p,, can be
derived as (18).

—Z
1 aM—le™ 5

P = STy On

F<M1,
1

(34)

(35)
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