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Abstract—We investigate the impact of cochannel interference
on the security performance of multiple amplify-and-forward (AF)
relaying networks, where IV intermediate AF relays assist the data
transmission from the source to the destination. The relays are
corrupted by multiple cochannel interferers, and the information
transmitted from the relays to the destination can be overheard by
the eavesdropper. In order to deal with the interference and wire-
tap, the best out of IV relays is selected for security enhancement.
To this end, we derive a novel lower bound on the secrecy outage
probability (SOP), which is then utilized to present two best relay
selection criteria, based on the instantaneous and statistical chan-
nel information of the interfering links. For these criteria and the
conventional max—min criterion, we quantify the impact of cochan-
nel interference and relay selection by deriving the lower bound
on the SOP. Furthermore, we derive the asymptotic SOP for each
criterion, to explicitly reveal the impact of transmit power alloca-
tion among interferers on the secrecy performance, which offers
valuable insights into practical design. We demonstrate that the all
selection criteria achieve full secrecy diversity order IV, while the
proposed two criteria in this paper outperform the conventional
max-min scheme.

Index Terms—Co-channel interference, relay selection, secure
communications, secrecy diversity order.

|. INTRODUCTION

out the risk of information leakage. To prevent this leakage,
secure techniques, such as encryption and physical-layer secu-
rity (PLS) [1], have been widely investigated in the literature. In
the pioneering work by Wyner [2], the classical wiretap model
was proposed to analyze the secure communication. Then the
study on PLS has been extended over fading channels, such
as Rayleigh and Nakagami-[3]-[6]. In these works, impor-

tant metrics of secrecy performance, such as secrecy outage
probability (SOP) and secrecy capacity, have been studied. To
enhance the transmission security for multi-antenna systems,
antenna selection technique can be used to exploit the dynamic
nature among the multi-antenna fading channels [7].

Relaying technique has attracted increasingly attention in the
literature, since it extends the radio coverage and improves the
system capacity, without raising the transmit power [8]-[11].
Hence, it is of vital importance to study the PLS in relay net-
works [12]-[15]. There are two fundamental relaying protocols:
amplify-and-forward (AF) and decode-and-forward (DF). For
DF-aided relay networks, the system secure communication has
been extensively studied, by deriving analytical expressions for
the SOP in [16]—-[18]. In order to enhance the security for multi-
DF relay networks, these works [16]-[18] used relay selection
techniques to exploit the dynamic nature among multi-relay

D UE to its broadcast nature, wireless transmission may Rgjing channels. Compared with DF relaying, it is, however,
overheard by eavesdroppers in the network, which bringg,ch more complicated to obtain analytical SOP expressions

for AF relay networks, since the received signal-to-noise ratios
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In [28], the authors studied the PLS of multi-DF relay networks — > Main link

in tr_]e presence of co—.channel interfergnce, by deriving the an- , Eavesdropper link
alytical and asymptotic SOP expressions. To the best of our . .
knowledge, no prior work has considered the secure commu- - - - ->Interfering link
nications of multi-AF relay networks, taking into account the
impact of co-channel interference and relay selection.

In this paper, we study the secure communications of multi-
AF relay networks in the presence of an eavesdropper, assuming
that theN relays are disturbed by multiple co-channel interfer-
ers. To tackle with the co-channel interference and wiretap,
relay selection is performed, such that the best relay is chosen
to enhance the network security. We study the network secrecy
performance by deriving the analytical and asymptotic SOP ex-
pressions. The key contributions of this paper are summarized
as follows,

1) To facilitate the secure performance evaluation, we derive

a novel lower bound on the SOP, which is valid for an
arbitrary transmit power. Fig. 1. A network consisting of multiple AF relays with co-channel

2) Besides the traditional max-min criterion, we utilize th&"e"ference and an eavesdropper.

newly derived lower bound on the SOP to present two

relay selection criteria, based on the instantaneous andeommunicates with the destination D with the help/of
statistical channel information of the interfering linksiNtermediate AF relays R, |1 <n < N}. Apart from the ad-

- itive white Gaussian noise , the relays are corrupte
respectively. dit hite G (AWGN), the relay pted

3) For each criterion, we derive an analytical lower bourfy M co-channelinterferer¢/,, |1 < m < M}. Aneavesdrop-
on the SOP, in order to investigate the system secrel§h E, can overhear the message forwarded from relays, which
performance. indicates a great threat to the communication from S to D. Note

4) We present novel asymptotic results for the SOP withatthe network secrecy performance becomes worse if multiple
high main-to-eavesdropper ratio (MER), which can pgavesdroppers existin the network, no matter whether the eaves-

ef ciently used to determine the factors governing thdroppers decode the messages in a colluding or non-colluding
secrecy performance. manner [20]. However, the relay selection criteria and the se-

5) Based on these asymptotic expressions, we provide K&§CY perfqrmance analytical framework proposed in this work
insights into the network secrecy diversity order and tHe&n be easily extended to the case of multiple eavesdroppers. We
impact of interference power distribution on the networRSSUme that D and E are disturbed by the AWGN only. A severe

security. shadowing environment is considered, so that there is no direct

The rest of the paper is organized as follows. Section I intr§0K from S to D or from S to E. Due to the size limitation, all
duces the system model of the secure multi-AF relay networRgdes in the network are equipped with a single antenna. To deal
in the presence of co-channel interference. In Section 111, we r¥fith the wiretap channel and co-channel interference, the best
derive a novel lower bound expression for the SOP, and then [fY: /.-, needs to be selected amoNgrelays for enhancing
present the relay selection criteria. For each criterion, SectionWF network security. Before presenting the relay sglegtlon cri-
provides the analytical lower bound of SOP as well as the asyniption. we rst formulate the two-phase data transmission with
totic expression, assuming high value of MER. Simulations a@-channel interference at relays. o
numerical results are presented in Section V to show the impacBUPPOSe tha?, is selected for data transmission. In the
of co-channel interference and relay selection on the netwofRt Phase, S sends signak to R, in co-channel interference
security. Finally, conclusions are drawn in Section VI. environments. The received signalfat is given by

Notations: The notatiorC N (0, o?) denotes a circularly sym- M
metric complex Gaussian random variable (RV) with zero y, = +/Phgp x5+ Z VP, b, g, xr, g, (1)
mean and variance?. We usefy (-) and Fx () to represent m=1
the probability density function (PDF) and cumulative den- . . .
sity function (CDF) of the RVX, respectively. The function, WhherePl IS t?e' transfrr;]l;po;%velr. aﬁ %S*R" ’;CN(O’ O‘g s the
By (z) = [ &dt, is the exponential integral function [29],°¢ '?nne coe g'e.”to It ft; " Itn ¢ é a; w1, arethetrans-
while Pr[-] returns the probability, ané’[-] denotes statistical mit POWET and signai of the INteriere, , iz

r, ~CN(0,¢)
is the channel coef cient of the interfering, — R, link, and

ms

average. ng ~CN(0,N,) is the AWGN atR,,. As per the rules of AF
relaying, R,, ampli es yp, using the factor
Il. SYSTEM MODEL
P
Fig. 1 depicts the system model of a two-phase multiple AF &, = \/ 5 o7 5 . @
relay network with co-channel interference, where the source Plhs g, | + 2 m=1 Pr, b1, 1, 2 + No
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The received signals at D and E frafiy in the second phase wherez, = " _| P; w,,,. Based on the following equalities
can be respectively written as

Pu, P Pu, P
= Puvy, (1 + 1 ) (1+ Pviy)
yp = hr, pRayr, + 1, @ 1 S (10
1“!‘71#!; +PU1n 1+71+u; +PU171
Yg = hR,,,E RnYR, + ng, (4) ! . !
Puy Py 1+P1—ﬂ") 1+ Puy,
wherehp, p ~CN(0,3) andhg, g ~CN(0,3;) denotethe |, _ T+z PU?’i _ ( 1+2n ( ~ ° )7 (11)
channel coefcients of theR, — D and R, — E links, re- 1+ li’“; + Puy, 1+ ﬁ“; + Pusy,
spectively, anchp ~ CN(0,N,) andny ~ CN(0, N, ) are the . . ¢
AWGN at D and E, respectively. Note that D and E only receivf€ "€WrteP; 0. In @ more compact form as
signals, but not transmit. Hence, there is no channel link between r 5 ( Pu 5 )
. . . 1+ Py, 1+ == + Pus,
D and E. Using (1)—(4), the end-to-end signal-to-interference- P ows = Pr (1+ Poi) (1+ T2, T 02n <
plus-noise ratios (SINRs) at D and E can be written as e (1+ Pusy) (1 +Lw g PUIn) e
Pu D - ~ -
By a— - Puyy, Pu, Pu,
e ra—— (5) =Pril+ < (1
1 + 1+Z;¥:1 PIW Wi pn + P,Uln - + v2” + vl”
5 ~ M Pu Pu
Pu L U%n L2 %n
—— e Py 1+2 Vs 1+2
T+ Pro w2 =Pr|———<(vs—- 1)+ —=|. (12
’yf = 2 115u1 ~ ’ (6) 1 + PUQ,L (Py ) 1 + PU171‘| ( )
s b, H o '
m=1 m mn Since
whereP = P/N, andP;, = P;, /N, denote the average SNR 1 k-1, % (13)
at the source and interferéy, , respectively. For the simpli ca- 1+ Puy, IPL 1+ Puy,
tion of notation, let us denote, = |hs r, |*, vi, = |hr, p|% _ e
vy, = |, |2, andw,,, = |h;, &, |* as the associated chanWe further rewriteP, .. as
nel gains.
The SOP withR,, is de ned as the prqbablllty that the dlffer-' Prows = Pr | — / <1+ Puwy, | . (14)
ence of the data rate between the main and eavesdropper links ’ Ll g L
. R . Llun 1+Puy,
falls below a given threshol®,, which is formulated as T+zn
By applying the inequalitf/[30]
1 1
Prout = Pr |z logy(1+7)) — =logy(1+77) < Ry | (7 1
2,0ut r |:2 g?( Tn ) 2 gQ( Tn ) s ( ) . — = €T1T2 < min(m1,$2) (15)
o + T T + X2
14+4P . . . .
=Pr 150 <Ys|» (8) into (14), a new lower bound expression7f .,; is obtained
n as
where the termg in (7) is due to the two-phase data transmission, D D
andy, = 22R~n%en(otzas the secrecy SI\FIJR threshold. Prhu = Pr | min P : Lt Por,
) ’ (vs = D)1+ 25) Vs
lll. RELAY SELECTION ~
<1+ Puvy,
A. Novel Lower Bound on the SOP
As observed from (5) and (6), the received SINRS, and . uy, P+ vy,
vE | share two common RVs, namely, andw,,,,, . As such, itis = Pr | min B-Dl+2) 7
not trivial to derive an exact analytical expression for the SOP,
sincey” and~” are correlated RVs. To deal with this issue, we B
note that the authors in [20] presented simpli ed expressions for < P 4o |, (16)
7P and~”, by assuming large transmit powBr However, this

is not applicable in practical scenarios, where the terminals g{iere . — L. It is worthwhile to note that the lower bound
limited powered, e.g., mobile devices or sensor nodes. Next, Wérived above can be used for the entire regime of transmit
derive a novel lower bound on the SOP. We rstwrRg ..t @S power, thus being more applicable than the method given by
[20] for secrecy performance evaluation.

Pup P,
1+zn n
1+ Tt Lun | B,
Pn out — Pr s—— Vs (9) 2 ;
) Puy fo. ? Note that the accuracy of the bound in (15) depends on the valugsarfd
1+ llgf”lip x5. Speci cally, it is quite accurate whemny is far fromz,, while the accuracy
+ 1 Py,

TTzn becomes worse whery is close tors.
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B. Slection Criterion By de ning 6,, as,

Relying on the newly derived lower bound &%) . in (16), -
we next present the relay selection criterion to choose the best 8, = min Un P+ v (22)
relay R,- in order to deal with the co-channel interference (s =D +2.)" ’
and wiretap. In practical communication scenarios with passive
eavesdroppers, it is hard to acquire the instantaneous channgrewriteP-5, as
coef cients of eavesdropper links, and only the channel coef -
cients of main and interfering links can be utilized to perform
relay selection. From (16), the best reld,., is selected ac- Pour = Pr <1§}7ax On < B + UQ"*) : (23)
cording to

. (17) Wwith meana and 3, respectively. The PDF of, is given by
[31]

n* = arg max min
1<n<N

( Up Pr' + Uin

Note that bothu,, andwv;, follow exponential distribution
(s _1)(14‘271)7 Vs )

According to this criterion, the system needs to know the in- (P . )
stantaneous channel coef cients of the interfering links, which fa (2 wa (e ,I<’> zjfle_ﬁ, (24)
can be obtained in some communication systems through dedi- - !
cated feedback channels from the interferers. However, in some
other communication systems without such feedback, the sy#iere
tem is only able to know the statistical channel information

of interfering links. In this case, the best rel&y;- is selected ) TiA)
according to ’ (25)
. (i,j) =1 j=1
— a U, Pr + v1p
n = ar max min . ~ ~
&ty (s =D)L+ E(2))" s andA = diag(ePr1,ePra,- -+ ,ePry ). We denote(A) as the

(18) number of distinct diagonal elementsP;. i~ > cPjoos >
P1<p )~ as the distinct diagonal elements in decreas-
g order,7; (A) as the multiplicity ofeP,-, andy; j as the
)-th characteristic coef cient oA.. From the above, we ob-
tam the CDF of),,- = max;<,<n 6, in the following theorem.

n" = arg max min(u,,vi,), (19) Theorem 1. The CDF off,,- is
1<n<N

Apart from the proposed selection criteria, the conventional

n

max-min criterion can also be used to select the best relay. Th
criterion is mathematically expressed as

which maximizes the minimum channel gain of the dual-hop

N
main link. _ b . (0) = Z Z

After relay selection, the lower bound on the SOP with se- n=1(i,j
lectedR,,- is given by

j)
. Up* Pr + Vip- P |: (
min
(s

nt; (A)

(Jer e
k=1
G 1)%9)]

1 «

Pror = :
out — _ 1)(1 + Zn*) Vs N —k
- (’Ys - 1)5PI<z‘>
where

For the reader’s convenience, we next refer to the selection (A)k
criterion in (17)—(19) as criterion I-lll, respectively. For these di . 1 am
three criteria, we will derive the analytical expression for the ~ [nmi(A) — Kl dan (A)F
SOP and the asymptotic SOP in the high regime of MER. i

«
g(x) (m + ~) o= e
IV. SECRECYOUTAGE PROBABILITY (vs — DePrei> Ol
(27)

A. Lower Bound for Criterion |

Based on the selection criterion in (17), we write the lowewith
bound on the SOP as

max min Un , P+ vin ZXL J
l=n=N (s = D1+ 2n) Vs

(21) Proof: See Appendix A. From Theorem 1 and (23), we
can write the lower bound on the SOP for criterion | in

n

Po ut — (28)

—J
)EPI<L> 9]
«

< é + Vop |-
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Egs. (29), (30), where
af
N nti(A) C = — (35)
N dq' o )
PE S-S Y () s+
n=1(ij) k=1 " & /N1 218
bh=» N —)t e 36
o[- (-2220 (1, 1))] (Y s (30)
exp |— [ — = +
P @ /81 b _ N(N— 1>( l)n < 1 CQC ) ('tf?l)f'l
o [l =N, 1 ar)C
0 (37)
1
x N 7 v @) - _ 1_N1N<N— 1)(_1)" ( 1 ¢ )
<v2+PT+ ("/’s*l)EISI<i>) ’ n=0 n 7’L+1 C—FTLO&
N nti (A) cp(n+1)
N n—1 ik X e | (38)
=1- Z Z (n) (=1) B, N
n=1(i,j) k=1 —1 1 Cceq(nt
(i.9) b4” — N( )(_1)71, ( _ C )6 o ).
XeXp|:— _n(vs—l)(1+1>)]:[1+n(1 n n+1l ¢+ no -
P a B2 Bo (39)
+ %1> ) R — k} ’ (30) Proof: See Appendix B.
o (7s — D)ePreis From Theorem 2, we write the lower bound on the SOP for

criteria Il and Il as
where [24, Eq. (3.352.4)] and [24, Eq. (3.353.2)] are used to ~
min Up Pr + Vi
(vs = 1)(A + 2p+) Vs

achieve the last equality aidt{a, b, k) is given by P8 _ pp
out —

eEyi(ab), k=1

_ . . < pr' + Von* (40)
Z(a,b,k) = { T Lo (0= DI(=a) e (31
e (o), > 2 = 1= Prfuy- 2 (3 = D1+ 20) (P + ),
Vin* Z ’75(157“ + U?n*) - ]57] (41)
B. Lower Bound for Criteriall and Il -1- /OO /OO 1—F, .[(vs— 1)1+ z,:)
We rstly express criterion Il of (18) and Ill of (19) in a 070
uni ed way as X (pr + U?n*)]:| |:1 - Ful,,* ('Ys (pr + U?n*) - Pr):|
Vi, +C1 X fvz”* (UQTL*)on* (zn*)dUQn*dZn* . (42)

n* = arg max min(u,, )s (32)

1<n<N Co

By using the PDF of,,- in (24) andf,,,, . (va,,+) = ﬂ%e’#,
where ¢ = P. and ¢ — Vs correspond  to and solving the integral, we obtain the analytical lower bound
e i’ 2 1 D04ePa) itariqn ON the SOP for criteria Il and 11l in (43)
criterion Il, while ¢; = 0 andc¢; = 1 correspond to criterion J
Ill. Note that in the existing works such as [20] and [32], ,
andvy,,- were selected when = 0, which means thatthey are 15 _ 1— b 6773’;<%+ﬁ)2x’ (e j
special cases of the present work. Using (32), we can obtain the °u¢ 17 EAT)
CDFs ofu,- andvy,,- in the following theorem. (6.4)

Theorem 2. The CDFs ofu,- andwvy,,- are given by . o N-1
x EP‘” +%,Py.+a,.7} =2 D babs
« B U, —
’ N-1 i =0 (i,5)
Fu,,,*(x) =1-be o — ZonHe c, (33) < i /‘ei'y‘qp—l<ﬁ+n,zl) ¢ J
n= 1,] (TL + 1)197

N-1

x (n+1)x

Fo (@) =1-bse 7" = bie T, (34) = {% Lot D0 =Y 5 € 7].]
n=0



FAN et al.: SECURE MULTIPLE AF RELAYING WITH COCHANNEL INTERFERENCE 1499

SV, ELam [29] for small value of |, we obtain the asymp-

vt (pyest) () n=0 ¥
- Z Zb1b4an je TR (= totic distributions ofu,,- andv,,,- as
n= 0 i 2 N /6
1N F ()~ (2] =—F—, 47
x:[75—1+(n+1)’75p+a}_Z\ZINI (@) <C) b1 + o “7)
B @ IO ' ﬂi’J n1=0ny=0 z \V Cox
_ By () ~ <) R (48)
-1z (1+n +"2+1) C ! CQC ﬂ1+02a
. ZbQ"lb4”2X’7-je " ' ((HQ + 1)19) where we also assume a large transmit powerThen the
(0.9) asymptotic SOP for criteria Il and Ill can be written by
= [+ —1) | (n2+1)7
X = |: + . Up* Vln~
: ’ Pout = Pr I:mln ( ) ) < U?n*:| (49)
‘ = e =D +2)
pr + C7]:| (43) = ]_— PI‘ ['Uzn* Z ('79 - 1)(1+ Zn,*)UZn*avln,* Z ’YSUZn*]
(TLQ + 1)’(9 (50)
Where19 = (v —1)eP;-;~. By settinge; = P, with ¢, = (75 — 1)V
”‘_IQHEP“ ande; = 0 with ¢, = 1into the above equation, = N B + o / /U (1+ 2p2) Y gy,
we obtain the lower bound on the SOP for criteria Il and 11,
respectively. X fugo (Van<) f2, . (20 )d2p-dvgy,-
i iteri +7£\ S /OOUN Suo, (Vo )dv
C. Asymptotic SOP for Criterion | N (Br + ra)d] N1 [ V2nrJeae 2n 2n* -
In order to getinsights into the system behavior for criterion |, (51)

we present an asymptotic expression for the SOP, when hig
MER is assumed. By applying the approximation cof* ~
1 —zand(l+ z)™" ~ 1 — nx for small value ofz|, we obtain

rISy applying the PDFs of,,- andv,,-, and then solving the
integral, we obtain the asymptotic SOP for criteria Il and Il as

the asymptotic CDF of,, as B + Br(ys — DN T
1)(1 + P, o < a ) ( a TZ+C§”)’
F(-),, (9) ~ (:6)/" 4 (FYS‘ - )(a+€ ]A)) 97 (44) (52)
1

Where T *E{(l + Zn ) } Zn 0 Z 2 7 (7, )XI ] (71(+_7 )1!)
where we also assume a large transmit poWerlnd Py = (ePr-i-)". By settinges to and 1, we obtain
<>

S M_ Py, denotes the total transmit power of |nterferer§he asymptotic SOP of cnteha ”gl* Fha)

h h ; nd III respectlvely
Fr(t)m t elasymptoud?e (6), we write the asymptotic SOP for £, the asymptotic expression, it is evident that criteria Il
criterion | as

and Il achieve the full secrecy diversity of ordafr. Hence,
~ N . . .
ve (s = D)(1+ePra) o the system secrecy performance is signi cantly enhanced by
Pouf — 'UQ f? 2 (U2)dv2

—+ increasing the number of relays. Moreover, it is found from
& @ 0 [33]-[35] that T is a Schur-convex function with respect to
(45)  the interference power vectéP;, , Py, ,--- , P, ]. Hence, the
. N interference power distribution affects the SOP of criteria Il and
_ N! Pr(ys —1)(1 +ePra) (46) [l as follows: for a given total interference power, the optimal
o o ’ secrecy performance is achieved with equal-power interferers,

while only one effective interferéleads to the worst secrecy
whereir = *’1 is the MER, de ned as the average channel gaiperformance.
ratio of the main to the eavesdropper link. From (46), we con-
clude that the secrecy diversity order is equal to the number V. NUMERICAL AND SIMULATION RESULTS
of relays, where the secrecy diversity order can be de ned
aslim,_ ., —&Put Hence, the network security can be pro-

log A
foundly enhanced by increasing the number of relays. Mor

In this section, we present some simulation and numerical
eesults to demonstrate the impact of co-channel interference

over, it is nd that the asymptotic SOP depends on the tot pd relay selection on the secrecy performance. All links in

transmit power of interferers, but not on the interference pow network experience Rayleigh at fading. Without loss of
distribution. generality, the distance between the source S and destination D is

normalized to unity, and the relays are in between./Delenote

D. Asymptotic SOP for Criteriall and 111
3As shown in [26], one effective interferer indicates that one interferer uses
We now provide the asymptotic SOP for criteria Il and IIlhe total interference power to transmit signal, while the other interferes do not

with high MER. By applying the approximation of * ~ transmit signals.
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the distance between the relays and D, so that (1 — D)~*
and 3, = D4, where the path loss model with the exponerih this work, we consider the transmit power of the source
of 4 is used. Note that the path loss model can be used for #red interferers normalized by the noise power, and hence the
average channel gains of eavesdropping links.Rgtdenote relative unit of P;4 is dB. As it is observed from these g-
the distance between the relays and E. Thiarset toD,*, and ures, for each criterion and each number of relays, the lower
the associated MER {2/ D) ~*. Since MER is related th;,  bound on SOP is close to the simulation results in the entire re-
and is a key factor that regulates the secrecy performance, gien of P. This validates the effectiveness of the derived lower
prefer to use MER as a key parameter in the simulations, whibbund expression. Moreover, the SOP for each criterion is pro-
can actually re ect the value ab sinceDy = D - MER!'/*.  foundly improved by increasing the number of relays, as more
The average channel gain of interfering links is set to one, arelays can help strengthen the secure transmission. The SOP
the target secrecy data rakk is set to 0.5 bps/Hz, so that thecan be also improved by increasiiy However, this improve-
associated secrecy SNR threshelds 2. ment is almost saturated for large, since the xed main-
Figs. 2—4 llustrate the effect of transmit powBron the to-eavesdropper ratio becomes the bottleneck of the network
SOP witha = 30 dB, whereD = 0.5, N, = 1, M = 3,andN  security.
varies from 1 to 4. Speci cally, Figs. 2, 3 and 4 correspond Figs. 5-7  demonstrate the impact of relay selection and
to criteria I, 1l and Ill, respectively. The total transmit poweMER on the SOP withP = 40 dB, where M =2 and the
of interferersPr4 is set to 10 dB, and un-equal interferencen-equal interference power distribution is used with = 7,
power distribution is used wit#;, =7, P, =2 andP;, =1. P;, =2 and P, = 1. Speci cally, Figs. 5-7 correspond to
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0
o . o 1
criteria I-111, respectively. As can be seen, for each criterion, the pedndB
lower bound on SOP matches well with the simulation result in 0 D=0.5
: : : ; : 3 M=3,N=4 }
the entire region of MER. This also validates the effectiveness Pt 0dB
of the derived lower bound expression. Moreover, the asymp- No=1

totic result approaches the exact result with high MER, Whicﬁ

corroborates the derived asymptotic expression for each crltg— o Equal-power interferers:
rion. Furthermore, the curve slope of SOP is in parallel with th@ ] B i‘m“'agc’" ; 3
number of relays, indicating that the network secrecy dlversn@’ - A‘;;“ni;;;: ]
order is equal taV for each criterion. S Distinct-power interferers:

Figs. 8-10 show the impact of interference power distribu c E'm”'a;'m .
tion on the network SOPs of the three selection criteria, whefe ® [|  ~ _ _ A‘;;“ni;t;’t?: 3
N = 4, M = 3 and the total interference powgy 4 is xed to || One effective interferer:
10 dB. Speci cally, Figs. 8-10 correspond to criteria I-Il, re- 1° ¢ N f;"JV“e'szSn ‘ 3
spectively. For comparison, we consider three interference sce- ~ — — Asymptotic
narios: the equal-power interfererswith = P, = P, = 13—0 0, . 10 15 %0 pye 2 I 0
the distinct-power interferers with?y, , Py, , Pr,| = [7,2,1], MER A (dB)

and the only one effective interferer wittP;, , Py, , P,] =

. Fig. 10. Impact of interference power distribution on SOP: Criterion Ill.
[10,0,0]. As can be clearly observed from Figs. 8-10 that ’ P P
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Fig. 11. Performance comparison among relay selection schemes.  Fig. 12. Impact of the number of interferers on the secrecy performance.

the SOP of criterion | remains almost unchanged with thfat for different number of interferers, criterion | outperforms
three interference scenarios, indicating that the network see#terion 11, and criterion Il outperforms criterion 111, which is
rity is not affected by the interference power distribution. I accordance with the results in F|g 11. Moreover, the net-
contrast, the secrecy outage probabilities of criteria Il and Mork secrecy performance becomes worse wheincreases,

are both affected by the interference scenarios. In particulgince more interferers deteriorate the forwarding ability of
the optimal secrecy performances of criterion Il and Il cafelays.

be achieved for the equal-power interferers, while the secrecy
performances become worst for the only one effective inter-
ferer. Such observation validates the insights into the asymptotic VI. CONCLUSION

SOP expressions of criteria Il and Ill. We note that the inter- | this paper, we studied the communication security of multi-
ference power distribution imposes a noticeable impact on (g rejay networks with co-channel interference. A novel lower
secrecy performance of criteria Il and IIl only in the high MER, 0§ expression was developed for the network secrecy outage
regime. This motivates us to use the asymptotic SOP 10 evafiphapility, and then three selection criteria were presented to
ate the impact of interference power distribution on the secregy|act the best relay among multiple ones, in order to deal with
perf_ormances. the co-channel interference and wiretap. For each criterion, we
Fig. 11 compares the secrecy performances of the three §grived an analytical lower bound on SOP and also provided
lection criteria versus MER, wher€ = 4, M = 3and the total g asymptotic expression in the high MER region. From this
interference powery; is set to 10 dB. The un-equal interfer-gypression, we found that each criterion achieves the full secrecy
ence power distribution with;, =7, P, =2andPr, = 1is  gjyersity order, and the interference power distribution affects
used. For comparison, we also present the simulated SOP regdisop of criterion Il and I11. Simulations and numerical results

of the relay selection scheme in [22]. As observed from Fig. 1}ere presented to validate the proposed studies and verify the
we nd that criterion | outperforms criterion Il by achieving gptained insights on the system.

lower secrecy outage probability, since the former employs the
instantaneous information of interfering links in the relay selec-
tion. We then nd that criterion Il outperforms criterion lll, since APPENDIXA
the former incorporates different impact from the two hops into PROOF OFTHEOREM 1
the _network security. Furthermore, the gglectlon schemein [28]The CDF 0ff, = min ((n ‘711)‘?'1“ . p,,jvl,, ) is given by
achieves higher secrecy outage probability than the three selec- Vs n /s
tion investigated in this work. This is because that the selection
scheme proposed in [28] is a partial relay selection scheme that [ ) < Uy P+,
min
(

IA
SS

relies on the second-hop main channel only, for the sake of lowfv. (6) = Pr w10 +z) 7~

complexity. ’ ! ’
Fig. 12 illustrates the secrecy outage probabilities of the

three selection criteria with respect to the number of interfer-

ers M, whereN = 3, P = 40 dB and = 30 dB. The num- =1-Pr [(

ber of interferers varies from 1 to 5, and each interferer has s

the equal transmit power of 3 dB. From this gure, we nd (A2)
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Sincewy,, is independent of,,, andz,, we can further write where¢,,- = maxs<,, <y ¢n . The CDF ofg,, is derived as

Fen (9) as . Vim + C1
Fp, (0) =1—="Pruy > (. — 1)(1 + 2,)0)] Fs,, (#) =Pr {mm <“ CQ> = 4 (B.3)
« Pr |:U17z > (7,0 — [3,)} (A.3) =1—Pr(uy, > ¢) -Pr(vi,, >cwp—c). (B.4)

o roo We now consider the two cases@Jf< ¢ <t andg > fl ,
=1- [/ / o (W) for (2)dundz, | respectively.Whefi < ¢ < 2, ¢y — ¢; < Oandhencey,, >
s—1)(14+2,)6

co¢ — ¢ always holds. In this casé,, (¢)becomes
X /  for, (0)dv. (A.4) Fy (p)=1—er. (B.5)
vs0—P,

By applying the PDFs of.,, z, and v, into the above On the other hand, whep > 7, ;¢ — ¢ 2 0 holds, and

equation and then solving the integral, we can obtain the leth (¢) becomes
ot s Fy (@) =1—e e 7 (8.6)
1 (s yas=l
Fy, (0)=1—ePn ("1 o )9 From the above CDF af,, , we can write the CDF ab,,- as
- —j N-1
6(73*1)EPI<17> 1— - N-1 _ N —1 _1)n _ne
X(Z)xf:.j N R (Y) (1—e) Z% R
1,] =
0<op<igt

Sinced,, is independent of each other, we can write the CDE (@)
G *

of 0, = max;<,<y 0, by using the order statistics as, N L e N1 Nl ’
P 1*+51 (1_606 : ) :nz(:)( " )
an;(e): 1—6 re : ZXtJ X( 1)’7@ 31 e lT, ¢—cz
- N where( is de ned in (35). From (B.2), we can further write
Ay G DePres 91 g Fo-(@)as
(0%

N/” For (0 / Fu (uy)dur dob

=1 i (N> (*1)”716#67(%+M&71)”9
n
n=1 +N/r71 fd‘?,“x(d)) |:/¢7 fu, (ul)dul

| O; fu (m)dvl} a6, (B.7)

(A7) By applying the distributions af,,, -, u; andv; into the above
By applying [24, Eqg. (2.102)] into the above equation, we casguation, and then solving the integral, we can arrive at the CDF
arrive at the CDF of, . (), as shown in (26) of Theorem 1. of u,,-, as shown in (33) of Theorem 2. Similarly, we can obtain
the CDF ofwvy,,:, as shown in Theorem 2. In this way, we have
APPENDIXB completed the proof of Theorem 2.
PROOF OFTHEOREM 2

From the selection criterion in (32), we now compute the REFERENCES
CDF ofu,- as [1] N. Yang, L. Wang, G. Geraci, M. Elkashlan, J. Yuan, and M. D. Renzo,
v “Safeguarding 5G wireless communication networks using physical layer
. . Vin + €1 security,”|EEE Commun. Mag., vol. 53, no. 4, pp. 20-27, Apr. 2015.
F,. (33) = Z Pr |u, <2x,min { u,, — [2] A. D. Wyner, “The wire-tap channelBell Syst. Tech. J., vol. 54, no. 8,
ot C2 pp. 1355-1367, Oct. 1975.

[3] M.Bloch, J.Barros, M. R. D. Rodrigues, and S. W. McLaughlin, “Wireless
information-theoretic security /EEE Trans. Inf. Theory, vol. 54, no. 6,
> | _ max . bm | (B.1) pp. 2515-2534, Jun. 2008.
- [4] P. K. Gopala, L. Lai, and H. E. Gamal, “On the secrecy capacity of

Where¢>m _ min(um, vh,,cjcl ) Due to the symmetry among fading channels J/EEE Trans. Inf. Theory, vol. 54, no. 10, pp. 4687-4698,

. Oct. 2008.
N relays, we can rewrité), . (x) as [5] X.Sun, J. Wang, W. Xu, and C. Zhao, “Performance of secure commu-
i nications over correlated fading channelEEEE Signal Process. Lett.,
- . V11 &1 vol. 19, no. 8, pp. 479-482, Aug. 2012.
Fu"*(aj) =NPr [ul < ¥, min (ul’ ¢y ) 2 Om } ’ [6] M. Z. I. Sarkar and T. Ratnarajah, “Secure communication through

(B 2) Nakagami-m fading MISO channel,” iroc. |EEE Int. Conf. Commun.,
’ Kyoto, Japan, 2011, pp. 1-5.
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