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Abstract— This paper proposes a novel power beacon-assisted
wiretap channel, where an energy constrained source, powered
by a dedicated power beacon, aims to establish secure communi-
cations with a legitimate user in the presence of an eavesdropper.
The power beacon and the source are assumed to have multiple
antennas, while the legitimate user and the eavesdropper are
equipped with a single antenna each. Considering a time-
switching protocol, the power beacon first charges the source
through wireless power transfer, and then acts as a friendly
jammer to assist the source for secure communication. Depending
on the available channel state information (CSI) at the power
beacon, we propose several different jamming schemes for secrecy
performance enhancement. Closed-form expressions are derived
for the achievable secrecy outage probability of the proposed
schemes. In addition, simple and accurate approximations are
obtained at the high signal-to-noise ratio regime. The outcomes
suggest that jamming is an effective approach to improve the
secrecy performance: with full CSI available at the power beacon,
employing simple zero-forcing scheme attains significant secrecy
diversity gain and without the CSI of the eavesdropper link,
jamming provides only some array gain. Moreover, we show that
the proposed limited feedback-based random beamforming is an
effective approach, which may outperform the antenna selection
scheme. Furthermore, numerical results reveal that there exists a
unique time switching ratio that maximizes the effective secrecy
throughput.

Index Terms— Physical layer security, wireless power transfer,
jamming, secrecy outage probability.

I. INTRODUCTION

W ITH the fast-growing of wireless services, such as
online banking and mobile payment, providing secure

wireless connections has become a critical requirement for
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future wireless networks. In addition to the conventional
cryptographic approach, physical layer (PHY) security has
emerged as a promising alternative method to safeguard wire-
less networks. The fundamental principle of PHY security is to
exploit the randomness due to noise and propagation channel,
in order to limit the information leakage to eavesdroppers.
Since the pioneering work of Wyner on wiretap channels [1],
where it was proven that perfect secrecy can be achieved
when the quality of the eavesdropper’s channel is a degraded
version of the main channel, remarkable progress has been
made toward a comprehensive understanding of the secrecy
performance of wiretap channels in various practical wireless
systems [2]–[8].

Since the performance of traditional PHY security approach
depends heavily on the underlying channel conditions, pro-
viding stable and robust secure communications over fading
channels is a challenging issue. For instance, if the channel
conditions are not favorable for the legitimate user, the achiev-
able secrecy rate can be very low or even zero. Responding to
this, an ingenious idea of using artificial noise was proposed
in [9]. The key of this concept is to transmit artificial noise
signal in conjunction with the information signal, such that
the channel quality of the eavesdropper is degraded, while the
legitimate channel is left unaffected. The secrecy performance
of artificial noise assisted wiretap channels has been well
investigated in literature (see [10]–[14] and references therein).

One major drawback of the artificial noise approach is that
additional signal processing is required, which incurs extra
power consumption, making it undesirable for systems with
energy constrained nodes. Motivated by this, in this work, we
propose a new architecture for secure communication, namely
power beacon assisted wiretap channels. In such systems,
the dedicated power beacon (PB), which is plugged into the
power grid, is not only able to charge the legitimate source
through wireless power transfer, but also send jamming signals
to combat against eavesdropping. It is worth mentioning that
the idea of deploying power beacons in wireless networks
appeared in the context of wirelessly powered communications
systems [15]–[17], where the primary role of the power
beacons is to power mobile devices.1 Hence, the proposed
secure communication architecture can be regarded as another
important application of deploying power beacons.

Specifically, we consider a four-node wirelessly powered
wiretap channel consisting of a dedicated power beacon, an

1Since no backhaul link is required, the PB can be densely deployed.
As such, the PB-assisted wireless powered communication could find potential
applications in the upcoming Internet of Things (IoT) systems or sensor
networks [18].
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energy constrained source and a legitimate user in the presence
of a passive eavesdropper. It is assumed that the source has
no power of its own, hence entirely relies on the external
energy charging via wireless power transfer from the power
beacon. After the initial source charging phase, the power
beacon switches its role to become a friendly jammer, in order
to assist the source for secure transmission. Leveraging on
the multiple antennas at the power beacon, efficient jamming
schemes are proposed, depending on the type of available
channel state information (CSI), including zero-forcing (ZF),
transmit antenna selection (TAS) and limited feedback based
random beamforming. In addition, to evaluate the secrecy
performance, a detailed analysis on the achievable secrecy
outage probability of the proposed schemes is presented. It is
worth pointing out that, unlike in the conventional commu-
nication systems, where the transmit power is constant, the
introduction of power beacon effectively makes the available
source transmit power a random variable. In addition, since
the transmit power affects both the signals observed at the
legitimate user and eavesdropper, the effective signal-to-noise
ratios (SNRs) of the main channel and the wiretap channel
become correlated. As such, the corresponding analysis on the
secrecy performance becomes much more challenging.

The main contributions of this work can be summarized as
follows:

• We propose five jamming schemes with distinct CSI
requirements, in order to enhance the secrecy perfor-
mance. Closed-form expressions for the secrecy outage
probability are derived, which enable efficient evaluation
of the achievable secrecy performance. In addition, simple
and informative high SNR approximations are presented.

• The analytical results indicate that, with full CSI of both
power beacon to legitimate user and power beacon to
eavesdropper links, simple ZF jamming yields significant
secrecy diversity gain. However, if the CSI of the power
beacon to eavesdropper link is not available, only unit
secrecy diversity order can be achieved. This important
observation highlights the critical value of obtaining the
CSI of the power beacon to eavesdropper link.

• In the absence of the CSI of the power beacon to eaves-
dropper link, we show that the limited feedback based
random beamforming is an effective approach, which
may outperform the antenna selection scheme in certain
scenarios. Furthermore, it provides useful guidance on the
choice of key system parameters, such as the number of
power beacon antennas NJ and the number of feedback
bits B .

• Numerical results show that there exists a unique time
switching ratio θ that maximizes the effective secrecy
throughput.

The remainder of the paper is organized as follows.
Section II describes in detail the system model, while
Section III presents five jamming protocols. Section IV pro-
vides an analytical study on the achievable secrecy outage
probability of the proposed jamming schemes. Numerical
results and discussions are presented in Section V. Finally,
Section VI concludes the paper and summarizes the key
outcomes of this paper.

Fig. 1. System model with a power beacon J, a source S, a legitimate user
D and an eavesdropper E.

Notation: We use bold upper case letters to denote matrices,
bold lower case letters to denote vectors and lower case
letters to denote scalars; ‖h‖ denotes the Frobenius norm;
E{x} stands for the expectation of the random variable x ;
T denotes the transpose operator and ′ denotes the conjugate
operator. Ik is the identity matrix of size k. �(x) is the gamma
function [19, eq. (8.31)], � (α, x) is the upper incomplete
gamma function [19, eq. (8.350.2)] and γ (α, x) is the lower
incomplete gamma function [19, Eq. (8.350.1)]. ψ(x) denotes
the Euler psi function [19, eq. (8.36)], β(x, z) denotes the
beta function [19, eq. (8.38)] and C is the Euler constant
[19, eq. (9.73)]. Kv (x) is the v-th order modified Bessel
function of the second kind [19, eq. (8.407.1)] and Wα,β(x)
denotes the Whittaker function [19, eq. (9.22)].

II. SYSTEM MODEL

We consider a wirelessly powered wiretap channel, where
the information source, S, powered by a dedicated power
beacon, J, intends to achieve secure communication with the
legitimate user, D in the presence of a passive eavesdropper,
E, as depicted in Fig. 1. We assume that the power beacon is
equipped with NJ antennas and the source with NS antennas,
while the legitimate user and the eavesdropper with a single
antenna each. Quasi-static Rayleigh fading is assumed,
such that the channel conditions do not change during each
transmission block but vary independently between different
blocks.

It is assumed that the source is an energy constrained node
and relies on the external energy charging through wireless
power transfer from the power beacon. As such, a two-stage
time division communication protocol is adopted. During the
first stage, the power beacon serves as the power source and
performs wireless power transfer to charge the information
source. During the second stage, the source uses the harvested
energy to perform secure communications with the legitimate
user. Specifically, assuming an entire transmission block of
length T , the first portion of length θT , with θ (0 < θ < 1)
being the time switching ratio, is used for wireless power
transfer, while the remaining time period (1−θ)T , is used for
secure communication. A distinct feature of the current paper
is that, instead of remaining silent as in several prior works,
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the power beacon switches its role during the second stage and
acts as a friendly jammer to assist the secrecy communication
between the source and the legitimate user.

During the first phase, the received energy signal at the
source can be expressed as

ys =
√

PS

NJ
HJ Sxs + ns , (1)

where PS is the transmit power at the power beacon, HJ S

denotes the power transfer channel, which is an NS × NJ

matrix with elements being identically and independently dis-
tributed (i.i.d.) zero-mean complex Gaussian random variables
with variance λ1. Furthermore, xs is the NJ × 1 energy signal
vector satisfying the total power constraint E{xsx†

s } = INJ ,
and ns is an NS × 1 vector, which denotes the additive white
Gaussian noise (AWGN) with E{nsn†

s } = N0INS .
Hence, the total harvested energy at the end of the first

phase is

E = η
PS

NJ
||HJ S||2θT, (2)

where η (0 < η < 1) denotes the energy conversion efficiency.
As in several prior works, we assume that all the harvested

energy is used during the information transmission phase.
Hence, the transmit power of the source is given by

P = E

(1 − θ)T
= η

PS

NJ
||HJ S||2 θ

1 − θ
. (3)

We further assume that the source is aware of the main
channel CSI, but does not have the knowledge of the eaves-
dropper channel CSI. On the other hand, different types
of CSI are considered at the power beacon.2 As such, the
maximum ratio transmission (MRT) scheme is used to exploit
the available multiple antennas for performance enhancement.
As mentioned earlier, the power beacon becomes a friendly
jammer during the information transmission stage. Since it
is also equipped with multiple antennas, different types of
jamming schemes can be designed, according to the require-
ment on the system performance, implementation cost and
complexity. Specifically, in the current work, we consider two
types of jamming schemes, namely beamforming and antenna
selection.

A. Transmit Beamforming

In this case, the power beacon uses all the antennas
to perform transmit beamforming for secrecy enhancement.
As such, the received signal at the legitimate user can be
written as

yd = √
PhT

S Dw1x + √
PShT

J Dw2v + nd , (4)

where the NS ×1 vector hS D denotes the main channel, while
the NJ ×1 vector hJ D denotes the jamming channel from the
power beacon to the legitimate user. The elements of hS D and
hJ D are i.i.d. zero-mean complex Gaussian random variables

with variance λ2 and λ4, respectively. Also, w1 = h
′
S D||hS D|| is

2The channel estimation for wireless power transfer channel has been
investigated in some latest works (see [20] and references therein).

the NS ×1 MRT beamforming vector used by the information
source, while x denotes the source symbol with unit power.
Moreover, w2 is the NJ × 1 beamforming vector for the
jamming signal with ||w2||2 = 1, while v is the jamming signal
with unit power. Finally, nd is the AWGN at the legitimate user
with variance N0.

Similarly, the received signal at the eavesdropper can be
expressed as

ye = √
PhT

S E w1x + √
PShT

J Ew2v + ne, (5)

where hS E denotes the wiretap channel and the NJ × 1
vector hJ E denotes the jamming channel from the power
beacon to the eavesdropper. Note that hS E and hJ E are
independent and identically distributed (i.i.d.) zero-mean com-
plex Gaussian random variables with variance λ3 and λ5,
respectively, while ne is the AWGN at the eavesdropper with
variance N0.

Hence, the end-to-end signal-to-interference-plus-noise
ratio (SINR) at the legitimate user can be evaluated as

γM = P|hT
S Dw1|2

PS |hT
J Dw2|2 + N0

= a||hS D||2||HJ S||2
|hT

J Dw2|2 + b
, (6)

where a = η
NJ

θ
1−θ and b = N0

PS
. For analytical tractability,

we neglect the noise at the eavesdropper. Such an assumption
is reasonable since the jamming signal dominates at the
eavesdropper side in a properly designed system. In addition,
this can be regarded as a worst-case pessimistic analysis, an
approach that has been commonly adopted in prior works
[11], [21]. Therefore, the end-to-end signal-to-interference
ratio (SIR) at the eavesdropper is given by

γW = P|hT
S E w1|2

PS |hT
J Ew2|2

= a

|hT
SE h

′
S D|2

||hS D||2 ||HJ S||2
|hT

J Ew2|2
. (7)

Depending on the available CSI of hJ D and hJ E at
the power beacon, the corresponding beamforming vector
w2 can be designed. This will be discussed in the next
section.

B. Antenna Selection

In addition to transmit beamforming, TAS is considered as
another low-complexity scheme to enhance the PHY security
performance and it is particularly relevant to systems with
computational or energy constraints [2], [3]. According to
TAS, the single strongest antenna is selected out of multiple
antennas following a certain criterion, which is then used to
transmit the jamming signal.

Let k be the index of the selected antenna, then the end-to-
end SINR (SIR) at the legitimate user and eavesdropper can
be respectively expressed as

γM = a||hS D||2||HJ S||2
|h J D,k|2 + b

, (8)

and

γW = a

|hT
SE h

′
S D|2

||hS D||2 ||HJ S||2
|h J E,k|2 , (9)
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where h J D,k denotes the channel coefficient of the link
between the k-th antenna of the power beacon and legiti-
mate user, and h J E,k denotes the channel coefficient of the
link between the k-th antenna of the power beacon and
eavesdropper.

III. JAMMING PROTOCOLS

In this section, we elaborate on the design of the transmit
beamforming vector or the antenna selection criterion at the
power beacon. The underlying principle is rather intuitive, that
is to transmit the jamming signal in a way, which substantially
degrades the signal quality at the eavesdropper and simulta-
neously causes minimal interference to the legitimate user.
Next, we consider different scenarios according to the level
of available CSI:

A. Case 1: Perfect CSI of Both hJ D and hJ E

With perfect CSI of hJ D, it is possible to completely avoid
interference at the legitimate user by adopting the ZF protocol.
Meanwhile, we want to maximize the interference at the
eavesdropper by exploiting the knowledge of hJ E . Hence, the
corresponding beamforming vector w2 should be the solution
of the following maximization problem

w2 = arg max
w2

|hT
J E w2|2

s.t. hT
J Dw2 = 0 & ||w2|| = 1. (10)

According to [22], the solution of the above optimization
problem can be written as

w2 = 
hJ D h
′
J E√

hT
J E
hJ D h

′
J E

, (11)

where the NJ × NJ matrix 
hJ D is given by


hJ D = INJ − h
′
J D(h

T
J Dh

′
J D)

−1hT
J D. (12)

This matrix is the orthogonal complement of the column space
of hJ D.

B. Case 2: Perfect CSI of hJ D, no CSI of hJ E

With perfect CSI of hJ D, ZF protocol can still be applied
such that the jamming signal results in no interference at the
legitimate user. However, since there is no CSI of hJ E , no
further actions can be taken to increase the interference level
at the eavesdropper. The singular value decomposition (SVD)
of the matrix 
hJ D is


hJ D = UJ D�J DV∗
J D. (13)

Then the NJ − 1 left singular vectors ui associated with
NJ − 1 non-zero singular values constitute the span of
the column space of 
hJ D . As such, ui can be expressed
as the linear combination of the column vectors of 
hJ D ,
hence,

hT
J Dui = 0. (14)

Therefore, the beamforming vector w2 can be arbitrarily
selected from the NJ − 1 left singular vectors ui .

C. Case 3: Order Information of the Channel
Gains of hJ D, no CSI of hJ E

With only order information of the the channel gains of hJ D,
the criterion is then to pick the antenna associated with the
least channel gain, such that the resulting jamming interference
at the legitimate user is minimized, i.e.,

k = arg min
i=1,··· ,NJ

|hid |2, (15)

where hid is the i-th element of hJ D.
It is also worth noting that the antenna selection scheme

according to the above criterion implies a random antenna
selection for the eavesdropper channel.

D. Case 4: Partial CSI of hJ D and no CSI of hJ E

In this case, we assume that partial CSI is acquired at the
power beacon via a finite rate feedback channel from the legiti-
mate user [23]. In the finite rate feedback model, the legitimate
user estimates and quantizes its channel and then chooses an
optimal codeword to quantize the CSI from a predetermined
quantization codebook of size 2B according to some criterion,
where B is the number of feedback bits. The quantization
codebook H consists of 2B NJ −dimensional unit norm vectors
H = {ĥ1, ĥ2, · · · , ĥ2B } and it is available to both the power
beacon and the legitimate user. Finally, the legitimate user
feeds back the index of the chosen codeword through an error
free channel.

To minimize the potential jamming interference at the
legitimate user, the beamforming vector is selected according
to the following criterion:

w2 = ĥopt = arg min
ĥi∈H

∣∣∣h̃T ĥi

∣∣∣2
, (16)

where h̃ = hJ D||hJ D|| is the channel direction vector.

E. Case 5: Partial CSI of hJ D and no CSI of hJ E

This case is also a limited feedback scheme, and the
required feedback is exactly the same as in Case 4. The
difference lies in the selection of beamforming vector w2.
Instead of directly picking the codeword most orthogonal to
hJ D as the beamforming vector, we adopt a slightly different
approach. In particular, the codeword that is most close to hJ D

is selected, i.e.,

ĥopt = arg max
ĥi ∈H

∣∣∣h̃T ĥ
′
i

∣∣∣2
. (17)

Based on the feedback information, the power beacon then
transmits the jamming signal in the direction that is orthog-
onal to ĥopt . Therefore, the beamforming vector w2 can be
obtained as in Case 2. The rationale behind Case 5 is that,
if the selected codeword ĥopt is close enough to the true
channel hJ D, then transmitting along the orthogonal space of
ĥopt should result in minimum interference at the legitimate
user.
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IV. SECRECY OUTAGE PROBABILITY

In this section, we present a detailed analysis on the achiev-
able secrecy performance of the above mentioned jamming
protocols. According to [24], the instantaneous secrecy rate
CS can be expressed as

CS =
{

log(1 + γM )− log(1 + γW ) γM > γW ,

0 γM ≤ γW .
(18)

In this paper, we focus on the scenario where the source
transmits at a constant rate RS in order to communicate
with the legitimate user. In such a scenario, secrecy outage
probability is an appropriate metric to characterize the system
secrecy performance, which is defined as the probability of
the instantaneous secrecy rate falls below the transmission
rate RS , i.e.,

Pout(RS) = P(CS < RS). (19)

A. Case 1: Perfect CSI of Both hJ D and hJ E

With perfect CSI for both hJ D and hJ E , we have the
following key result:

Theorem 1: The secrecy outage probability of the system
can be expressed in closed-form as (20), as shown at the
bottom of this page, where a = η

NJ

θ
1−θ , b = N0

PS
and f = 2RS .

Proof: See Appendix A.
Theorem 1 presents a closed-form expression for the

secrecy outage probability of the system, which is valid for
arbitrary system configuration. Nevertheless, the expression
does not provide much insightful information. Motivated
by this, we study the high SNR regime and derive an
asymptotic approximation for the secrecy outage probability,
which enables the characterization of the achievable diversity
order.

For the high SNR regime, we assume that λ2 → ∞, with an
arbitrary λ3. Such a scenario has been widely adopted in the
literature (see for instance [25]–[28]). In practice, this occurs
when the quality of the main channel is much better than

that of the wiretap channel, i.e., Bob is relatively close to
Alice while Eve is far away from Alice or the wiretap channel
undergoes severe small-scale and large-scale fading effects.
In the following, we characterize the two key performance
parameters dictating the secrecy outage probability in the high
SNR regime, i.e., secrecy diversity order Gd and secrecy array
gain Ga defined by [29]

P∞
out(RS) = (Gaλ2)

−Gd . (21)

Lemma 1: In the high SNR regime, i.e., λ2 → ∞, the
secrecy outage probability of the system can be approximated
as (22), (23) and (24), as shown at the bottom of this page.

Proof: See Appendix B.
Lemma 1 indicates that the system achieves a secrecy

diversity order of min(NJ − 1, NS), which implies that the
maximum diversity can not exceed NS , regardless of the num-
ber of antennas at the power beacon. On the other hand, recall
that without the knowledge of the CSI of the eavesdropper
channel at information source, only a unit diversity order is
achievable. Therefore, Lemma 1 suggests that, with the help
of a friendly jammer, secrecy diversity can be improved by
exploiting key CSI of relevant channels.

B. Case 2: Perfect CSI of hJ D and no CSI of hJ E

We now move to Case 2, where the power beacon has
perfect CSI of hJ D, but has no CSI of hJ E .

Theorem 2: The secrecy outage probability of the system
can be expressed in closed-form as (25), as shown on the top
of the next page.

Proof: The desired result can be obtained by following
similar analysis as in Case 1. Hence, it is omitted due to space
limitation.

Since the above expression is also complicated, we also
study the high SNR regime.

Lemma 2: In the high SNR regime, i.e., λ2 → ∞,
the secrecy outage probability of the system can be

Pout(RS) = 1 −
NS−1∑
k=0

k∑
p=0

NJ −1∑
q=0

2(NJ − 1)λq−k+p−NJ +1
5 ( f λ3)

k−p

�(NJ NS)�(p + 1)�(q + 1)�(NJ − q)

(
f − 1

aλ1

)p (
b

λ2

)k

×
(

−bf λ3

λ2

)NJ −q−1

exp

(
bf λ3

λ2λ5

)
�

(
q − k + p,

b f λ3

λ2λ5

) (
b( f − 1)

aλ1λ2

) NJ NS −p
2

KNJ NS−p

(
2

√
b( f − 1)

aλ1λ2

)
. (20)

NJ − 1 > NS : P∞
out(RS)=

NS∑
k=0

bNS
�(NJ NS − k)�(NJ − NS − 1 + k)

�(NJ NS )�(NJ − 1)�(k + 1)

(
f λ3

λ5

)NS−k (
f − 1

aλ1

)k (
1

λ2

)NS

. (22)

NJ − 1 = NS : P∞
out(RS) = 1

�(NJ −1)

⎛
⎝NJ −3∑

k=0

(
NJ − 2

k

)
(−1)NJ −k

NJ − k − 2
+

NJ −1∑
j=1

�(NJ NS − j)

j�(NJ NS)

(
λ5( f − 1)

a f λ1λ3

) j

−C+ ln
λ2λ5

bf λ3

⎞
⎠

×
(

b f λ3

λ5

)NJ −1 (
1

λ2

)NJ −1

. (23)

NJ − 1 < NS : P∞
out(RS) = 1

�(NJ − 1)

⎛
⎝NJ −2∑

k=0

(
NJ − 2

k

)
(−1)NJ −k

NS − k − 1

⎞
⎠(

b f λ3

λ5

)NJ −1 (
1

λ2

)NJ −1

. (24)
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Pout(RS) = 1 −
NS−1∑
k=0

k∑
p=0

2e
bf λ3
λ2λ5

�(NJ NS)�(p + 1)

(
λ3 f

λ5

)k−p (
f − 1

aλ1

)p (
b

λ2

)k (
b( f − 1)

aλ1λ2

) NJ NS−p
2

× KNJ NS−p

(
2

√
b( f − 1)

aλ1λ2

) (
�

(
1 − k + p,

bf λ3

λ2λ5

)
− b f λ3

λ2λ5
�

(
−k + p,

bf λ3

λ2λ5

))
. (25)

I3(RS) =
∫ ∞

0

(
b + x

λ2

)k

exp

(
λ3 f (b + x)

λ2λ5

) (
(b + x)( f − 1)

aλ1λ2

) NJ NS−m
2

KNJ NS−m

(
2

√
(b + x)( f − 1)

aλ1λ2

)

× NJ

λ4
exp

(
− NJ

λ4
x

)(
�

(
m − k + 1,

λ3 f (b + x)

λ2λ5

)
− λ3 f (b + x)

λ2λ5
�

(
m − k,

λ3 f (b + x)

λ2λ5

))
dx. (28)

approximated as

P∞
out(RS) = bf λ3

λ5(NS − 1)

1

λ2
. (26)

Proof: See Appendix C.
Lemma 2 indicates that only unit diversity order is achieved.

Interestingly, we observe that the number of antennas at the
power beacon NJ does no affect the asymptotic secrecy outage
probability. This can be explained as follows: Recall the
transmit beamforming vector adopted at the power beacon
is w2 = ui , hence, the effective jamming power at the
eavesdropper can be expressed as |hT

J Eui |2, which follows
the exponential distribution with mean λ5 regardless of NJ .
Also, we observe the intuitive effect of the position of nodes
on the secrecy outage probability. For instance, the secrecy
outage probability increases when the eavesdropper is close
to the legitimate user, i.e., large λ3, while it decreases when
the power beacon is close to the eavesdropper, i.e., large λ5.

C. Case 3: Order Information of the Channel Gains
of hJ D and no CSI of hJ E

We now consider the TAS scheme, and we provide the
following key result:

Theorem 3: The secrecy outage probability of the system
can be expressed as

Pout(RS) = 1 − 2

�(NJ NS)

NS−1∑
k=0

k∑
m=0

1

�(m + 1)

×
(

f − 1

aλ1

)m (
λ3 f

λ5

)k−m

I3(RS), (27)

where I3(RS) is defined as (28), as shown at the top of this
page.

Proof: See Appendix D.
To the best of the authors’ knowledge, the integral in (28)

does not admit a closed-form expression. However, it can
be efficiently evaluated via build-in function "Integrate" in
Mathematica. To gain further insights, we now investigate the
high SNR regime.

Lemma 3: In the high SNR regime, i.e., λ2 → ∞, the
secrecy outage probability of the system can be approxi-
mated as

P∞
out(RS) =

λ3 f
(
λ4
NJ

+ b
)

λ5(NS − 1)

1

λ2
. (29)

Proof: See Appendix E.
Lemma 3 shows that, similar to Case 2, the system achieves

a secrecy diversity order of one. However, different from
Case 2, we see that increasing the number of antennas at the
power beacon NJ is always beneficial, and in the extreme
case of NJ → ∞, the asymptotic secrecy outage probability
of Case 3 reduces to that of Case 2. This is also intuitive,
since with an infinite number of antennas, it is highly likely
that the selected antenna inflicts negligible interference at
the legitimate user, thereby attaining the same performance
as Case 2.

D. Case 4: Partial CSI of hJ D and no CSI of hJ E

We now analyze the secrecy outage probability of the
system, where the power beacon has only partial CSI of hJ D

and no CSI of hJ E .
Theorem 4: The secrecy outage probability of the system

can be expressed as

Pout(RS) = 1 − 2

�(NJ NS)

NS−1∑
k=0

k∑
m=0

1

�(m + 1)

×
(

f − 1

aλ1

)m (
λ3 f

λ5

)k−m

I4(RS), (30)

where I4(RS) is defined as (31), as shown on the top of the
next page.

Proof: See Appendix F.
An exact closed-form expression for the integral in (31)

is generally intractable. However, it can be numerically evalu-
ated. Next, we study the high SNR regime, and derive a simple
analytical approximation.

Lemma 4: In the high SNR regime, i.e., λ2 → ∞, the
secrecy outage probability of the system can be approxi-
mated as

P∞
out(RS) =

λ3 f
(

λ4 NJ
(NJ −1)2B+1

+ b
)

λ5(NS − 1)

1

λ2
. (32)

Proof: See Appendix G.
As expected, only unit diversity order can be achieved

by the limited feedback system. Also intuitively, the secrecy
outage probability depends heavily on the feedback constraint.
With sufficiently large B , the secrecy outage performance
approaches that of Case 2. On the other hand, we see that
the impact of antenna number NJ is rather marginal.
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I4(RS) =
∫ ∞

0

�
(
1 + (NJ − 1) · 2B

)
�(NJ )

(
b + x

λ2

)k (
x

λ4

) NJ
2 −1 (

(b + x)( f − 1)

aλ1λ2

) NJ NS−m
2

× exp

(
− x

2λ4
+ λ3 f (b + x)

λ2λ5

)
W NJ −2(NJ −1)·2B

2 ,
1−NJ

2

(
x

λ4

)
KNJ NS−m

(
2

√
(b + x)( f − 1)

aλ1λ2

)

×
(
�

(
m − k + 1,

λ3 f (b + x)

λ2λ5

)
− λ3 f (b + x)

λ2λ5
�

(
m − k,

λ3 f (b + x)

λ2λ5

))
dx. (31)

I5(RS) =
∫ ∞

0

(
b + x

λ2

)k

exp

(
λ3 f (b + x)

λ2λ5

) (
(b + x)( f − 1)

aλ1λ2

) NJ NS −m
2

KNJ NS−m

(
2

√
(b + x)( f − 1)

aλ1λ2

)

×
(
�

(
m − k + 1,

λ3 f (b + x)

λ2λ5

)
− λ3 f (b + x)

λ2λ5
�

(
m − k,

λ3 f (b + x)

λ2λ5

))
fX (x)dx. (34)

E. Case 5: Partial CSI of hJ D and no CSI of hJ E

Theorem 5: The secrecy outage probability of the system
can be expressed as

Pout(RS) = 1 − 2

�(NJ NS)

NS−1∑
k=0

k∑
m=0

1

�(m + 1)

×
(

f − 1

aλ1

)m (
λ3 f

λ5

)k−m

I5(RS), (33)

where I5(RS) is defined as (34), as shown at the top of this
page, where fX (x) equals to the derivation of FX (x), and

FX (x) = 1 −
∫ ∞

1
(1 − 1

y NJ −1 )
2B x

NJ − 1

(
x

λ4
y

) NJ
2 −1

× exp

(
− x

2λ4
y

)
W 4−NJ

2 ,
1−NJ

2

(
x

λ4
y

)
dy. (35)

Proof: See Appendix H.
An exact closed-form expression for the integral in (34)

is also intractable. Hence, we now look into the high SNR
regime, and derive a simple analytical approximation for the
secrecy outage probability.

Lemma 5: In the high SNR regime, i.e., λ2 → ∞, the
secrecy outage probability of the system can be approxi-
mated as

P∞
out(RS) =

λ3 f
(
λ42B NJ

NJ −1 · β
(

2B , NJ
NJ −1

)
+ b

)
λ5(NS − 1)

1

λ2
. (36)

Proof: With the help of (78), the desired result
can be obtained by following similar procedures as in
Appendix G.

As expected, we observe that the system achieves a
secrecy diversity order of one. In order to understand the
impact of feedback bits B , the following Proposition is
required.

Proposition 1: If g(x) = x ·β(x, a), with a > 1, then g(x)
is a decreasing function with respect to x .

Proof: The first order derivative of g(x) can be com-
puted as

g′(x) = β(x, a) (1 + x(ψ(x)− ψ(x + a))) . (37)

TABLE I

COMPARISON OF THE FIVE DIFFERENT PROTOCOLS

Then, with the help of [19, eq. (8.365.1)], we have

x(ψ(x + a)− ψ(x)) > x(ψ(x + 1)− ψ(x)) = x
1

x
= 1,

(38)

which indicates that g′(x) < 0. Hence, g(x) is a decreasing
function with respect to x .

Taking into account of Proposition 1, it is easy to

observe that the item, 2B NJ
NJ −1β

(
2B , NJ

NJ −1

)
decreases when

B becomes larger, indicating the benefit of more feedback
bits. In the extreme case of B → ∞, the asymptotic secrecy
outage probability reduces to that of Case 2. On the other
hand, increasing the number of antennas NJ at the power
beacon is not beneficial in this case, and with sufficiently
large NJ , the secrecy outage probability will approach an
outage ceiling. This may be explained as follows: Although the
selected codeword is closest to the true channel, there always
exists some error between the original and the quantized
channel direction vectors. By utilizing the ZF protocol, the
beamforming vector is not actually the orthogonal space of the
channel vectors. Hence, with more transmit antennas, it will
create more interference at the legitimate user.

F. Comparison of the Proposed Protocols

In this subsection, we make a detailed performance com-
parison on the secrecy outage performance of the proposed
protocols.

From Table I, we observe that Case 1 achieves a secrecy
diversity order of min(NJ − 1, NS), while all the other proto-
cols only attain unit diversity order. Compared to the other four
cases, the key difference is that hJ E is made available at the
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TABLE II

COMPARISON OF CASE 3, CASE 4 AND CASE 5

power beacon, which enables the power beacon to fully exploit
the potential benefits of multiple antennas. This important
observation suggests the significance of obtaining the CSI of
the hJ E .

Among the four cases without the knowledge of hJ E , Case 2
always achieves the minimum secrecy outage performance.
This is not surprising since Case 2 has access to perfect CSI of
hJ D, while the other three cases only utilize partial knowledge
of hJ D. On the other hand, the performance difference of
Case 3, Case 4 and Case 5 depends on the configuration of
NJ and B .

In the high SNR regime, the secrecy outage probability of
Case 3, Case 4 and Case 5 can be expressed as

P∞
out(RS) = bf λ3

λ2λ5(NS − 1)
+ λ3λ4 f

λ2λ5(NS − 1)
× Ci ,

(i = 3, 4, 5) (39)

where C3 = 1
NJ

, C4 = NJ
(NJ −1)2B+1

and C5 = NJ
NJ −1 2B ·

β
(

2B, NJ
NJ −1

)
. Hence, to compare the performance of Case 3,

Case 4 and Case 5, we need to obtain the order information
of C3, C4 and C5. It is not difficult to show that when
B < log2(NJ + 1), C4 is larger than C3, and vice versa.
Regarding the relationship between C3 and C5, we observe
that when B < ψ , (ψ is the root of 2ψ ·β

(
2ψ, NJ

NJ −1

)
= NJ −1

N2
J

,

and it can be solved numerically), C5 is larger than C3. Finally,
we consider the relationship between C4 and C5,

C5 − C4

= NJ

NJ − 1
2B · β

(
2B,

NJ

NJ − 1

)
− NJ

(NJ − 1)2B + 1

= NJ

NJ − 1

⎛
⎝2B

�(2B)�
(

NJ
NJ −1

)
�

(
2B + NJ

NJ −1

) − 1

2B + 1
NJ −1

⎞
⎠

= NJ

NJ − 1

1

2B + 1
NJ −1

⎛
⎝�(2B + 1)�

(
NJ

NJ −1

)
�

(
2B + 1

NJ −1

) − 1

⎞
⎠. (40)

If NJ = 2, C5 − C4 = 0. And if NJ > 2, we obtain

C5 − C4

=
�

(
NJ

NJ −1

)
�

(
NJ −1
NJ −2

)
NJ

(NJ − 1)2B + 1

×
⎛
⎝ 1

β
(

2B + 1
NJ −1 ,

NJ −2
NJ −1

) − 1

β
(

1+ 1
NJ −1 ,

NJ −2
NJ −1

)
⎞
⎠ > 0.

(41)

Fig. 2. Secrecy outage probability versus ρ for Case 1 with different NJ
and NS .

The performance of Cases 3, 4 and 5 are summa-
rized in the following Table II, where ψ is the root of
2ψ · β

(
2ψ, NJ

NJ −1

)
= NJ −1

N2
J

.

V. NUMERICAL RESULTS

In this section, we present simulation results to verify
the theoretical analysis. Unless otherwise specify, we set the
source transmission rate as, RS = 1 bit/s/Hz, the energy
conversion efficiency as, η = 0.8, the time switching ratio
as, θ = 0.5. The transmit power of the power beacon to the
noise ratio is, PS

N0
= 10 dB, while the channel variances are

λ1 = λ4 = λ5 = 1, λ3 = 10. Also, we set, ρ = PS
N0
λ2, to

denote the average SNR of the main channel.
Fig. 2 plots the secrecy outage probability for Case 1 with

different NJ and NS . It can be readily observed that the
analytical curves are in exact agreement with the Monte Carlo
simulations results, which demonstrates the correctness of the
analytical expressions. It is also evident that the asymptotic
approximation provides accurate prediction of the secrecy
outage probability in the high SNR regime. Moreover, an
increase of NJ or NS decreases the secrecy outage probability
by improving the secrecy diversity order, and the maximum
achievable diversity order is min(NJ − 1, NS), as proposed
in Lemma 1.

Fig. 3 depicts the secrecy outage probability for the
Cases 2, 3, 4 and 5. Once again, we observe that the ana-
lytical curves are in perfect agreement with the Monte Carlo
simulations and the high SNR approximations are sufficiently
tight for all curves. We also note that all the cases attain



JIANG et al.: POWER BEACON ASSISTED WIRETAP CHANNELS WITH JAMMING 8361

Fig. 3. Secrecy outage probability versus ρ for the Cases 2, 3, 4 and 5 with
NJ = 4, NS = 2 and B = 4.

Fig. 4. Secrecy outage probability versus ρ for the Cases 2 and 3 with fixed
NJ = 4 and different NS .

a unit diversity order. Also, it holds that P∞
out(Case 2) <

P∞
out(Case 4) < P∞

out(Case 3) < P∞
out(Case 5). When NJ = 4

and B = 4, we have log2(NJ + 1) < B < ψ (ψ ≈ 6.7463).
Then it is easy to check this result is consistent with the
findings presented in TABLE II.

Fig. 4 investigates the secrecy outage probability for the
Cases 2 and 3 with different values of NS . It is easy to observe
that increasing NS reduces the secrecy outage probability. This
is rather expected, since a larger NS could provide a higher
array gain.

Fig. 5 examines the impact of feedback bits B on the secrecy
outage probability for the Cases 4 and 5. When B is small, i.e.,
B = 2, the Cases 4 and 5 are inferior to Case 3. On the other
hand, when B is sufficiently large, Cases 4 and 5 outperform
Case 3. In addition, it is observed that Case 4 in general attains
better outage performance then Case 5. Finally, in the extreme
case of B → ∞, the secrecy outage probability gradually
settles at an outage floor.

Fig. 6 investigates the impact of NJ on the secrecy outage
probability for the Cases 3, 4 and 5. We see that increasing
NJ has distinct effect for different cases. For Case 3, the
secrecy outage performance improves noticeably. For Case 4,
only marginal improvement is attained. For Case 5, the secrecy
outage performance actually degrades, and in the extreme case

Fig. 5. Secrecy outage probability versus B for the Cases 4 and 5 with
NJ = 4, NS = 4 and λ2 = 100.

Fig. 6. Secrecy outage probability versus NJ for the Cases 3, 4 and 5 with
NS = 4, B = 4 and λ2 = 100.

Fig. 7. Secrecy outage probability versus λ4 for the Cases 2, 3, 4 and 5
with NJ = 4, NS = 2, B = 2 and λ2 = 100.

of NJ → ∞, the secrecy outage probability settles at an
outage ceiling. In addition, when NJ is large enough, Case 3
outperforms Case 4 and Case 5.

Fig. 7 studies the impact of node position on the secrecy
outage probability of Case 2, Case 3, Case 4 and Case 5.
It is observed that the secrecy outage probability of Case 2
remains the same regardless of λ4. The reason is that, with
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Fig. 8. Effective throughput versus θ for the Cases 2, 3, 4 and 5 with NJ = 3,
NS = 3, B = 5, λ2 = 0.1 and λ3 = 1.

perfect CSI, the ZF protocol can be applied to eliminate the
interference at the legitimate user. In contrast, the secrecy
outage probability of Case 3, Case 4 and Case 5 degrades
substantially as λ4 becomes larger. The reason is that, a
large λ4 implies a relatively short distance between the power
beacon and legitimate user, which causes stronger residual
jamming interference.

Fig. 8 depicts the impact of time split parameter θ on the
secrecy performance for the Cases 2, 3, 4 and 5. Specifically,
we adopt the effective throughput as the performance measure
as in [17]. Hence, the average throughput can be evaluated as
R = (1− Pout)RS(1−θ). We observe that, for all schemes, the
effective throughput first increases along with θ , and then start
to decrease after reaching the maximum point, indicating that
there exists a unique optimal time split parameter θ , which
reveals that a better choice of θ is of significant importance
to the secrecy performance.

VI. CONCLUSION

In this paper, we investigated the secrecy outage perfor-
mance of wirelessly powered wiretap channels. For the five
considered cases, exact analytical expressions for the secrecy
outage probability were derived. In addition, simple high SNR
approximations were presented, which facilitate the character-
ization of the secrecy diversity order. It is shown that, with
full CSI, simple ZF jamming scheme can achieve substantial
secrecy diversity gain. On the other hand, without the CSI
of the eavesdropper link, no diversity gain can be attained,
which indicates the critical importance of CSI in the design
of practical systems.

APPENDIX A
PROOF OF THEOREM 1

We start by expressing the end-to-end SINR (SIR) given in
(6) and (7) as

γM = a
yS D yJ S

yJ D + b
, and γW = a

yS E yJ S

yJ E
, (42)

where yS D = ||hS D||2, yJ S = ||HJ S||2, yJ D = |hT
J Dw2|2,

yS E = |hT
SE h

′
S D|2

||hS D||2 and yJ E = |hT
J Ew2|2. It is straightforward to

show that yJ S and yS D follow the chi-square distribution with
2NJ NS and 2NS degrees of freedom, with probability density
function (pdf) given by [30]

fyJ S(x) = x NJ NS−1

λ
NJ NS
1 �(NJ NS)

e
− x
λ1 , (43)

and

fyS D(x) = x NS−1

λ
NS
2 �(NS )

e
− x
λ2 , (44)

respectively. In addition, according to [31], yS E follows an
exponential distribution with pdf

fySE (x) = 1

λ3
e
− x
λ3 . (45)

For Case 1, yJ D = 0 and yJ E = |hT
J E
hJ D h

′
J E |, and the pdf

of yJ E can be expressed as [22]

fyJ E (x) = x NJ −2

λ
NJ −1
5 �(NJ − 1)

e
− x
λ5 . (46)

As such, the secrecy outage probability can be written as

Pout(RS) = 1 − Prob

(
1 + a

b yS D yJ S

1 + a ySE yJ S
yJ E

≥ f

)
, (47)

where f = 2RS . Conditioned on yJ S, yS E and yJ E , utilizing
[19, eq. (3.351.2)] and applying the binomial expansion yield

Pout(RS) = 1 −
NS−1∑
k=0

k∑
p=0

f k−p

p!(k − p)!
(

f − 1

a

)p (
b

λ2

)k

×e
− b( f −1)

aλ2
1

yJ S

y p
J S

e
− b f
λ2

ySE
yJ E

(
yS E

yJ E

)k−p

. (48)

Noticing that the random variable yJ S is decoupled with yJ E

and yS E , the execration can be taken separately. Hence, with
the help of [19, eq. (3.471.9)], we obtain

∫ ∞

0

x NJ NS−p−1

λ
NJ NS
1 �(NJ NS)

e
− x
λ1

− b( f −1)
axλ2 dx = 2

�(NJ NS)λ
p
1

×
(

b( f − 1)

aλ1λ2

) NJ NS−p
2

KNJ NS−p

(
2

√
b( f − 1)

aλ1λ2

)
.

(49)

Similarly, invoking [19, Eq. (3.326.2)], we have

∫ ∞

0
e
− bf
λ2

x
yJ E

(
x

yJ E

)k−p 1

λ3
e
− x
λ3 dx

= λ
k−p
3 �(k − p + 1)

yJ E(
yJ E + b f λ3

λ2

)k−p+1 . (50)

Making a change of variable t = x + b f λ3
λ2

and applying
the binomial expansion, with the help of [19, eq. (3.381.3)],
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Pout(RS) = 1 − Prob

(
yS D >

b( f − 1)

ayJ S

)
×

∫ (
a
b yS D− f −1

yJ S

)
yJ E
a f

0

1

λ3
e
− x
λ3 dx

= 1 − Prob

(
yS D >

b( f − 1)

ayJ S

)
×

(
1 − e

−
(

a
b yS D− f −1

yJ S

)
yJ E
a f λ3

)
. (52)

Pout(RS) =
∞∑

k=NS

1

k!
(

b( f − 1)

aλ1λ2

)k 2

�(NJ NS)

(
b( f − 1)

aλ1λ2

) NJ NS−k
2

KNJ NS−k

(
2

√
b( f − 1)

aλ1λ2

)

+
NS−1∑
k=0

1

k!

(
b( f −1)
aλ1λ2

)k

(
1 + λ2 yJ E

b f λ3

)NS−k

2

�(NJ NS)

(
b( f − 1)

aλ1λ2

) NJ NS−k
2

KNJ NS−k

(
2

√
b( f − 1)

aλ1λ2

)
. (54)

we obtain∫ ∞

0

xλk−p
3 �(k − p + 1)(
x + b f λ3

λ2

)k−p+1

x NJ −2

λ
NJ −1
5 �(NJ − 1)

e
− x
λ5 dx

= �(k − p + 1)λk−p
3

�(NJ − 1)λNJ −1
5

NJ −1∑
q=0

(
NJ − 1

q

) (
−bf λ3

λ2

)NJ −q−1

×λq−k+p
5 e

b f λ3
λ2λ5 �

(
q − k + p,

bf λ3

λ2λ5

)
. (51)

To this end, pulling everything together yields the desired
result.

APPENDIX B

PROOF OF LEMMA 1

Starting from (47), conditioned on yJ S, yS D and yJ E ,
we obtain (52), as shown at the top of this page. With the

help of [19, eq. (3.351.2)] and e
b( f −1)
aλ2 yJ S =

∞∑
k=0

1
k!

(
b( f −1)
aλ2 yJ S

)k
,

conditioned on yJ S and yJ E , the secrecy outage probability
can be expressed as

Pout(RS) = e
− b( f −1)

aλ2 yJ S

∞∑
k=NS

1

k!
(

b( f − 1)

aλ2 yJ S

)k

+ e
− b( f −1)

aλ2 yJ S

NS−1∑
k=0

1

k!

(
b( f −1)
aλ2 yJ S

)k

(
1 + λ2 yJ E

b f λ3

)NS−k
. (53)

Then, averaging over yJ S, with the help of [19, eq. (3.471.9)],
the secrecy outage probability can be computed as (54),
as shown at the top of this page. Expanding the Bessel
function by [19, eq. (8.446)] and omitting the high order items
yield

P∞
out(RS)

=
∞∑

k=NS

1

k!
(

b( f − 1)

aλ1λ2

)k �(NJ NS − k)

�(NJ NS)

+
NS−1∑
k=0

1

k!
�(NJ NS − k)

�(NJ NS)

(
b( f −1)
aλ1λ2

)k

(
1 + λ2 yJ E

b f λ3

)NS−k
. (55)

For the first item in (55), setting k = NS and omitting the
high order items yield

I =
∞∑

k=NS

1

k!
(

b( f − 1)

aλ1λ2

)k �(NJ NS − k)

�(NJ NS)

≈ 1

�(NS + 1)

(
b( f − 1)

aλ1λ2

)NS �(NJ NS − NS)

�(NJ NS)
. (56)

The remaining task is to average over yJ E , by making a change
of variable t = x + b f λ3

λ2
and applying the binomial expansion,

we obtain

P∞
out(RS)

= I +
NS−1∑
k=0

NJ −2∑
p=0

(−1)NJ −p
(

NJ − 2

p

)

× �(NJ NS − k)

�(k + 1)�(NJ NS)

(
bf λ3

λ2

)NS+NJ −k−p−2(b( f −1)

aλ1λ2

)k

×
∫ ∞

b f λ3
λ2

e
bf λ3
λ2λ5

λ
NJ −1
5 �(NJ − 1)

e
− t
λ5

t NS−k−p
dt. (57)

To this end, separate treatments for three different cases
depending on the relationship of NS , k and p are
required.

Case 1: k + p ≥ NS . With the help of [19, eq. (3.351.2)],
we obtain

A =
NS−1∑
k=0

NJ −2∑
p=0

(−1)NJ −p
(

NJ − 2

p

)
�(NJ NS − k)

�(k + 1)�(NJ NS)

×
(

bf λ3

λ2

)NS+NJ −k−p−2 (
b( f − 1)

aλ1λ2

)k

×�(k + p + 1 − NS)

�(NJ − 1)
× λ

k+p+2−NS−NJ
5 . (58)

Due to the fact that λ2 → ∞, setting p = NJ −2 and omitting
the high order items yield

A =
NS−1∑

k=max(0,NS−NJ +2)

�(NJ NS − k)�(k + NJ − NS − 1)

�(k + 1)�(NJ NS)�(NJ − 1)

×
(

f λ3

λ5

)NS−k (
f − 1

aλ1

)k (
b

λ2

)NS

. (59)
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Case 2: k+ p ≤ NS −2. With the help of [19, eq. (3.351.4)],
we obtain

B =
NS−1∑
k=0

NJ −2∑
p=0

(−1)NJ −p
(

NJ − 2

p

)

× �(NJ NS − k)

�(k + 1)�(NJ NS)

(
b f λ3

λ2

)NJ −1 (
b( f − 1)

aλ1λ2

)k

× 1

λ
NJ −1
5 �(NJ − 1)

1

NS − k − p − 1
. (60)

Setting k = 0 and omitting the high order items, we have

B =
min(NJ −2,NS−2)∑

p=0

(−1)NJ −p

�(NJ − 1)

(
NJ − 2

p

)

×
(

bf λ3

λ5

)NJ −1 1

NS − p − 1

(
1

λ2

)NJ −1

. (61)

Case 3: k + p = NS − 1. Utilizing [19, eq. (3.351.4)] and
[19, eq. (8.214.1)], we obtain

C =
NS−1∑
k=0

NJ −2∑
p=0

(−1)NJ −p
(

NJ − 2

p

)

× �(NJ NS −k)

�(k+1)�(NJ NS )

(
b f λ3

λ2

)NS+NJ −k−p−2(b( f −1)

aλ1λ2

)k

× 1

λ
NJ −1
5 �(NJ − 1)

(
ln
λ2λ5

bf λ3
− C

)
. (62)

Setting p = NJ − 2 and omitting the high order items, we
have

C = bNS�(NJ NS + NJ − NS − 1)

�(NS − NJ + 2)�(NJ NS)�(NJ − 1)

(
f λ3

λ5

)NJ −1

×
(

f − 1

aλ1

)NS−NJ +1 (
ln
λ2λ5

b f λ3
− C

) (
1

λ2

)NS

. (63)

Finally, noticing that P∞
out(RS) = I + A + B + C , pulling

everything together yields the desired results.

APPENDIX C
PROOF OF LEMMA 2

For Case 2, by following the similar lines as in the proof
of Lemma 1, we obtain

P∞
out(RS) = I +

NS−1∑
k=0

�(NJ NS − k)

�(k + 1)�(NJ NS)

(
bf λ3

λ2

)NS−k

×
(

b( f − 1)

aλ1λ2

)k ∫ ∞
b f λ3
λ2

e
bf λ3
λ2λ5

λ5

e
− t
λ5

t NS−k
dt. (64)

Utilizing [19, eq. (3.351.4)] yields

P∞
out(RS) = I +

NS−1∑
k=0

�(NJ NS − k)

�(k + 1)�(NJ NS)

(
b( f − 1)

aλ1λ2

)k

× 1

NS − k − 1

(
b f λ3

λ2λ5

)
. (65)

To this end, omitting the high order items, the desired result
can be obtained.

APPENDIX D
PROOF OF THEOREM 3

Based on (8) and (9), we set yJ S = |h J D,k|2 and yJ E =
|h J E,k|2. Since the selected antenna corresponds to a random
transmit antenna for the eavesdropper, the pdf of yJ E can
be expressed as fyJ E (x) = 1

λ5
e
− x
λ5 . Now, with some simple

algebraic manipulations, the cumulative distribution function
(cdf) of yJ D can be shown as

FyJ D(x) = 1 −
(∫ ∞

x

1

λ4
e
− t
λ4 dt

)NJ

= 1 − e
− NJ
λ4

x
. (66)

Hence the pdf of yJ D can be obtained with a simple derivative
as follows:

fyJ D(x) = NJ

λ4
e
− NJ
λ4

x
. (67)

Then, the desired result can be obtained by following similar
lines as in the proof of Theorem 1.

APPENDIX E
PROOF OF LEMMA 3

By following the same steps as in the proof of Lemma 1,
we obtain

P∞
out(RS)

=
∞∑

k=NS

1

k!
(
(yJ D + b)( f − 1)

aλ1λ2

)k �(NJ NS − k)

�(NJ NS)

+
NS−1∑
k=0

�(NJ NS − k)

�(k + 1)�(NJ NS)

(
( f −1)(yJ D+b)

aλ1λ2

)k

(
1 + λ2 yJ E

λ3 f (yJ D+b)

)NS−k
. (68)

The next step is to average over the distribution of yJ E ,
utilizing [19, eq. (3.351.4)] and omitting the high order items
yield

P∞
out(RS) =

∞∑
k=NS

1

k!
(
(yJ D + b)( f − 1)

aλ1λ2

)k �(NJ NS − k)

�(NJ NS )

+
NS−1∑
k=0

�(NJ NS −k)

�(k+1)�(NJ NS)

(
( f −1)(yJ D+b)

aλ1λ2

)k

× λ3 f

λ2λ5(NS − k − 1)
(yJ D + b). (69)

When λ2 → ∞, (69) can be further simplified as

P∞
out(RS) = λ3 f

λ2λ5(NS − 1)
(yJ D + b). (70)

The desired result can be obtained by averaging over yJ D,
along with some simple basic algebraic manipulations.

APPENDIX F
PROOF OF THEOREM 4

For Case 4, from (16), we have |hT
J Dw2|2 = |hT

J Dĥopt |2 =
min
ĥi∈C

∣∣∣h̃T ĥi

∣∣∣2 ||hJ D||2, while
∣∣∣h̃T ĥi

∣∣∣2
and ||hJ D||2 are indepen-

dent [32]. From [33], the cdf of V = min
ĥi ∈C

∣∣∣h̃T ĥi

∣∣∣2
can be
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computed as

Fv (v) = 1 − (1 − v)(NJ −1)·2B
v ∈ [0, 1]. (71)

Utilizing integration by parts, the cdf of yJ D = ||hJ D||2V can
be expressed as

FyJ D(x) =
∫ x

0

t NJ −1

λ
NJ
4 �(NJ )

e
− t
λ4 dt

+
∫ 1

0

(
1 −(1−v)(NJ −1)·2B

) x

v2

( x
v

)NJ −1

λ
NJ
4 �(NJ )

e
− x

v
λ4 dv.

(72)

With the help of [19, eq. (3.351.1)], [19, eq. (3.351.2)], [19,
eq. (3.471.2)], and [19, eq. (8.356.3)], (72) can be computed as

FyJ D(x)

= 1 − �
(
1 + (NJ − 1) · 2B

)
�(NJ )

(
x

λ4

) NJ −1
2

×e
− x

2λ4 W NJ −1−2(NJ −1)·2B

2 ,− NJ
2

(
x

λ4

)
. (73)

Invoking [34, eq. (13.15.24)], the derivative of (73) can be
computed as

fyJ D(x) = �
(
1 + (NJ − 1) · 2B

)
�(NJ )

(
x

λ4

) NJ
2 −1

×e
− x

2λ4 W NJ −2(NJ −1)·2B

2 ,
1−NJ

2

(
x

λ4

)
. (74)

Then, the pdf of yJ E is given by [31]

fyJ E (x) = 1

λ5
e
− x
λ5 . (75)

Finally, the desired result can be computed by following the
similar lines as in the proof of Theorem 1.

APPENDIX G
PROOF OF LEMMA4

Starting from (70), the task is to average over yJ D. Noticing
that E

[||hJ D||2] = λ4 NJ , and utilizing integration by parts
yields

E[v] =
∫ 1

0
v fv (v)dv = 1 −

∫ 1

0
Fv (v)dv = 1

(NJ − 1)2B + 1
.

(76)

As such, we have E[yJ D] = E[v]×E[||hJ D||2] = λ4 NJ
(NJ −1)2B+1

,
and the desired result can be obtained after some simple
algebraic manipulations.

APPENDIX H
PROOF OF THEOREM 5

According to the theory of random vector quantiza-
tion (RVQ) [23], the relationship between the original and the
quantized channel direction vectors is given by

h̃ = √
1 − αĥopt + √

αs, (77)

where α = sin2
(

� (h̃, ĥopt )
)

is the magnitude of the quantiza-

tion error, and s is a unit norm vector isotropically distributed

in the null space of ĥopt , and is independent of α. Therefore,
we have yJ D = |hT

J Dw2|2 = α||hJ D||2|sT w2|2. According
to [33], the quantization error α is the minimum of 2B

independent beta (NJ − 1, 1) random variables, and the cdf
of α is given by Fα(x) = 1 − (1 − x NJ −1)2

B
(0 < x < 1).

As such, the expectation of this quantity has been computed
in closed-form as

E [α] = 2B · β
(

2B ,
NJ

NJ − 1

)
. (78)

From [23], since sT and w2 are isotropic vectors in the NJ −
1 dimensional null space of ĥT

opt , |sT w2|2 is β(1, NJ − 2)
distributed with the pdf of (NJ −2)(1−x)NJ −3 (0 < x < 1).
As such, by following the similar steps as in (72), the pdf of
yJ D can be computed as

fyJ D(x) = 1

α(NJ − 1)

(
x

αλ4

) NJ
2 −1

×e
− x

2αλ4 W 4−NJ
2 ,

1−NJ
2

(
x

αλ4

)
. (79)

The remaining task is to average over α, utilizing integration
by parts, the cdf of yJ D can be expressed as

FyJ D(x)

= 1 −
∫ ∞

1
(1 − 1

y NJ −1 )
2B x

NJ − 1

×
(

x

λ4
y

) NJ
2 −1

e
− x

2λ4
y
W 4−NJ

2 ,
1−NJ

2

(
x

λ4
y

)
dy. (80)

Then, the pdf of yJ E is same as (75). To this end, the desired
result can be computed by following the similar lines as in the
proof of Theorem 1.
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