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Abstract—In this paper, we investigate the security of a cache-
aided multi-relay communication network in the presence of
multiple eavesdroppers, where each relay can pre-store a part
of the requested files in order to assist secure data transmission
from source to destination. If the relays have cached the requested
file, then they can directly send it to the destination; otherwise,
traditional dual-hop data transmission is used. For both cases,
relay selection is performed to assist the secure data transmission.
We analyze the network secrecy performance in both scenarios
of non-colluding and colluding eavesdroppers, and obtain a
closed-form expression for the average secrecy outage probability
(SOP), as well as an asymptotic expression for the high main-
to-eavesdropper ratio (MER). Through minimizing the network
SOP, we further optimize the cache placement by proposing
a stochastic sampling based cache learning (SacLe) strategy,
which can be implemented in parallel and thus reduces the
implementation latency substantially. Numerical and simulation
results are finally presented to verify the proposed analysis,
and show that the caching strategy has a significant impact on
the network secrecy performance through affecting the caching
diversity gain and signal cooperation gain at the relays. The
proposed SacLe strategy is shown to be able to achieve the
optimal performance obtained by the brute force (BF) algorithm.

Index Terms—Secure communication, relay selection, cache,
secrecy diversity order, cache placement.

I. INTRODUCTION

Because of the broadcasting nature, wireless transmission
may be wiretapped by non-intended receivers, which brings
out the severe problem of information leakage. Thus, it is very
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important to safeguard the wireless networks, from physical
to application layers [1], [2]. Compared with complicated
encryption and decryption algorithms, physical-layer security
(PLS) has less complexity and it is easy to implement. Thus,
it can serve as a very good complement to the security
of the application layer [3]. PLS can be backdated to the
Shannon’s work [4], and the classic wiretap model, proposed
by Wyner in [5]. Based on this model, several researchers
studied the security of wireless networks through several
perspectives, including secrecy data rate as well as secrecy
outage probability (SOP).

A. Literature

To improve the PLS of wireless networks, several relaying
techniques have been proposed. There are two essential re-
laying protocols, amplify-and-forward (AF) and decode-and-
forward (DF) [6], [7]. On the other side, the security of
relaying networks was extensively studied in the literature.
For example, the authors in [8]–[10] evaluated the security
of relaying systems, from the viewpoints of the secrecy data
rate and SOP. For a multi-relay network, channel fluctuation
among relays can be exploited to enhance security. In [11],
the authors proposed several relay selection criteria for secure
communication in networks with multiple AF relays, and
they evaluated the secrecy performance by deriving analytical
expressions for the SOP as well as an asymptotic formula for
the high main-to-eavesdropper ratio (MER). Furthermore, for
multiple DF relaying networks, the authors in [12] employed
relay selection to enhance the channel quality of the main
links and derived a closed-form formula for the network
SOP. Besides the relay selection, beamforming can be also
employed to improve network security, through strengthen-
ing the main links and weakening the eavesdropping links.
In [13]–[15], the authors applied beamforming to enhance
the security of multiple-input single-output (MISO) cognitive
radio networks or nonregenerative multiple-input multiple-
output (MIMO) relay systems. When smart attackers appear
in the relaying network, learning methods, such as Q-learning,
can be used to increase the communication security [16]–[18].

Recently, wireless caching has emerged as a promising
technique in wireless networks, especially for applications
related to mobile edge computing and internet of things (IoT)
[19]–[21]. Caching can improve the network performance
and the quality of user experience, by pre-storing popular
files at the nodes nearby users [22]–[24]. There are two
traditional caching strategies: most popular content (MPC)
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and largest content diversity (LCD), which achieves optimal
signal cooperation gain and optimal caching gain, respectively.
Based on the MPC and LCD, a hybrid caching strategy was
proposed to optimize the cache placement for collaborative
relaying networks, aiming at the balance between signal co-
operation and caching gains [25]. The authors in [26] studied
the impact of caching on the relay selection in multi-relay
networks, and optimized the cache placement by relaxing
the integer-constraint in the optimization problem. Besides
the impact on the main links, wireless caching also has a
significant impact on the physical-layer security of the wireless
networks. In this direction, the authors in [27], [28] proposed a
novel wireless caching scheme to enhance the security of the
backhaul-limited cellular networks and heterogeneous small
cell networks, and pointed out that both the signal transmission
and caching strategy should be optimized to guarantee the
network security. The authors in [29] further studied the
security of cache-aided relaying networks by cluttering the
relays and performing the maximal ratio transmission among
cluttered relays, and then employed a hybrid caching strategy
based on LCD and MPC. In [21], Zhao et al. proposed a
fundamental framework to guarantee the the security for UAV
assisted hyper-dense networks via caching. However, although
the aforementioned works have studied the impact of caching
on wireless networks and security, there has been little research
on the impact of caching on the security of relay selection for
relaying networks.

B. Contribution
In this paper, we investigate the security of a multi-DF

relaying network in the presence of multiple eavesdroppers,
where each relay is equipped with a cache to assist the secure
transmission. We start with the critical question: “How cache
affects the secure communication of a multi-relay network?”.
To answer this question, we consider two cache status, where
the requested file is pre-stored or not in the relay. If the
relays have cached the file, then they can directly send it
to the destination; otherwise, the destination has to fetch the
file from the source through a dual-hop link. For the two
cases, we then select the best relay to assist data transmission,
based on the second-hop and dual-hop of the main relaying
links, respectively. Assuming a wiretap scenario of either
non-colluding or colluding eavesdroppers, we characterize
the network secrecy performance by deriving a closed-form
expression for the SOP as well as an asymptotic SOP in the
high regime of MER.

Another critical question is: “How to optimize the cache
placement for secure communication of a cache-aided multi-
relay network?”. To tackle this problem, we try to optimize
the cache placement among relays by minimizing the network
SOP. Since this optimization problem is integer-constraint, it
is in general hard to obtain an analytical solution. Thus, we
propose a stochastic sampling based cache learning (SacLe)
strategy based on file popularity, which can be implemented
in parallel. The proposed SacLe can achieve almost the optimal
secrecy performance, and it surpasses the traditional LCD and
MPC strategies. Simulations and numerical results are finally
demonstrated to confirm the presented analysis.

EM

D
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Main link
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Fig. 1. Cache-aided multi-DF relaying network with multiple eavesdroppers.

C. Structure

The remaining parts of this paper are organized as follows.
Section II presents the system model and describes the secure
data transmission along with the relay selection criterion.
Section III provides a closed-form expression of SOP and an
asymptotic formula, under the wiretap scenario of either non-
colluding or colluding eavesdroppers. Section IV studies the
cache placement optimization and proposes the SacLe strategy.
Numerical and simulation results are provided and discussed
in Section V, and we conclude this work in Section VI.

D. Notations

Let CN (0, σ2) be a random variable (RV) with zero mean
and variance σ2, subject to circularly symmetric complex
Gaussian. Let fX(·) and FX(·) denote the probability density
function (PDF) and cumulative density function (CDF) of
the RV X , respectively. The function, Γ(x), is the Gamma
function [30], and the operation Pr(·) returns probability.

II. SYSTEM MODEL

In Fig. 1, the system model of a cache-aided multi-relay
network is depicted in the presence of multiple eavesdroppers,
where the N DF relays1 {Rn|1 ≤ n ≤ N} assist the secure
data transmission from source S to legitimate destination D.
Each relay is equipped with a cache of a finite size C, and it
can pre-store a part of requested files from the S. There are
K files in total requested by the destination D, and the file
popularity follows by Zipf distribution [25]. For the k-th file,
its popularity is characterized by

µk =
k−η∑K

k1=1 k
−η
1

, (1)

1Compared with the AF and other relaying protocols, DF relaying protocol
does not amplify the received noise at the relays, and it can provide a better
reliability performance. Hence, we adopt the DF relaying protocol in this
paper.
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where η > 0 is the popularity factor. Note that a larger
value of η leads to a more concentrated popularity. If the
requested file falls in the cache of relays, then the relays
can directly send the file to D; otherwise, the destination D
has to fetch the file from the source S, through the two-hop
relaying links. It is assumed that there are M eavesdroppers
2 {Em|1 ≤ m ≤ M} in the network, which can be untrusted
users who can overhear confidential messages or files from
the source. An example of the confidential content is the video
files with some popularity profile [27], [28], [35]. By analyzing
the wiretapped video files, the eavesdroppers may obtain some
critical private information, such as video access history and
subscription details 3. Hence, it is crucial to safeguard the
transmission of confidential content in the physical-layer. Note
that multiple users can exist in the wireless networks, and
when some of users act as the eavesdroppers to overhear the
confidential messages, multiple eavesdroppers appear. More-
over, it is a general case to consider multiple eavesdroppers
in the networks, and the scenario of a single eavesdropper
can be viewed as a special case of multiple eavesdroppers,
by setting the number of eavesdroppers, M , to one. In this
paper, the direct link from the source to the destination D
does not exist due to the severe shadowing, while the direct
links from the source to eavesdroppers exist, and hence, the M
eavesdroppers can overhear the message from both the source
and relays [40]. This wiretap model can be viewed as a worse-
case eavesdropping scenario, which can serve as a reference
for scenarios without direct eavesdropping links. Moreover,
the N relays form a cluster, which has the same distance from
the other nodes in the network, and this assumption also holds
for the M eavesdroppers. In addition, each node has a single
antenna, due to size limitation.

Let Ωk denote a set of relays, which have cached the
requested k-th file, and gk = |Ωk| ∈ {0, · · · , N} is the
cardinality of Ωk. As the cache status affects the secure data
transmission process, next, we discuss the two cases where
the relays have cached the requested file or not.

A. gk ≥ 1

In this case, there is at least one relay which has pre-stored
the requested k-th file, and the gk relays can directly send the

2The estimate of the number of eavesdroppers in the networks depends
on the communication scenarios. In some scenarios where the eavesdroppers
are a part of the network, the eavesdroppers can be legitimate users in
other applications different from the current one. In this case, the channel
information of the eavesdroppers can be obtained, from which the system can
analyze and estimate the total number of eavesdroppers in the networks. The
examples of known number of eavesdroppers can be found in the literature,
such as the works [31]–[34]. Even in other scenarios where it is hard to
accurately estimate the number of eavesdroppers, the work in this paper can
still serve as an important reference for the secure communication of cache-
aided relaying networks.

3Note that the video access history and subscription details are not cached
in the relays. As described in the literature such as the works [36]–[39], the
file popularity can be estimated in advance in the networks, and hence it
can be viewed as prior information in the system. If the personal videos are
not frequently requested, i.e., the file popularity is low, the files may still
need to be cached when the transmission secrecy is very poor and becomes
the bottleneck of the network average security. In this case, the usage of
caching can help pre-store the files on the nodes nearby the desired users, and
provide some additional spatial secrecy diversity, through which the secrecy
performance is improved.

file to the destination D. Suppose that the n-th relay is selected
from Ωk to assist the data transmission. Then, the relay Rn

transmits the normalized signal xs with power P , while the
signals received at D and Em are,

yn,D =
√
PhRn,Dxs + nD, (2)

yn,Em =
√
PhRn,Emxs + nE , (3)

where hRn,D ∼ CN (0, β1) and hRn,Em ∼ CN (0, β2) are
the channel parameters of the Rn–D and Rn–Em links, re-
spectively. The terms nD ∼ CN (0, σ2) and nE ∼ CN (0, σ2)
are the additive white Gaussian noise (AWGN) at the D and
eavesdroppers, respectively. From (2) and (3), the received
SNRs at the D and Em are

SNRn,D = P̃ v1n, (4)

SNRn,Em = P̃ v2n,m, (5)

where P̃ = P
σ2 denotes the transmit SNR, and v1n = |hRn,D|2

and v2n,m = |hRn,Em |2 are the instantaneous channel gains
of the Rn–D and Rn–Em links, respectively.

According to the wiretap model, the M eavesdroppers
can work in a non-colluding way, if they cannot share the
received information among them. In this case, each eaves-
dropper decodes the message individually. In contrast, the
M eavesdroppers can work in a colluding way, if they can
share the received information among them. In this case,
the eavesdroppers can use maximal ratio combining (MRC)
to jointly decode the message, which represents the worse-
case eavesdropping scenario. This is the main reason that
we consider both the non-colluding and colluding wiretap
scenarios for the considered system. For M non-colluding and
colluding eavesdroppers, the equivalent SNRs are respectively
given by

SNRn,E = P̃ max(v2n,1, v2n,2, · · · , v2n,M ), (6)

and

SNRn,E = P̃ (v2n,1 + v2n,2 + · · ·+ v2n,M ). (7)

A secrecy outage event occurs when the difference in the
data rate between the main and eavesdropping links is below
a given secrecy data rate Rs, i.e.,

log2(1 + P̃ v1n)− log2(1 + SNRn,E) < Rs, (8)

which is equivalent to

1 + P̃ v1n
1 + SNRn,E

< γ1s, (9)

where γ1s = 2Rs is the secrecy SNR threshold with cache.
In practice, it is difficult to obtain the instantaneous chan-

nel gains of the eavesdropping links, especially when the
eavesdroppers are passive. In this work, we perform the relay
selection by using the main links only, and the best relay Rn∗

is chosen according to

n∗ = arg max
n∈Ωk

v1n. (10)

To implement the above relay selection, the relays belonging
to the set Ωk firstly send some pilot signals to the destination
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D, at the beginning of each transmission slot. Then, the
destination D can estimate the required channel gains v1n with
the help of pilot signals. Based on the estimated channel gains
v1n, the destination D performs the selection according to the
criterion in (10), and broadcasts the selection result through
some dedicated feedback links to the relays. In this way, the
relay selection process is completed.

B. gk = 0

In this case, none of the relays has cached the requested k-th
file, and the conventional dual-hop relaying is used for secure
data transmission, assisted by N fixed-DF relays. Suppose that
the n-th relay is chosen among N ones for data transmission.
Let the transmit power at the source S be equal to P , and
let hS,Rn ∼ CN (0, α) and hS,Em ∼ CN (0, ε) be the channel
parameters of the S–Rn and S–Em links, respectively. We
use un = |hS,Rn |2 and wm = |hS,Em |2 to denote the
instantaneous channel gains of the S–Rn and S–Em links,
respectively. When the M eavesdroppers are non-colluding,
the secrecy outage event occurs if the data rate difference
between the main and eavesdropping links is below Rs, [12],
[41]

1

2
log2[1 + P̃ min(un, v1n)]

− 1

2
log2[1 + P̃ max

1≤m≤M
(v2n,m + wm)] < Rs, (11)

where the factor 1
2 comes from the two-phase transmission.

From (11), it holds that

1 + P̃ min(un, v1n)

1 + P̃ max1≤m≤M (v2n,m + wm)
< γ2s, (12)

where γ2s = 22Rs is the secrecy SNR threshold without cache.
When the M eavesdroppers are colluding, the secrecy

outage event occurs when the following equation holds, [12],
[41]

1

2
log2[1 + P̃ min(un, v1n)]

− 1

2
log2

[
1 + P̃

M∑
m=1

(
v2n,m + wm

)]
< Rs, (13)

which is equivalent to

1 + P̃ min(un, v1n)

1 + P̃
∑M

m=1(v2n,m + wm)
< γ2s. (14)

Using (11)-(14), we can perform relay selection according
to the conventional max-min criterion,

n∗ = arg max
1≤n≤N

min(un, v1n), (15)

which depends only on the dual-hop channels of the main
links. To implement the above relay selection, the source S
firstly sends some pilot signals to the destination D through the
help of relays, at the beginning of each transmission slot. Then,
the destination D can estimate the required channel gains un

and v1n with the help of pilot signals. Based on the estimated
channel gains un and v1n, the destination D performs the

selection according to the criterion in (15), and broadcasts the
selection result through some dedicated feedback links to the
relays and the source. In this way, the relay selection process
is completed.

III. SECRECY OUTAGE PROBABILITY

In this section, we analyze the network secrecy performance
with either non-colluding or colluding eavesdroppers, by de-
riving a closed-form expression for the SOP as well as an
asymptotic expression in the high MER region. Let pr(gk)
denote the secrecy outage probability of transmitting the k-th
file, which has been cached by the gk relays. The network
average SOP Pout for the total number of K files is

Pout =
K∑

k=1

µkpr(gk). (16)

According to the Zipf distribution in (1), the file popularity
decreases with the file index k. Thus, only the first K1(1 ≤
K1 ≤ K) files can be cached at the relays, while the residual
(K −K1) files cannot. Then, it holds that

Pout =

K1∑
k=1

µkpr(gk) +

K∑
k=K1+1

µkpr(0). (17)

Next, we derive closed-form and asymptotic expressions for
the pr(gk) in the cases of non-colluding and colluding eaves-
droppers.

A. Non-colluding eavesdroppers

In the following theorem, we first provide a closed-form
expression for pr(gk) in the two cases: gk ≥ 1 and gk = 0,

Theorem 1: A closed-form expression for pr(gk) in the
case of non-colluding eavesdroppers is shown in (18), where
λ = β1

β2
denotes the MER, and

b1 =
γ1s − 1

P̃
, b2 =

γ2s − 1

P̃
,

τm1m2 =

(
M

m1

)(
m1

m2

)
(−1)m2−1εm2βm1−m2

2

(ε− β2)m1
.

. (19)

Proof : See Appendix A.
By using the results of Theorem 1 into (17), we obtain a

closed-form expression for the SOP of the cache-aided multi-
DF relaying network with non-colluding eavesdroppers, as
shown in (20). Note that (20) is composed of elementary
functions only, and hence it is easily to be evaluated.

Next, we extend the previous analysis to provide an asymp-
totic expression for Pout in the high MER, in order to
obtain more insights on the system design. We first study
the asymptotic expression of pr(gk). Specifically, the CDF of
v1n, Fv1n(x), can be asymptotically given by x

β1
by using the

approximation of e−x ≃ 1− x [30]. Then, from the theory of
order statistics [42], the CDF of v1n∗ has the form of ( x

β1
)gk

with gk ≥ 1. Accordingly, the asymptotic pr(gk) should be of
the order of gk with respect to 1

λ , when gk ≥ 1, as there are
gk cache-aided relays which can assist the second-hop secure
transmission. Similar analysis can be applied to the case of
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pr(gk) =



M∑
m=1

gk∑
n=0

(
M

m

)(
gk
n

)
(−1)m+n−1e−

nb1
β1

(
1 +

nγ1s
mλ

)−1

, If gk ≥ 1,

N∑
n=0

M∑
m1=0

m1∑
m2=0

(
N

n

)
(−1)n

(m1 −m2

β2
+

m2

ε

)
τm1m2e

−( 1
α+ 1

β1
)nb2

[m1 −m2

β2
+

m2

ε

+nγ2s
( 1
α
+

1

β1

)]−1

, If gk = 0.

. (18)

Pout =

K1∑
k=1

M∑
m=1

gk∑
n=0

(
M

m

)(
gk
n

)
(−1)m+n−1µke

−nb1
β1

(
1 +

nγ1s
mλ

)−1

+

N∑
n=0

M∑
m1=0

m1∑
m2=0

(
N

n

)
(−1)n

×
(m1 −m2

β2
+

m2

ε

)
τm1m2e

−( 1
α+ 1

β1
)nb2

[m1 −m2

β2
+

m2

ε
+ nγ2s

( 1
α
+

1

β1

)]−1( K∑
k=K1+1

µk

)
. (20)

gk = 0. The specific expression of the asymptotic pr(gk) is
given by the following theorem,

Theorem 2: An asymptotic expression for pr(gk) in the
case of non-colluding eavesdroppers is

pr(gk) ≃


(γ1s
λ

)gkζ1k, If gk ≥ 1,

γN
2s

λN
ζ2, If gk = 0.

, (21)

with 

ζ1k = gk!
M∑

m=1

(
M

m

)
(−1)m−1m−gk ,

ζ2 =
(
1 +

β1

α

)N
N !

( M∑
m1=0

m1∑
m2=0

τm1m2

×
[
m1 + (

β2

ε
− 1)m2

]−N
)
.

. (22)

Proof : See Appendix B.
By using the results of Theorem 2 into (17), we obtain an

asymptotic expression for Pout for the cache-aided multi-DF-
relay network in the presence of non-colluding eavesdroppers,
as follows:

Pout ≃
K1∑
k=1

µkζ1k
(γ1s
λ

)gk +
γN
2s

λN
ζ2

( K∑
k=K1+1

µk

)
. (23)

From (23), we can conclude the following insights for the
system design:

Remark 1: From (21): When the relays have cached the
requested k-th file, the secrecy diversity order of transmitting
this file is equal to gk, as the relay selection in (10) can exploit
the gk relays for secure data transmission.

Remark 2: From (21): When none of the relays has cached
the requested k-th file, the secrecy diversity order is equal
to N , indicating that in dual-hop relaying process, all of the
relays can be fully exploited for the secure data transmission.

Remark 3: As ζ1k and ζ2 increase with M , the secrecy
performance degrades with the increasing number of eaves-
droppers.

Remark 4: From Remarks 1-3, we conclude that the se-
crecy diversity order of transmitting the K files is equal to
min(g1, g2, · · · , gK1). This indicates that the minimum gk
among K1 ones leads to the worst SOP, which becomes the
bottleneck of the whole network secrecy performance.

Remark 5: The MPC strategy approaches to the optimal
caching strategy in the high MER region, as the secrecy
diversity order becomes the main factor that regulates the
network secrecy performance.

B. Colluding eavesdroppers

Theorem 3: A closed-form expression for pr(gk) in the
case of colluding eavesdroppers is shown in (24), with

J(n, x) =
[
1 + (

x

α
+

x

β1
)nγ2s

]−M
. (25)

Proof : See Appendix C.
By applying the results of Theorem 3 into (17), we can

obtain a closed-form expression on the network SOP for the
case of colluding eavesdroppers, as shown in (26), which
consists of elementary functions only, and hence we can easily
evaluate the network SOP performance.

Next, we provide an asymptotic formula for Pout of the
cache-aided multi-DF-relay network in the presence of collud-
ing eavesdroppers. The asymptotic expression of pr(gk) with
colluding eavesdroppers is given in the following theorem,

Theorem 4: A closed-form expression of pr(gk) with col-
luding eavesdroppers is

pr(gk) ≃


(γ1s
λ

)gkζ3k, If gk ≥ 1,

γN
2s

λN
ζ4, If gk = 0.

, (27)
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pr(gk) =



gk∑
n=0

(
gk
n

)
(−1)ne−

nb1
β1

(
1 +

nγ1s
λ

)−M

, If gk ≥ 1,

N∑
n=0

(
N

n

)
(−1)ne−( 1

α+ 1
β1

)nb2J(n, ε)J(n, β2). If gk = 0.

. (24)

Pout =

K1∑
k=1

gk∑
n=0

(
gk
n

)
(−1)nµke

−nb1
β1

(
1 +

nγ1s
λ

)−M

+
N∑

n=0

(
N

n

)
(−1)ne−( 1

α+ 1
β1

)nb2

× J(n, ε)J(n, β2)
( K∑

k=K1+1

µk

)
. (26)

with

ζ3k =
(M − 1 + gk)!

Γ(M)
,

ζ4 =
(
1 +

β1

α

)N N∑
n=0

(M + n− 1)!(M +N − n+ 1)!

Γ(M)Γ(M)

×
(
N

n

)( ε

β2

)n
.

.

(28)

Proof : See Appendix D.
By applying the results of Theorem 4 into (17), we obtain

an asymptotic expression of Pout for the cache-aided multi-
DF-relay network in the presence of colluding eavesdroppers,
as follow,

Pout ≃
K1∑
k=1

µkζ3k
(γ1s
λ

)gk +
γN
2s

λN
ζ4

( K∑
k=K1+1

µk

)
. (29)

From (29), we can obtain the following insights on the system:
Remark 6: From (27), we can find that the secrecy diversity

order of transmitting the k-th file is gk, when there are gk
relays which have cached the requested file. In addition, from
(27), we see that the secrecy diversity order of transmitting
the k-th file becomes N , when none of the relays has cached
the file.

Remark 7: From Remark 5, we conclude that the average
secrecy diversity order of transmitting the total K files is
equivalent to min(g1, g2, · · · , gK1). This indicates that the
minimum gk among K1 ones leads to the worst SOP and
hence becomes the bottleneck of the whole network secrecy
performance.

Remark 8: The MPC strategy will converge to the optimal
cache placement which achieves the secrecy diversity order of
N , in the high MER regime.

Remark 9: As ζ3k and ζ4 become larger with increasing M ,
we conclude that the network secrecy performance deteriorates
with more eavesdroppers. Moreover, as ζ3k ≥ ζ1k and ζ4 ≥ ζ2
hold, the secrecy performance with colluding eavesdroppers
is worse than that with non-colluding eavesdroppers. This is
because that the cooperation among eavesdroppers can help
strengthen the eavesdropping links.

IV. CACHE PLACEMENT OPTIMIZATION

As the caching parameters {gk|1 ≤ k ≤ K} have a
significant impact on the network secrecy performance, next,
we investigate the cache placement strategy for the considered
system. For the non-colluding or colluding eavesdroppers, we
optimize the cache placement by minimizing Pout in (16) as,

min
{gk|1≤k≤K}

K∑
k=1

µkpr(gk), (30)

s.t. gk ∈ {0, · · · , N}, ∀k ∈ {1,K}, (31)

K∑
k=1

gk ≤ NC. (32)

From the above two equations, we can find that the cache
placement depends on both the file popularity and the average
channel gains of the network links. Specifically, the most
popular file has the largest probability to be cached at all
relays, since its secrecy outage event imposes the most severe
impact on the network secrecy outage probability. Moreover,
the most popular file should be cached at the relay with the
lowest SOP, when the relays have different SOPs of the secure
transmission. In further, the average channel gain of the Rn–
D link plays a more important role in optimizing the cache
placement than that of the S–Rn link, since the former affects
the SOP pr(gk) with all values of gk, while the latter affects
the SOP pr(0) only.

Since the optimization problem in (30) is an integer-
constraint one, it is in general hard to obtain an analytical solu-
tion for gk. We can use some efficient software packages, such
as Lingo, to solve this integer-constraint optimization problem
[26], [43]. However, this is a brute-force (BF) solution, and
requires exponential computational complexity with respect to
N and K, which imposes a large implementation latency, in
practice.

In order to reduce the implementation latency, we propose
a stochastic sampling based cache learning (SacLe) method to
solve the cache placement optimization problem in (30), which
can be implemented in parallel. In this method, L stochastic
seeds are generated, where each of them is an implementation
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of the caching sequence [g1, g2, · · · , gK ]. Next, we discuss
how to randomly generate a seed of [g1, g2, · · · , gK ]. By
considering that the popularity of the (k+1)-th file is smaller
than that of the k-th file, the (k + 1)-th file should have a
lower priority to be cached, i.e., gk+1 ≤ gk. For a given gk,
the value of gk+1 can be computed as

gk+1 = gk − ρk, (33)

where ρk is an integer, and it is randomly distributed in the
range of [0, gk−1]. Let Pr(ρk = n) denotes the probability that
ρk is equal to n, where n ∈ {0, · · · , gk − 1}. The probability
Pr(ρk = n) depends on the ratio of the file popularity between
the (k + 1)-th and k-th files, given by

µk+1

µk
=

kη

(k + 1)η
=

(
1− 1

k + 1

)η

. (34)

The popularity ratio µk+1

µk
approaches to 1 for a small η or a

large k. In this case, the (k + 1)-th file has almost the same
popularity with the k-th file, and it should be cached with the
same priority with the k-th file. Hence, the popularity ratio
can reflect the probability that gk+1 is equal to gk, and we
have

Pr(ρk = 0) =
(
1− 1

k + 1

)η

. (35)

We now compute Pr(ρk = n) for n = 1, · · · , gk − 1. As
ρk = n means that there exist n relays which have cached the
k-th files, while have not cached the (k + 1)-th file. In other
words, n relays have changed the cache status. Considering
that the cache status at the relays is independent of each other,
we can set Pr(ρk = n) for n = 1, · · · , gk − 1 as

Pr(ρk = n) = qn, (36)

in which the variable q ∈ {0, 1} should be subject to

q + q2 + · · ·+ qgk−1 = 1−
(
1− 1

k + 1

)η

, (37)

where q can be efficiently solved by some numerical methods.
After collecting the probabilities Pr(ρk = n) for n ∈
{0, · · · , gk − 1}, we can recursively generate a sequence of
[g1, g2, · · · , gK ] at random, which constitutes a sampled seed.
After generating the L seeds, we can choose the best seed,
which has the minimum SOP among the L seeds. The pro-
posed SacLe strategy improves with a larger number of L, and
it can achieve the optimal performance as long as L is large
enough. Note that as the SacLe strategy can be implemented
in parallel, increasing the number of seeds L will not lead
to a larger latency. The details about the convergence and the
implementation of such stochastic learning-based methods can
be found in the literature, such as [44].

Algorithm 1 summarizes the process of the proposed SacLe
strategy. After the input of the system parameters in line 1
and then calculating the probabilities Pr(ρk = n) in line 2,
line 3-13 generate the L seeds at random according to the
probabilities Pr(ρk = n). Specifically, we firstly randomly
chooses an integer from {1, · · · , N} for g1, as shown in line
4, and then recursively compute gk+1 based on gk. If gk > 1
holds, we randomly generate ρk, and compute gk+1, as shown
in line 6-8; otherwise, gk+1 is set to the minimum between

Algorithm 1: Proposed SacLe strategy
1: Input the parameters K,N,C, η and L.
2: Calculate the probabilities of Pr(ρk = n) for k ∈

{0, · · · , NC} and n ∈ {0, · · · , gk − 1}.
3: for Seed=1 : L do
4: g1 is randomly chosen from {1, · · · , N}.
5: for k = 1 : K do
6: if (gk > 1) then
7: Randomly generate an integer ρk according to

Pr(ρk = n).
8: gk+1 = gk − ρk.
9: else

10: gk+1 = min(gk, NC −
∑k

k1=1 gk1).
11: end if
12: end for
13: end for
14: Compute Pout of the L seeds.
15: Find the best seed among L ones which has the minimum

Pout.

gk and the residual cache space NC −
∑k

k1=1 gk1 , as shown
in line 9-10. After collecting these L seeds, we compute
the associated Pout in line 14, and then find the best seed
which has the minimum Pout among L ones in line 15. Note
that the seed generation in line 3-13 and the associated SOP
computation in line 14 can be implemented in parallel, which
reduces the implementation latency substantially.

V. SIMULATIONS AND DISCUSSION

In this section, we provide simulation and numerical results
to confirm the proposed analysis. All links in the network are
subject to Rayleigh fading, with path loss factor of 3 [45]. The
distance from S to D is normalized to unity, and the relays are
assumed to be between. Let d stand for the distance between
the relays and D, so that α = (1 − d)−3 and β1 = d−3.
From β1 and a given MER λ, β2 is given by β1

λ . The average
eavesdropping channel gain of the direct links is set to half of
that of the relaying links, i.e., ε = 0.5β2. The secrecy data rate
is targeted to 0.5 bps/Hz, so that the associated secrecy SNR
thresholds γ1s and γ2s are 1.41 and 2, respectively. There
are totally 50 files to be transmitted from the source to the
destination, and each relay can pre-store 5 files at most, so
that K = 50 and C = 5.

Fig. 2 depicts the effect of the number of seeds L on the
simulated SOP of the proposed SacLe strategy, where M = 4,
N = 5, d = 0.4, P̃ = 25dB and λ = 20dB. The file popularity
factor η varies from 0.5 to 2, where η = 0.5 represents a
relatively flat file popularity, while η = 2 is a sharp file
popularity. Specifically. Fig. 2 (a) and (b) are associated with
the non-colluding and colluding eavesdroppers, respectively.
As a benchmark, the secrecy performance of the BF caching
strategy is also plotted, which is obtained through the Lingo
software [26]. From this figure, we can conclude that for
various values of the popularity factor η, with either non-
colluding or colluding eavesdroppers, the secrecy performance
of the SacLe becomes better with an increase in the number of
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Fig. 2. Effect of the number of seeds on the secrecy outage probability for
the proposed SacLe strategy.

seeds, and it converges to the optimal SOP of the BF strategy.
Moreover, when L is sufficiently large, the SacLe can achieve
the same SOP performance as the BF strategy. Specifically, to
achieve the BF performance, when the eavesdroppers are non-
colluding, η can be set to 20, 25, 35, 60 and 75, respectively;
when the eavesdroppers are colluding, η can be set to 20, 35,
65 and 90, respectively. As the SacLe can be implemented in
parallel, increasing the value of L will not impose a larger
latency. Hence, next, we can set L to a sufficiently large value
to obtain the optimal secrecy performance.

Fig. 3 demonstrates the closed-form and simulated SOP of
the proposed SacLe, LCD, MPC and BF caching strategies
versus the transmit SNR P̃ , where M = 4, N = 5, λ = 25dB
and η = 1.5. The value of d is set to 0.3 or 0.4, and the
transmit SNR P̃ varies from 0dB to 30dB. Fig. 3 (a) and (b)
correspond to the non-colluding and colluding eavesdroppers,
respectively. We can observe from Fig. 3 that for all caching
strategies with various values of P̃ and d, the closed-form
SOP matches well with the simulated result, which validates
the accuracy of the derived closed-form expressions for Pout

in (20) and (26). Moreover, SOP improves with an increase
in the value of P̃ , as a larger transmit SNR can assist the
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Fig. 3. Secrecy outage probability of several caching strategies versus the
transmit SNR.

data transmission. However, the improvement is saturated in
the high region of the transmit SNR, as the MER becomes the
bottleneck of the network security. Furthermore, the SacLe can
achieve almost the same secrecy performance as the BF, and
it outperforms the MPC and LCD strategies. Also, the MPC
is even worse than the LCD when the eavesdroppers are non-
colluding with d = 0.3. This is because that in this situation,
the first relaying link is quite weak, and hence, the caching
gain becomes more important than the signal cooperation gain
in the network secrecy performance.

Fig. 4 illustrates the impact of MER λ on the closed-form,
asymptotic and simulated SOP results of the several caching
strategies, where P̃ = 35dB, η = 1.5, d = 0.4, M = 4
and the relay number N is set to 1, 3 and 5. Specifically,
Fig. 4 (a) and (b) are associated with the non-colluding and
colluding eavesdroppers, respectively. We can observe from
Fig. 4 that for either non-colluding or colluding eavesdroppers
with various values of N , the closed-form SOP fits well with
the simulation one in the entire MER region, and when the
MER is high, the asymptotic SOP converges to the exact
value, which validates the derived closed-form and asymp-
totic SOP expressions. Moreover, the SacLe outperforms the
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Fig. 4. Secrecy outage probability of several cache placement strategies
versus the MER, with different values of N .

traditional MPC and LCD, and it achieves the optimal secrecy
performance of the BF. In the high MER region, the MPC
can achieve the near-optimal secrecy performance. In further,
the SacLe, BF and MPC improve rapidly with the number
of relays in the high MER regime, and the associated curve
slope is in parallel with N , which indicates that the system
full secrecy diversity order is obtained by the three caching
strategies. In contrast, although the secrecy performance of the
LCD becomes better with an increase in the number of relays,
the curve slope remains unchanged with N , as the LCD can
only achieve the secrecy diversity order of unity, irrespective
of the number of relays. Furthermore, by comparing the results
in Fig. 4 (a) and (b), we can conclude that secrecy performance
becomes worse when the eavesdroppers are colluding, as the
cooperation between the eavesdroppers helps strengthen the
eavesdropping links.

Fig. 5 shows the effect of the file popularity factor η on the
secrecy outage probabilities of the several caching strategies,
when M = 4, N = 5, P̃ = 25dB and λ = 20dB. The
value of d is set to 0.3 or 0.4, and the popularity factor η
varies from 0.5 to 2.5, where 0.5 and 2.5 correspond to the
relatively flat and quite concentrated popularity, respectively.
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Fig. 5. Effect of the file popularity factor on the secrecy outage probability
for several caching strategies and the secure transmission without cache.

Fig. 5 (a) and (b) are associated with the non-colluding
and colluding eavesdroppers, respectively. To demonstrate the
benefits of cache, we also provide the simulated secrecy outage
probability of the secure transmission without cache in Fig. 5.
As observed from Fig. 5, we can find that for either non-
colluding or colluding eavesdroppers with various values of
popularity factor, the performance of the secure transmission
without cache is much worse than those of the SacLe, BF
and MPC, which verifies the benefits of cache on the network
security. When the popularity factor increases, the secrecy
performances of the SacLe, BF and MPC improve profoundly,
as a larger η leads to a higher popularity that the files are
transmitted with an increasing secrecy diversity order. In con-
trast, the popularity factor has a less significant impact on the
secrecy performance of LCD, as the secrecy diversity order of
LCD is limited by unity. Moreover, the secrecy performances
of all the caching strategies improve with a larger value of d,
as the first-hop relaying links have been improved with d. In
particular, when the value of d is equal to 0.3, MPC is even
worse than LCD in some cases. This is because that the first-
hop relaying links are not reliable when d = 0.3, and the signal
cooperation gain from the MPC does not play an important
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Fig. 6. Impact of cache size on the secrecy outage probability for several
caching strategies.

role in the secure data transmission. In further, the secrecy
performance in Fig. 5 (b) is much worse than that in Fig. 5 (a),
since the cooperation among the colluding eavesdroppers can
help strengthen the eavesdropping links. Finally, the closed-
form SOP results are in good agreement with the simulation
ones, for various values of η and d, which further validates
the derived closed-form expressions for the network average
secrecy outage probability.

Fig. 6 shows the impact of the cache size C on the secrecy
outage probabilities of the several caching strategies, when
M = 4, N = 5, P̃ = 25dB, λ = 20dB and η = 1.5. The
value of d is set to 0.3 or 0.4, and cache size C varies from
1 to 10. Fig. 6 (a) and (b) correspond to the non-colluding
and colluding eavesdroppers, respectively. We can observe
from Fig. 6 that for various values of C and d, the proposed
SacLe can achieve the optimal performance of the BF strategy,
and it outperforms the MPC and LCD strategies profoundly.
Moreover, the secrecy outage probabilities of the SacLe, BF
and MPC become much better with the increasing value of C,
as larger cache size can help files pre-stored at more relays
which can be exploited by the associated caching strategies.
In further, the closed-form SOP results match well with the

simulation ones, for various values of C and d, which validates
the derived closed-form expressions for the network average
secrecy outage probability.

VI. CONCLUSIONS

This paper investigated the communication security of a
cache-aided multi-DF-relay network, where multiple eaves-
droppers overheard the confidential message from both the
source and relays. If the requested file was in the relay
cache, then the relays directly send the file to the destination;
otherwise, dual-hop secure data transmission was used. For
the two cache status, relay selection was performed, based
on the main channel parameters of the second-hop and dual-
hop relaying links, respectively. We here analyzed the network
security under the wiretap scenario of either non-colluding
or colluding eavesdroppers, by providing closed-form and
asymptotic expressions for the average SOP. To minimize the
network SOP, we further optimize the cache placement by
proposing the SacLe strategy, which can be implemented in
parallel. Simulation and numerical results were demonstrated
to confirm the proposed analysis. In particular, the caching s-
trategy had a significant impact on the network secrecy perfor-
mance through affecting the caching diversity gain and signal
cooperation gain at the relays. Moreover, the proposed SacLe
strategy outperformed the conventional MPC and LCD ones,
and it was able to achieve the optimal performance obtained
by the BF algorithm. In future works, we will further exploit
the impact of the file popularity and average channels gains
of the network links on the cache placement optimization, in
order to develop some more efficient caching strategies for
the considered system. Moreover, some intelligent techniques
[46]–[48] such as the deep learning based algorithms will be
utilized to optimize the considered system, in order to further
enhance the network secrecy performance.

APPENDIX A
PROOF OF THEOREM 1

According to (9) and (10), we first write pr(gk) with gk ≥ 1
as

pr(gk) = Pr
(1 + P̃ v1n∗

1 + P̃ v2n∗
< γ1s

)
, (A.1)

where v1n∗ = maxn∈Ωk
v1n and v2n∗ = max1≤m≤M v2n∗,m.

By applying the PDF of v1n, fv1n(x) = 1
β1
e−

x
β1 , we obtain

the CDF of v1n∗ as,

Fv1n∗ (x) =
(
1− e

−x
β1

)gk =

gk∑
n=0

(
gk
n

)
(−1)ne

−nx
β1 . (A.2)

Then, pr(gk) with gk ≥ 1 can be re-written as

pr(gk) =

gk∑
n=0

(
gk
n

)
(−1)n

∫ ∞

0

fv2n∗ (x)e
−n(γ1sx+b1)

β1 dx,

(A.3)

where b1 is given in (19) and the PDF of v2n∗ is given by
[45]

fv2n∗ (x) =

M∑
m=1

(
M

m

)
(−1)m−1 m

β2
e−

mx
β2 . (A.4)



0090-6778 (c) 2019 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TCOMM.2019.2935047, IEEE
Transactions on Communications

11

By applying (A.4) into (A.3), and then tackling the resultant
integral, we can get a closed-form expression for pr(gk) with
gk ≥ 1, when the eavesdroppers are non-colluding, as shown
in (18).

We now extend to deduce a closed-form expression for
pr(gk) with gk = 0, i.e., pr(0). From (12) and (15), we can
write pr(0) as

pr(0) = Pr
( 1 + P̃ min(un∗ , v1n∗)

1 + P̃ max1≤m≤M (v2n∗,m + wm)
< γ2s

)
,

(A.5)

which is re-expressed as

pr(0) = Pr
(1 + P̃Z1

1 + P̃Z2

< γ2s

)
, (A.6)

with Z1 = min(un∗ , v1n∗) and Z2 = max1≤m≤M (v2n∗,m +
wm). The CDF of Z1 is given by [45],

FZ1
(x) =

N∑
n=0

(
N

n

)
(−1)ne−( 1

α+ 1
β1

)nx. (A.7)

Then pr(0) in (A.6) is written as

pr(0) =
N∑

n=0

(
N

n

)
(−1)n

∫ ∞

0

e−( 1
α+ 1

β1
)n(γ2sz+b2)fZ2(z)dz,

(A.8)

where b2 is defined in (19). To solve this integral, we need to
derive the PDF of Z2. Let Z2m = wm+v2n∗,m, and the CDF
of Z2m is written as

FZ2m(z) =

∫ z

0

∫ z−v

0

fv2n∗,m
(v)fwm(w)dwdv, (A.9)

= 1− ε

ε− β2
e−

z
ε +

β2

ε− β2
e−

z
β2 , (A.10)

where the PDFs of fv2n∗,m
(v) = 1

β2
e−

v
β2 and fwm(w) =

1
εe

−w
ε are applied in the last equality. Based on FZ2m(z), we

can obtain the PDF of Z2 as

fZ2(z) =
d

dz

(
FM
Z2m

(z)
)

(A.11)

=

M∑
m1=0

m1∑
m2=0

(m1 −m2

β2
+

m2

ε

)
τm1m2e

−(
m1−m2

β2
+

m2
ε )z.

(A.12)

By applying (A.12) into (A.8), and then tackling the resultant
integral, we can get a closed-form expression for pr(0), as
shown in (18). Hence, Theorem 1 is proven.

APPENDIX B
PROOF OF THEOREM 2

We first derive an asymptotic expression for pr(gk), with
gk ≥ 1. When the transmit SNR P̃ is large, pr(gk) with gk ≥ 1
in (A.1) can be approximated as

pr(gk) ≃ Pr(v1n∗ < γ1sv2n∗). (B.1)

By using the exponential approximation, e−x ≃ 1− x, where
|x| is small [30], the CDF of v1n∗ is asymptotically given by

Fv1n∗ (x) ≃
( x

β1

)gk . (B.2)

By applying (B.2) into (B.1) and then tackling the resultant
integral, we get an asymptotic formula for pr(gk) with gk ≥ 1
as

pr(gk) ≃
∫ ∞

0

(γ1sv
β1

)gkf2n∗(v)dv. (B.3)

By solving the integral in (B.3), we can obtain a closed-form
expression for pr(gk) with gk ≥ 1.

We then derive an asymptotic expression of pr(0). From
(A.6), the asymptotic pr(0) is given by

pr(0) ≃ Pr(Z1 < γ2sZ2). (B.4)

By employing the asymptotic result, e−x ≃ 1 − x, the CDF
of Z1 is asymptotically given by

FZ1(x) ≃
( 1
α
+

1

β1

)N
xN . (B.5)

Then, the asymptotic pr(0) is given by

pr(0) ≃
( 1
α
+

1

β1

)N
γN
2s

∫ ∞

0

Z2
NfZ2(Z2)dZ2. (B.6)

By solving the integral in the above equation, we can get a
closed-form expression in (21), and Theorem 2 is proven.

APPENDIX C
PROOF OF THEOREM 3

We first derive a closed-form expression for pr(gk), when
gk ≥ 1. For the M colluding eavesdroppers, v2n∗ in (A.1)
becomes equivalent to v2n∗,1 + v2n∗,2 + · · ·+ v2n∗,M , and its
PDF is given by [45]

fv2n∗ (x) =
xM−1

Γ(M)βM
2

e−
x
β2 . (C.1)

By applying (C.1) into (A.3), and then solving the required
integral, we can obtain (24).

We then compute pr(0) with colluding eavesdroppers. In
this case, Z2 in (A.6) becomes

Z2 =
M∑

m=1

(wm + v2n∗,m) =
M∑

m=1

wm︸ ︷︷ ︸
Z21

+
M∑

m=1

v2n∗,m︸ ︷︷ ︸
Z22

. (C.2)

The PDFs of Z21 and Z22 are

fZ21(z) =
zM−1

Γ(M)εM
e−

z
ε , (C.3)

fZ22(z) =
zM−1

Γ(M)βM
2

e−
z
β2 . (C.4)

From (C.3) and (C.4), we can rewrite pr(0) in (A.8) as

pr(0) =

N∑
n=0

(
N

n

)
(−1)n

∫ ∞

0

∫ ∞

0

e−( 1
α+ 1

β1
)n[γ2s(z21+z22)+b2]

× fZ21(z21)fZ22(z22)dz21dz22. (C.5)

By solving the above integral, we can obtain a closed-form
expression for pr(0) in (24), and Theorem 3 is proven.
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APPENDIX D
PROOF OF THEOREM 4

We first derive the asymptotic expression of pr(gk), for
gk ≥ 1. By using the PDF of v2n∗ in (C.1) into (B.3) and
then tackling the resultant integral, we get (27).

We then derive the asymptotic expression of pr(0). As
shown in (B.6), we need to evaluate∫ ∞

0

Z2
NfZ2(Z2)dZ2, (D.1)

where Z2 = Z21 + Z22 for the colluding eavesdroppers. The
form ZN

2 is expanded as

ZN
2 = (Z21 + Z22)

N =
N∑

n=0

(
N

n

)
Zn
21Z

N−n
22 . (D.2)

From (D.2), we can derive an asymptotic formula for pr(0)
as

pr(0) ≃
( 1

α
+

1

β1

)N

γN
2s

N∑
n=0

(
N

n

)∫ ∞

0

∫ ∞

0

Zn
21Z

N−n
22

× fZ21(Z21)fZ22(Z22)dZ21dZ22. (D.3)

By solving the integral in the above equation, we can obtain
(27), and Theorem 4 is proven.
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