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Abstract—We investigate physical layer security of a down-
link cooperative non-orthogonal multiple access system with an
untrusted relay. A friendly jammer (FJ) is employed in order
to improve the secrecy sum rate. Aiming at maximizing the
secrecy sum rate by optimizing the power allocation at both
the source and the FJ, an optimization problem is formulated
and solved iteratively by using alternating optimization method.
Specifically, the problem is decoupled into two sub-problems,
each of which is optimally solved. Moreover, the secrecy sum rate
of the proposed system with imperfect channel state information
is studied. Finally, simulation results validate the effectiveness of
the proposed FJ based schemes.

Index Terms—Cooperative non-orthogonal multiple access,
untrusted relay, friendly jammer, power allocation.

I. INTRODUCTION

Non-orthogonal multiple access (NOMA) is a competi-
tive candidate for the beyond fifth generation (B5G) mobile
communication systems, since compared to orthogonal mul-
tiple access (OMA) it can enhance spectral efficiency and
provide massive connectivity [1]. Applying the cooperative
transmission in NOMA systems is able to improve the network
reliability and extend the wireless coverage. Particularly, two
types of cooperative NOMA (C-NOMA) schemes are usually
operated. In the first type, the stronger user, which also acts
as a relay, assists the communication of the weaker user,
while in the second type, a dedicated relay assists the NOMA
users which do not have direct communication links with
the source. C-NOMA has been combined with many oth-
er wireless technologies, e.g., multiple-input multiple-output,
cognitive radio networks, physical layer network coding and
unmanned aerial vehicles networks, etc. The major challenges
and future research trends of C-NOMA systems have been
highlighted in [2].
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The physical layer security (PLS) of wireless communi-
cation systems has attracted significant research interests in
recent years, e.g., [3], [4]. Usually, two scenarios for PLS
are investigated in C-NOMA networks. In the first scenario,
a passive eavesdropper degrades the confidential communica-
tion, while the utilized relay is untrsuted in the other scenario.
Both the above scenarios were investigated in [5], where
beamforming schemes and cooperative jamming schemes were
proposed to mitigate the impacts of the passive eavesdropper
and the untrusted relay, respectively. A system model con-
sisting of four half-duplex and single-antenna nodes, i.e., a
source, a trusted relay and two NOMA users in the presence
of an eavesdropper was investigated in [6]–[8], assuming that
the direct links are blocked. More specifically, the analytical
expressions of secrecy outage probability and secrecy capacity
were derived for both amplify-and-forward (AF) and decode-
and-forward (DF) techniques [6]. A secure transmission pro-
tocol consisting of two phases was proposed in [7], where the
source transmits a NOMA signal to the relay and the stronger
user during the first phase, while in the second phase, the relay
forwards the decoded signal to the weaker user and the source
retransmits the signal for the stronger user as interference to
prevent the eavesdropping. In [8], the authors proposed a new
C-NOMA scheme in which the source is actively to jam the
eavesdropper when the relay is forwarding information to the
users. The scenario of utilizing an untrusted relay to serve
the NOMA users was investigated in [9]–[11]. In more detail,
a scheduling scheme was proposed to select one of the near
users, in order to jam the untrusted relay [9]. Considering
a similar system model, exact and asymptotic expressions for
the effective secrecy throughput were derived for Nakagami-m
fading channels in [10]. In [11], cooperative jamming schemes
were proposed to achieve the positive ergodic secrecy sum
rate lower bound for both downlink and uplink C-NOMA
systems with an untrusted relay. Moreover, the PLS of C-
NOMA systems applying some other technologies have been
widely investigated, e.g., multiple-relay selection [12]–[14],
multiple antenna transmissions [15]–[17], full-duplex relaying
[18]–[20], artificial noise [21] and mobile edge computing
[22], etc.

Friendly jamming has been proposed in [23] as an efficient
solution to improve the PLS of cooperative networks with an
untrusted relay. The key idea behind friendly jamming is to
introduce a friendly jammer (FJ) node into the system for
the sake of interfering the eavesdropping node. A number
of papers have studied the FJ utilization in various wireless
networks, especially the uplink NOMA systems [24]. In [5],
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Fig. 1. Downlink C-NOMA system with an untrusted relay and a friendly
jammer.

the achievable secrecy rate region was derived for a C-NOMA
system that consists of a source, an untrusted AF relay and
two users, in the presence of the direct links from the source to
the users. However, it has been identified that the achievable
secrecy rate may be equal to zero. In order to improve the
secrecy rate of the above system, we use a FJ to jam the
untrusted relay. To this end, considering the power allocation
at the source and the FJ, an optimization problem that aims at
maximizing the secrecy sum rate of two users is formulated
and solved iteratively by using alternating optimization (AO)
method. Specifically, the problem is decoupled into two sub-
problems, each of which is optimally solved. Moreover, the
secrecy sum rate of the proposed system with imperfect CSI
is studied.

II. SYSTEM AND SIGNAL MODEL

A. System Model

We consider a downlink C-NOMA system consisting of
four single-antenna nodes, namely a source (S), an AF relay
(R), one cell-center user (U1) and one cell-edge user (U2),
as shown in Fig. 1. It is assumed that there is a direct link
between S and each user. The node S can transmit information
to the users through the direct links and the relaying links.
Moreover, it is assumed that R is trusted at service level
and performs the expected functionalities of the AF protocol,
but R is untrusted in the sense that it should not decode
the messages sent towards the users. Thus, the confidential
information delivery in downlink C-NOMA should be secured
against R. To this end, an external jammer node (J), e.g., a
user served by S but in an idle state when S is serving U1

and U2, is scheduled to broadcast a jamming signal against
the potential eavesdropping node1. The jamming signal is
received at both the R and the users, due to the broadcast
nature of radio communications. Furthermore, it is assumed
that all the channels are subject to independent Rayleigh
fading and hs1, hs2, hsr, hr1, hr2, hjr, hj1 and hj2 are the
channel power gains of S-U1, S-U2, S-R, R-U1, R-U2, J-R,
J-U1 and J-U2 links, respectively. In addition, it is assumed
that hn1n2

=gn1n2
/d

γ
2
n1n2(n1n2 ∈{sr, s1, s2, r1, r2, jr, j1, j2}),

where dn1n2 is the distance between the nodes n1 and n2, γ
is the path loss exponent, and gn1n2

∈ CN(0, 1) is Rayleigh
fading channel gain between node n1 and n2. It is worthwhile

1In the considered scenario, the relay R is untrusted in the sense that it
would be curious enough to decode its received NOMA signal. In order to
prevent the users information leakage at R, another authenticated cellular user
is scheduled as a friendly jammer to interfere the untrusted relay.

to notice that the distances from J to U1 and U2 are shorter
than that from J to R, so the channel gains from J to U1

and U2 are generally better than that from J to R. Let P
denote the maximum transmit power at S and R and Pj
denote the transmit power level at J. Moreover, the existence
of additive white Gaussian noise (AWGN) with zero mean
and unit variance is considered at both the R and the users.
Since S typically requires the channel state information (CSI)
of all links and can afford the complexity of performing the
proposed power allocation scheme, it is assumed that the CSI
of all the involved links is available at S [10], [11], which also
performs the optimization. The procedure for S to acquire the
CSI of all links consists of two phases. In the first phase,
the relay and the users estimate the CSI of the source-relay
and source/relay-users links, respectively. In the second phase,
the relay and the users estimate the CSI of the jammer-relay
and jammer-users links, respectively. S acquires the CSI of
the links through the dedicated feedback channel. Then, it
performs the proposed optimization algorithm, and informs
the jammer about the power allocation scheme.

B. Signal Model

The signal transmission from S to U1 and U2 consists of
two hops. In the first hop, S transmits the superposed signal

xs =
√
αxs1 +

√
(1− α)xs2, (1)

to U1, U2 and R, where xs1 and xs2 are the messages of
U1 and U2, respectively, and α ≤ 0.5 denotes the power
allocation coefficient of NOMA scheme. At the same time,
FJ broadcasts a jamming signal xj . Thus, the received signal
at R is expressed as

yR =
√
Phsrxs +

√
Pjhjrxj + zR, (2)

where zR is the AWGN at R. It’s worth noting that the
jamming signal is generally unknown for the untrusted R
[23], thus R can directly treat xj as noise when decoding the
users’ messages. According to [11], successive interference
cancellation (SIC) with fixed decoding order is used at R
for improving its eavesdropping capability. In more detail, R
firstly decodes the cell-edge user’s message xs2 by treating
xs1 and xj as interferences. Then, xs2 is subtracted from yr
and R decodes the cell-center user’s message xs1 by treating
xj as interference. Thus, the signal-to-interference-plus-noise
ratios (SINRs) for R to decode xs1 and xs2 are expressed as

SINRR→U1
=

αPhsr
1 + Pjhjr

, (3)

SINRR→U2 =
(1− α)Phsr

1 + αPhsr + Pjhjr
, (4)

respectively. Moreover, the received signals at U1 and U2 in
the first hop are

y1
U1

=
√
Phs1xs +

√
Pjhj1xj + zU1 , (5)

y1
U2

=
√
Phs2xs +

√
Pjhj2xj + zU2

, (6)

respectively, where zU1
and zU2

denote the AWGN at U1 and
U2, respectively. In the second hop, R amplifies the received
signal yr via multiplying a coefficient G, then immediately
transmits the amplified signal to the users. The signals received
at U1 and U2 are expressed as
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y2
U1

=
√
Phr1GyR + zU1

, (7)

y2
U2

=
√
Phr2GyR + zU2

, (8)

respectively. Note that a variable-gain AF R is adopted so that
G =

√
P

Phsr+Pjhjr+1 . Furthermore, it is assumed that the
users use maximum ratio combination (MRC) to detect the
desired messages by combining the signals received in both
two hops [25]. The jamming signal is firstly detected in order
to improve the data rate at users [11]. According to [25], MRC
is applied to y1

k and y2
k(k = U1,U2) so the SINRs for U1 and

U2 to decode xj are expressed as

SINRJ→U1
=

G2PPjhjrhr1 + Pjhj1
Phs1 +G2P 2hsrhr1 +G2Phr1 + 1

, (9)

SINRJ→U2
=

G2PPjhjrhr2 + Pjhj2
Phs2 +G2P 2hsrhr2 +G2Phr2 + 1

, (10)

respectively. After correctly decoding xj , it is removed from
the received signals, i.e., y1

k and y2
k. Next, U1 utilizes MRC

to decode xs2, the corresponding SINR is expressed as

SINRU1→U2
=

(1− α)[Phs1 +G2P 2hsrhr1]

α[Phs1 +G2P 2hsrhr1] + 1
. (11)

After U1 successfully decodes xs2 and subtracts it from its
received signal, xs1 is decoded and the following SINR is
obtained

SINRU1
= α[Phs1 +G2P 2hsrhr1]. (12)

Similarly, U2 also applies MRC to decode xs2, and the SINR
at U2 can be expressed as

SINRU2
=

(1− α)[Phs2 +G2P 2hsrhr2]

α[Phs2 +G2P 2hsrhr2] + 1
. (13)

III. SECRECY SUM RATE OPTIMIZATION

A. Problem Formulation

In this work, our goal is to maximize the secrecy sum rate
of two users. The secrecy rate of U1 is defined as

SU1
=

1

2
[log2(1+SINRU1

)−log2(1+SINRR→U1
)]

+
, (14)

where [x]+ denotes max{0, x}. As it has already been men-
tioned, U1 needs to firstly decode the message of U2. Hence,
the secrecy rate of U2 is expressed as

SU2
=

1

2
[log2(1 + min{SINRU1→U2

,SINRU2
})

− log2(1 + SINRR→U2
)]

+
. (15)

According to [26], if the distance from the source to the cell-
edge user is far greater than that from the source to the cell-
center user, the SIC at the cell-center user could be almost
always successful. This will also hold for the proposed system
model, since we assume that the distances from S and R to U2

are far greater than the distances from S and R to U1. Thus,
one has SINRU1→U2 ≥ SINRU2 and SU2 can be reexpressed
as

SU2=
1

2
[log2(1+SINRU2)−log2(1+SINRR→U2)]

+
. (16)

Based on the above analysis, the secrecy sum rate of the two
users can be given as

Ssum = SU1
+ SU2

. (17)

It should be noted that Ssum is achievable under the condition
that the jamming signal cannot be decoded by R prior to
decoding the users’ messages and the users can successfully
decode the jamming signal before decoding their own mes-
sages. This condition will be satisfied in the optimization
procedure, by using a required SINR threshold εj for the
FJ, which guarantees that two unwanted events are avoided.
The first one is that R successfully decodes and subtracts
xj before decoding xs1 and xs2. The other one is that R
successfully decodes xs2, xj and xs1 in a consecutive manner.
It is observed from (2) that the SINRs for decoding xj at
R in these two cases are expressed as SINRcase 1

R→J =
Pjhjr

1+Phsr

and SINRcase 2
R→J =

Pjhjr
1+αPhsr

, respectively. Then, the following
constraint is constructed:

C1 : SINRcase 2
R→J ≤ εj . (18)

Note that SINRcase 1
R→J < SINRcase 2

R→J, thus C1 is utilized to avoid
both the two aforementioned events. In addition, to ensure that
the users can completely decode and subtract the jamming
signal, the following constraints are also needed:

C2 : SINRJ→U1
≥ εj , (19)

C3 : SINRJ→U2
≥ εj . (20)

Furthermore, in order to improve the rate of NOMA transmis-
sion, the power that is allocated to U1 and U2 is also subject
to optimization. It should be noticed that the power allocation
coefficient needs to satisfy the following constraint:

C4 : 0 ≤ α ≤ 0.5. (21)

Since the power allocation for the users at S is subject to op-
timization, a quality of service (QoS) mechanism is required,
otherwise the performance of cell-edge user might be severely
degraded. Motivated by this, it is assumed that each user
has a minimum QoS demand, corresponding to the minimum
required SINRs at U1 and U2, which are denoted by ε1 and
ε2, respectively. Then, one has the following constraints:

C5 : SINRU1
≥ ε1, (22)

C6 : SINRU2
≥ ε2, (23)

To this end, an optimization problem with the aim to
maximize Ssum, is formulated as

max
α,Pj

Ssum

s.t. C1,C2,C3,C4,C5,C6.
(24)

It can be observed that (54) is a non-linear and non-convex
problem, since the objective function and the constraints are
non-linear and non-convex. In order to solve (54), we will
decouple it into two sub-problems which will be solved in the
following subsections.

B. Transmit Power Optimization at J

For a given α ∈ [0, 0.5], problem (54) can be reexpressed
as max

Pj
Ssum

s.t. C1,C2,C3,C5,C6.
(25)

Moreover, it can be observed that the constraints C1, C2, C3,
C5 and C6 can be rewritten as

This article has been accepted for publication in IEEE Transactions on Vehicular Technology. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/TVT.2022.3200253

© 2022 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
Authorized licensed use limited to: Aristotle University of Thessaloniki. Downloaded on September 06,2022 at 08:52:37 UTC from IEEE Xplore.  Restrictions apply. 



4

C1 : Pj≤
εj(1 + αPhsr)

hjr
,

C2 :

Pj≥
√
η21+4hjrhj1εjη2−η1

2hjrhj1
, if

√
η2

1 + hjrhj1εjη2 ≥ 0,

Pj≤
−
√
η21+4hjrhj1εjη2−η1

2hjrhj1
, if
√
η2

1 + hjrhj1εjη2 < 0,

C3 :

Pj≥
√
η23+4hj2hjrεjη4−η3

2hj2hjr
, if

√
η2

3 + hj2hjrεjη4 ≥ 0,

Pj≤
−
√
η23+4hj2hjrεjη4−η3

2hj2hjr
, if
√
η2

3 + hj2hjrεjη4 < 0,

C5 :

{
Pj≤ ε1(Phsr+1)−αη5

αPhs1hjr−ε1hjr , if ε1 ≥ αPhs1,
Pj≥ ε1(Phsr+1)−αη5

αPhs1hjr−ε1hjr , if ε1 < αPhs1,

C6 :

{
Pj≤ (1−α−ε2α)η6−ε2(Phsr+1)

(α+ε2α−1)Phs2hjr+ε2hjr
, if ε2 ≥ (1−α)Phs2

1+αPhs2
;

Pj≥ (1−α−ε2α)η6−ε2(Phsr+1)
(α+ε2α−1)Phs2hjr+ε2hjr

, if ε2 <
(1−α)Phs2

1+αPhs2
,

(26)

where

η1 =P 2hjrhr1+P (hsrhj1−εjhs1hjr)+hj1− εjhjr,
η2 =P 3hsrhr1+P 2(hs1hsr+hr1)+P (hs1+hsr)+1,

η3 =P 2hjrhr2+P (hsrhj2−εjhs2hjr)+hj2− εjhjr,
η4 =P 3hsrhr2+P 2(hs2hsr+hr2)+P (hs2+hsr)+1,

η5 =P 3hsrhr1+ P 2hs1hsr + Phs1,

η6 =P 3hsrhr2+ P 2hs2hsr + Phs2.
(27)

Based on the above, it can be seen that all the constraints
of problem (25) is equivalent to the following constraint:

C7 : Φ1 ≤ Pj ≤ Φ2, (28)

where

Φ1 =max {∇1,∇2,∇3,∇4,∇5,∇6,∇7,∇8} , (29)

Φ2 =min {θ,∇′1,∇′2,∇′3,∇′4,∇′5,∇′6,∇′7,∇′8} . (30)

Note that θ =
εj(1+αPhsr)

hjr
and ∇i, ∇′i(i = 1, 2, . . . , 8) are

shown in the Table I. The term ‘null’ implies no value in the
adopted symbol. Then, the optimization problem in (25) can
be rewritten as

max
Pj

Ssum

s.t. C7.
(31)

To solve (31), we first take the derivative of Ssum with respect
to Pj . Let Y = ∂Ssum

∂Pj
, we have

Y =
UNT + VMT + V NW

2V NT
, (32)

where U, V,M,N,W and T are respectively given by

U=αP 2h2
srhjr+

[
αPhsrhjr−αP 5h3

srhjrhr1(1+αPhs1)

−αP 7h3
srhjrh

2
r1

]
(1+Pjhjr)−

[
(1+α)(1+αPhs1)P

4h2
sr

×hjrhr1+P 6h2
srhjrh

2
r1

]
(1+Pjhjr)

2−(1+αPhs1)P
3hsr

×hjrhr1(1 +Pjhjr)
3, (33)

TABLE I

Conditions ∇i ∇′i√
η2

1+4hjrhj1εjη2≥0 ∇1=

√
η21+4hjrhj1εjη2−η1

2hjrhj1
∇′1=null√

η2
1+4hjrhj1εjη2<0 ∇2=null ∇′2=

−
√
η21+4hjrhj1εjη2−η1

2hjrhj1√
η2

3+4hj2hjrεjη4≥0 ∇3=

√
η23+4hj2hjrεjη4−η3

2hj2hjr
∇′3=null√

η2
3+4hj2hjrεjη4<0 ∇4=null ∇′4=

−
√
η23+4hj2hjrεjη4−η3

2hj2hjr

αPhs1 ≥ ε1 ∇5=
ε1(Phsr+1)−αη5
αPhs1hjr−ε1hjr

∇′5=null

αPhs1 < ε1 ∇6=null ∇′6=
ε1(Phsr+1)−αη5
αPhs1hjr−ε1hjr

(1+α)Phs2+1>
Phs2
ε2

∇7=null ∇′7=
(1−α−ε2α)η6−ε2(Phsr+1)

(α+ε2α−1)Phs2hjr+ε2hjr

(1+α)Phs2+1<
Phs2
ε2

∇8=
(1−α−ε2α)η6−ε2(Phsr+1)
(α+ε2α−1)Phs2hjr+ε2hjr

∇′8=null

V =ln 2
[
αP 2h2

sr(1+Pjhjr)+(1+α)Phsr(1+Pjhjr)
2

+(1+Pjhjr)
3
]
, (34)

M=(α−1)
[
(1+αPhs2)P 4h2

srhjrhr2+αP 6h2
srh

2
r2hjr

+(1+αPhs2)P 3hsrhjrhr2(1+Pjhjr)
]
, (35)

N=ln 2
[
α2P 9h2

srh
2
r2 + P 6hsrhr2 [α(1 + Phs2)+2α

×(1+αPhs2)](1+Phsr+Pjhjr)+P 3hsrhr2[2α(1+Phs2)

×(1+αPhs2)+(1+αPhs2)
2(1+Phsr+Pjhjr)

2+(1+Phs2)

×(1+αPhs2)2(1+Phsr+Pjhjr)
3
]
, (36)

W= (1− α)Phsrhjr, (37)

T= ln 2(1 + Phsr + Pjhjr)(1 + αPhsr + Pjhjr). (38)

It can be observed that Y is a continuous function of Pj since
its denominator is large than zero. Let Y ∗ = UNT +VMT −
V NW , then the roots of Y equal to those of Y ∗. Therefore,
(31) can be optimally solved by utilizing the following process.
Firstly, all the roots of Y ∗ are calculated. Then, only the roots
that can satisfy C7 are further considered as potential solutions
of (31). Finally, the aforementioned roots and the boundaries
of C7 are substituted into Ssum, where the value that maximizes
Ssum will be the optimal solution of problem (31).

C. Optimal Power Allocation at S

For the given Pj obtained by the above, it can be seen that
constraints C2 and C3 are ineffective for problem (54). Thus
we can reformulate (54) as

max
α

Ssum

s.t. C1,C4,C5,C6.
(39)

Furthermore, the constraints C1, C5 and C6 can be reexpressed
as C1 : α ≥ Pjhjr−εj

Phsrεj
,

C5 : α ≥ ε1
Phs1+G2P 2hsrhr1

,

C6 : α ≤ G2P 2hsrhr2+Phs2−ε2
(1+ε2)(Phs2+G2P 2hsrhr2) ,

(40)

respectively. Combining (40) and C4, it can be observed that
all the constraints of problem (39) can be equivalently replaced
by the following constraint:

C8 : max{0,Γ1,Γ2} ≤ α ≤ min{0.5,Γ3}, (41)

where
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Γ1 =
Pjhjr−εj
Phsrεj

,

Γ2 = ε1
Phs1+G2P 2hsrhr1

,

Γ3 = G2P 2hsrhr2+Phs2−ε2
(1+ε2)(Phs2+G2P 2hsrhr2) ,

(42)

Thus, problem (39) can be rewritten as
max
α

Ssum

s.t. C8.
(43)

To solve (43), we first take the derivative of Ssum with respect
to α. Let Z = ∂Ssum

∂α , we have
Z =

L

B
, (44)

where L and B are given by
L= Phs1 +G2P 2hsrhr1 − Phs2 −G2P 2hsrhr2, (45)

B= ln 2(1+αPhsr+Pjhjr)(1+αPhs1+αG2P 2hsrhr1)

× (1 + αPhs2 − αG2P 2hsrhr2). (46)

It is observed that Ssum is a monotone increasing function
of α since Z is larger than zero. As a result, problem (43)
can be solved by substituting 0.5 and Γ3 into Ssum, where the
value that maximizes the Ssum is just the optimal solution of
(43).
D. Alternating Optimization

To approach the optimal solution of problem (54), the AO
method is used. Specifically, the adaptive power optimization
at FJ and the power allocation at S are alternately optimized,
by solving problems (25) and (39) respectively, while keeping
the other one fixed. It should be noticed that the convergence
of the AO method is guaranteed, since each of the two sub-
problems is optimally solved. According to the optimization
process, the closed-form solutions of the subproblems (30) and
(43) can be obtained, thus the number of iterations for AO
method is the dominating factor that affects the complexity.
Assuming that the iteration numbers of AO method is I , then
the computational complexity of the proposed scheme is O(I).

IV. SECRECY SUM RATE OPTIMIZATION WITH IMPERFECT
CSI

In this section, the proposed system model with imperfect
CSI is investigated. Let’s assume the estimate for the chan-
nel coefficient hn1n2

(n1n2 ∈ {sr, s1, s2, r1, r2, jr, j1, j2}) is
h̄n1n2

. In this work, we focus on the minimum mean square
error (MMSE) channel estimation error model [27]. Thus, it
holds that

hn1n2 = h̄n1n2 + ξ, (47)

where ξ is the channel estimation error, which follows a
complex Gaussian distribution with mean 0 and variance
σ2
ξ . According to the same two-hop C-NOMA transmission

protocol as in the perfect CSI case, the received signals at R
in the first hop, U1 and U2 in the first and second hops, which
are denoted by ȳR, ȳ1

U1
, ȳ1

U2
, ȳ2

U1
and ȳ2

U2
, respectively, are

given by

ȳR=
√
Ph̄srxs+

√
Pj h̄jrxj+ξ(

√
Pxs+

√
Pjxj)+zR, (48)

ȳ1
U1

=
√
Ph̄s1xs+

√
Pj h̄j1xj+ξ(

√
Pxs+

√
Pjxj)+zU1

, (49)

ȳ1
U2

=
√
Ph̄s2xs+

√
Pj h̄j2xj+ξ(

√
Pxs+

√
Pjxj)+zU2

, (50)

ȳ2
U1

=
√
Ph̄r1GȳR + ξ

√
PGȳR + zU1 , (51)

ȳ2
U2

=
√
Ph̄r2GȳR + ξ

√
PGȳR + zU2

. (52)

TABLE II
SINR Expressions

SINRR→U1

αPh̄2
sr

1+Pj h̄
2
jr+Pσ

2
ξ
+Pjσ

2
ξ

SINRR→U2

(1−α)Ph̄2
sr

1+αPh̄2
sr+Pj h̄

2
jr+Pσ

2
ξ
+Pjσ

2
ξ

SINRU1→J
G2PPj h̄

2
jr h̄

2
r1+Pj h̄

2
j1

Ph̄2s1+G
2P2h̄2sr h̄

2
r1+G

2Ph̄2
r1+(G

2P2h̄2
r1+G

2PPj h̄
2
r1+P+Pj)σ2

ξ
+1

SINRU2→J
G2PPj h̄

2
jr h̄

2
r2+Pj h̄

2
j2

Ph̄2s2+G
2P2h̄2sr h̄

2
r2+G

2Ph̄2
r2+(G

2P2h̄2
r2+G

2PPj h̄
2
r2+P+Pj)σ2

ξ
+1

SINRU1→U2

(1−α)[Ph̄2
s1+G2P2h̄2

sr h̄
2
r1]

αPh̄2s1+αG
2P2h̄2

sr h̄
2
r1+(G

2Ph̄2r1+G
2P2h̄2

r1+G
2PPj h̄

2
r1)σ

2
ξ
+1

SINRU1

α[Ph̄2
s1+G2P2h̄2

sr h̄
2
r1]

G2Ph̄2
r1+G2P2h̄2

r1σ
2
ξ
+G2PPj h̄

2
r1σ

2
ξ
+1

SINRU2

(1−α)[Ph̄2
s2+G2P2h̄2

sr h̄
2
r2]

αPh̄2s2+αG
2P2h̄2

sr h̄
2
r21+G

2Ph̄2
r2+(G

2P2h̄2
r2+G

2PPj h̄
2
r2)σ

2
ξ
+1

Furthermore, the same SIC process as in the perfect CSI case
is utilized, and the SINRs for R to decode xs1 and xs2, for U1

and U2 to decode xj , for U1 to decode xs2 and xs1 and for U2

to decode xs2, which are denoted by SINRR→U1
, SINRR→U2

,
SINRU1→J, SINRU2→J, SINRU1→U2

, SINRU1
and SINRU2

,
respectively, are shown in Table II. As a result, the secrecy
sum rate under the imperfect CSI assumption is given by

S̄sum =
1

2

[
log2(1 + SINRU1

)− log2(1 + SINRR→U1
)
]+

+
1

2

[
log2(1+SINRU2

)−log2(1+SINRR→U2
)
]+
. (53)

Similarly to the perfect CSI case, the SINRs for R to de-
code xj for different events are expressed as SINR

case 1
R→J =

Pj h̄
2
jr

1+Ph̄2
sr+Pσ2

ξ+Pjσ2
ξ+1

and SINR
case 2
R→J =

Pj h̄
2
jr

1+αPh̄2
sr+Pσ2

ξ+Pjσ2
ξ

.
Then, based on the same problem formulation process as in
the perfect CSI case, the optimization problem with the aim
to maximize the secrecy sum rate is formulated as

max
α,Pj

S̄sum

s.t. C̄1, C̄2, C̄3, C̄4, C̄5, C̄6,
(54)

where C̄1, C̄2, C̄3, C̄5 and C̄6 are expressed as SINR
case 2
R→J ≤

εj , SINRU1→J ≥ εj , SINRU2→J ≥ εj , SINRU1 ≥ ε1 and
SINRU2 ≥ ε2, respectively, and C̄4 is the same as C4. The
optimization problem (54) can be solved by using the same
AO method as in the perfect CSI case.

V. SIMULATION RESULTS AND DISCUSSION

To illustrate the advantages of the proposed scheme (CFJ-
NOMA), we will compare it with the traditional C-NOMA
scheme which does not utilize FJ technology. The parameters
used in the simulations are set as follows. The disk radius
is D=50m with the path loss exponent, γ=2, 3, 4, and the
distances between the nodes are set as dsr=5m, ds1 =10m,
ds2 =50m, dr1 =10m, dr2 =40m, djr=40m, dj1 =20m and
dj2=10m.

Fig. 2 illustrates the secrecy sum rate achieved by CFJ-
NOMA and C-NOMA for different path loss exponents, with
εj=1 dB, ε1=2 dB and ε2=-5 dB. It is clearly observed that the
proposed scheme outperforms the baseline schemes, indicating
that the PLS performance of the investigated C-NOMA system
with an untrusted relay can be significantly improved by
introducing the FJ. Fig. 3 illustrates the effect of εj and

This article has been accepted for publication in IEEE Transactions on Vehicular Technology. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/TVT.2022.3200253

© 2022 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
Authorized licensed use limited to: Aristotle University of Thessaloniki. Downloaded on September 06,2022 at 08:52:37 UTC from IEEE Xplore.  Restrictions apply. 



6

5.0 7.5 10.0 12.5 15.0 17.5 20.0 22.5 25.0 27.5 30.0
0.0

0.5

1.0

1.5

2.0

2.5

3.0

3.5

4.0

4.5

5.0

5.5

6.0

P (dB)

Se
cr

ec
y 

su
m

 r
at

e 
(B

it
s/

H
z)

 CFJ-NOMA,

 CFJ-NOMA,

 CFJ-NOMA,
 C-NOMA,
 C-NOMA,
 C-NOMA,

2γ 

3γ 

4γ 

2γ 
3γ 
4γ 

Fig. 2. Secrecy sum rate achieved
by the CFJ-NOMA and C-NOMA
schemes vs. P .

0
u
 (dB)

0
j
 (dB)

-20.8
-4

0.85

5

0.9

Se
cr

ec
y 

su
m

 r
at

e 
(B

its
/H

z)

0.95

1

4 -63 -82 -101

0.84

0.86

0.88

0.9

0.92

0.94

0.96

Fig. 3. The effect of εj and εu on
the secrecy sum rate.

15 20 25 30
0.0

0.5

1.0

1.5

2.0

2.5

3.0

3.5

4.0

4.5

P (dB)

 S
ec

re
cy

 s
um

 r
at

e(
B

its
/H

z)

 CFJ-NOMA,           

 CFJ-NOMA,           
5msrd 

10msrd 

Fig. 4. The effect of dsr on the
secrecy sum rate.

5.0 7.5 10.0 12.5 15.0
0.0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1.0

1.1

P (dB)

 S
ec

re
cy

 s
um

 r
at

e(
B

it
s/

H
z)

 CFJ-NOMA, perfect CSI

 CFJ-NOMA, imperfect CSI,    

 CFJ-NOMA, imperfect CSI,

2 0.00003ξσ 
2 0.0003ξσ 

Fig. 5. The secrecy sum rate for
imperfect CSI vs. perfect CSI .

εu = min{ε1,ε2} on the secrecy sum rate for γ = 3 and
P =20 dB. It is observed that the secrecy sum rate increases
and decreases in proportion to εu and εj , respectively. The
reason for this is two-fold: i) as εu increases, Pj needs to be
increased to guarantee that the QoS of the users are satisfied,
and a larger Pj is able to decrease the eavesdropping rate,
ii) as εj increases, only a smaller Pj is required to ensure
that the users can completely decode the jamming signal, and
a smaller Pj is able to increase the eavesdropping rate. In
Fig. 4, it is observed that a larger distance between S and
R decreases the secrecy sum rate. In Fig.5, the secrecy sum
rate achieved by the proposed scheme with imperfect CSI is
presented and compared with that for the perfect CSI case.
For γ=2 and σ2

ξ = 0.00003, 0.0003, the results clearly show
that the secrecy sum rate is degraded by the imperfect CSI.

VI. CONCLUSIONS
The PLS of a downlink C-NOMA system with an untrusted

relay has been investigated. The FJ has been utilized to
improve secrecy sum rate. Aiming at maximizing the secrecy
sum rate by optimizing the power allocation at S and FJ,
the corresponding optimization problem has been formulated
and solved iteratively by using AO algorithm. Moreover, the
secrecy sum rate of the proposed system with imperfect CSI
has also been studied. Finally, simulation results have shown
the superiority of the proposed FJ based schemes.
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