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Abstract—In this paper, we investigate the secure transmission
design for simultaneously transmitting and reflecting recon-
figurable intelligent surface (STAR-RIS)-assisted multiple-input
multiple-output (MIMO) systems. By considering both perfect
and imperfect channel state information (CSI) scenarios, we
jointly optimize the covariance matrix of the transmitter and
the transmitting and reflecting coefficients of the STAR-RIS and
formulate two transmit power minimization problems. For the
optimization problem in the perfect CSI scenario, we develop a
penalty-based alternating optimization (AO) algorithm to handle
it. For the optimization problem in the imperfect CSI scenario,
this paper is the first work to study the robust beamforming
design for STAR-RIS-assisted secure MIMO systems. To address
this challenging problem, we first use the inequalities of the
determinant to transform it into an equivalent form. Then, we use
the generalized S-procedure to handle the worst-case constraints.
Finally, we develop a penalty-based AO algorithm. Performance
evaluation results show that the two proposed optimization
algorithms significantly reduce the transmit power compared to
other baseline schemes.

Index Terms—Reconfigurable intelligent surface, multiple-
input multiple-output, simultaneously transmitting and reflecting,
physical layer security, robust design.

I. INTRODUCTION

RECONFIGURABLE intelligent surface (RIS) is consid-
ered as a promising new technology to increase the

capacity of sixth generation (6G) wireless communication
systems while reducing the operating cost of 6G wireless
communication systems [1]. In particular, it enables end-to-end
wireless channel reconfiguration by employing numerous low-
cost and low-power passive elements. By adjusting the phase
shift pattern of each passive element, the electromagnetic
waves are reflected in the desired directions, thus improving
the performance of the systems [2]–[6]. In addition, the use
of RIS is also able to improve the physical layer security
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of communication systems [7]–[11]. The reason is that we
can appropriately program RIS to degrade the eavesdropper’s
channel. For example, [7] and [8] have investigated the RIS-
assisted secure communication systems and focused their
attentions on maximizing the secrecy rate. Artificial noise has
been employed to improve the security of the RIS-assisted
communication systems in [9] and [10]. In [11], a RIS-
aided multiple-multiple-input multiple-output (MIMO) secure
communication system has been presented. However, both
studies simply assume that channel state information (CSI)
is perfect. By considering imperfect CSI, there are some
works investigating robust transmission design [12]–[17]. For
example, the authors of [12] have focused on multiple RISs-
assisted secure communication systems. In [13] and [14], RIS-
assisted secure multiple-input single-output (MISO) communi-
cations have been studied using alternating optimization (AO)
approaches. In another effort, a robust transmission scheme
aiming at maximizing the system sum rate for self-sustaining
RIS-assisted MISO communication systems has been proposed
in [15].

It should be noted that the above works [7]–[17] assume
that the ability of the RIS is to reflect the incident signal,
i.e., they consider the reflection-only RIS. Therefore, it has
a requirement on the location of the transmitter and receiver,
e.g., their geographical locations must be on the same side of
the RIS. However, this geographical limitation may not always
be satisfied in practice, which seriously restricts the flexible
use of RIS. To overcome this limitation, the novel concept
of simultaneously transmitting and reflecting RIS (STAR-RIS)
has been proposed [18]–[20]. Unlike the reflecting-only RIS,
the STAR-RIS is capable of transmitting and reflecting the
incident signal simultaneously, thus providing 360o coverage,
which allows the STAR-RIS to be flexible. To achieve both
reflection and transmission, each STAR-RIS element supports
both electric polarization and magnetization currents. Similar
to the reflection-only RIS, the signal can be reconfigured by
designing the transmitting and reflecting coefficients, thereby
controlling the propagation of the wireless signal. Inspired by
the benefits of STAR-RIS, several works have focused on the
design of the transmission scheme [21]–[25]. For example, in
[21], the authors have considered a STAR-RIS-assisted MISO
system and studied the maximization of the weighted sum
secrecy rate. In [22], the authors have considered a downlink
and focused their attentions on maximizing the achievable sum
rate. A STAR-RIS-assisted secure Internet of Medical Things
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scheme aimed at achieving efficient e-health data transmission
and maximizing secrecy energy efficiency has been proposed
in [23]. In [24], the authors have studied a STAR-RIS-
assisted uplink NOMA network, where the maximization of
the minimum secrecy capacity under the full eavesdropping
CSI scenario and the minimization of the maximum secrecy
loss probability (SOP) under the statistical eavesdropping CSI
scenario have been investigated. In addition, in [25], the
authors have studied the MISO STAR-RIS-assisted NOMA
downlink networks, where their focus is on maximizing the
energy efficiency (EE).

It should be emphasized that the results presented in [21]–
[25] are not applicable to the STAR-RIS-assisted MIMO sys-
tems, since the constraints of MIMO systems are in the form
of logarithmic determinants rather than the logarithmic scalar
form of MISO systems. In fact, to the best of our knowledge,
there is an initial work dedicated to the secure STAR-RIS-
assisted MIMO transmissions [26]. Specifically, the authors
of [26] have investigated the weighted sum rate maximization
problem for STAR-RIS-assisted MIMO networks, where a
block coordinate descent algorithm is developed. We note
that this existing work did not consider the security of the
physical layer, although it is an important issue for STAR-
RIS-assisted MIMO systems. Furthermore, we note that this
work made the simplifying assumption that the perfect CSI
is available. However, it is difficult to obtain the perfect CSI
in STAR-RIS-assisted MIMO systems because the STAR-RIS
is not equipped with radio frequency (RF) chains. Overall, to
the best of our knowledge, the problem of how to effectively
utilize STAR-RIS to ensure the secure transmission of MIMO
systems has not been investigated in the literature. In an effort
to address this open problem, in this paper, we study a STAR-
RIS-assisted MIMO system in which the energy splitting (ES)
protocol is considered. For such a system, we present a novel
secure transmission scheme while minimizing the transmit
power under both perfect and imperfect CSI scenarios. Within
this framework, the main contributions of this paper can be
summarized as follows:

• We investigate the joint design of the transmit covariance
matrix and the transmitting and reflecting coefficients
to minimize the transmit power in a STAR-RIS-assisted
MIMO system under the perfect CSI scenario. The
problem is intractable due to the non-convexity of the
constraints and the coupling of the optimization variables.
To solve it, an efficient algorithm is developed using
the AO method. In particular, the successive convex
approximation (SCA) technique and a penalty approach
are used within the framework of the algorithm.

• To the best of our knowledge, this is the first work that
focuses on the worst-case robust transmission design for
STAR-RIS-assisted MIMO secure systems. It is also a
non-convex optimization problem. Compared with the
optimization problem in the perfect CSI scenario, this
problem is more difficult to solve because the determinant
functions include the uncertainties of the CSI. To address
this, we first use the inequalities of the determinant to
transform it into an equivalent form. Then, we apply the

generalized S-procedure to handle the CSI uncertainties
constraints. Finally, an efficient algorithm is developed
by using the penalty-based AO method.

• The performance evaluation results show the superiority
of the proposed schemes compared to other secure trans-
mission schemes that either use conventional RIS or use
RIS with random transmission and reflection coefficients.
In particular, the performance evaluation results show that
the proposed schemes significantly reduce the transmit
power.

The remainder of the paper is organized as follows. Af-
ter this introduction, Section II presents the system model.
In Section III, the transmit power minimization problem is
formally introduced when perfect CSI is available and an
AO algorithm is proposed as an effective solution. In Section
IV, the same problem is formulated when imperfect CSI
of reflection channels is considered and a solution based
upon the AO algorithm is presented. Section V gives various
performance evaluation results, and Section VI summarizes
this paper.

Notations: Boldface lower-case letter represents vectors.
Boldface upper-case letter represents matrices. CM×N and
HM denote the set of M×N complex-valued matrices and of
M×M Hermitian matrices, respectively. 1m is an m×1 vector
with all entries 1. IM denotes the identity matrix with M rows
and M columns. When X is a square matrix, Rank(X), Tr(X),
(X)−1, |X| and XH refer to the rank, trace of matrix X,
inverse of matrix X, determinant of X and conjugate transpose
of matrix X, respectively. xi stands for the ith element of
vector x. ||X||2 represents the spectral norm of matrix X.
||X||∗ refers to the nuclear norm of matrix X. ||X||F refers to
the Frobenius norm of matrix X. The diagonal matrix whose
principal diagonal elements are taken from the vector x is
denoted as diag(x). Diag(X) denotes a vector whose elements
are taken from the principal diagonal elements of the matrix
X. λmax(X) and λmax(X) represent the largest eigenvalue
of matrix X and the corresponding eigenvector of the largest
eigenvalue, respectively. X ⪰ 0 indicates that X is a positive
semidefinite matrix; X† and X⋆ refer to the optimal value;
E(·) denotes the expectation operation. The block diagonal
matrix with diagonal components Z1, · · · ,Zn is represented
by blkdiag(Z1, · · · ,Zn). O(·) is the big-O notation.

II. SYSTEM MODEL

As shown in Fig. 1, we consider a STAR-RIS-assisted
secure MIMO communication network, where a multi-antenna
Alice sends a message to two multi-antenna Bobs and a multi-
antenna Eve tries to decode Bob’s message. We make an as-
sumption that obstacles block the direct communication links1.
To enable communication, a STAR-RIS with M elements is
deployed to provide the signal coverage for the geographically
restricted Bobs. From the viewpoint of the STAR-RIS, the
service area is divided into two regions, referred to as the

1If the direct links are available, the proposed optimization framework in
the paper can be extended. In particular, one can use the block matrix to
convert and represent the received signals in the presence of direct links in a
form similar to these in this paper.
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Fig. 1. A STAR-RIS-assisted secure MIMO communication network.

transmission region (t-region) and the reflection region (r-
region), respectively. The Bob located in the transmission
region is referred to as the t-Bob, while the Bob located in the
reflection region is referred to as r-Bob. We assume that Eve
is located in the t-region2. Let G ∈ CM×N , Htb ∈ CNtb×M ,
He ∈ CNe×M , and Hrb ∈ CNrb×M denote the low-pass
equivalent channels between Alice and STAR-RIS, STAR-
RIS and the t-Bob, STAR-RIS and Eve, STAR-RIS and r-
Bob, respectively, where N , Nlb, and Ne are the numbers of
antennas for Alice, the l-Bob, l ∈ Π = {t, r}, and the Eve,
respectively. In addition, we focus on the study of ES protocol
of STAR-RIS, that is, the power of the incident signal is split
to serve t-Bob and r-Bob simultaneously.

In this paper, we make an assumption that Alice sends the
same messages to the t-Bob and r-Bob3. Let us denote x ∈
CN×1 as the transmit signal with E

{
xxH

}
= Q ∈ CN×N ,

where Q ⪰ 0 denotes the transmit covariance matrix of the
Alice. Hence, the signal received at the l-Bob, ylb, and Eve,
ye, are given, respectively, by

ylb = HlbΦlGx+ nlb, (1)

ye = HeΦtGx+ ne, (2)

where Φt = diag
(√

αt
1e

jϕt
1 ,
√
αt
2e

jϕt
2 , . . . ,

√
αt
Mejϕ

t
M

)
and

Φr = diag
(√

αr
1e

jϕr
1 ,
√

αr
2e

jϕr
2 , . . . ,

√
αr
Mejϕ

r
M

)
denote the

transmission and reflection coefficient matrices, respectively,
while nlb ∼ CN

(
0, σ2

lbI
)

and ne ∼ CN
(
0, σ2

eI
)

refer to the
additive white Gaussian noise (AWGN) at the l-Bob and Eve,
respectively, where σ2

lb and σ2
e are the associated average noise

power.
Accordingly, the secrecy capacity (when it is positive) of

l-Bob can be expressed as

Csec,l = Rlb −Re, (3)

2Here we consider a typical outdoor-to-indoor communication scenario,
which consists of a transmitter (Alice), an outdoor user (r-Bob), an indoor
user (t-Bob), an indoor untrusted user (Eve), and a STAR-RIS deployed on
the surface of the building.

3Since Alice sends the same messages to the t-Bob and r-Bob, the
algorithms proposed in this paper can be easily extended to the multiple Bob
scenarios.

where Rlb and Rte denote the channel capacity for the l-Bob
and Eve, respectively, and are given by

Rlb = log2

∣∣∣∣I+ 1

σ2
lb

HlbΦlGQGHΦH
l HH

lb

∣∣∣∣ , (4)

Re = log2

∣∣∣∣I+ 1

σ2
e

HeΦtGQGHΦH
t HH

te

∣∣∣∣ . (5)

III. ALGORITHM DESIGN FOR STAR-RIS-ASSISTED
SECURE MIMO COMMUNICATIONS WITH PERFECT CSI

In this section, the transmit power minimization problem
under the perfect CSI scenario4 is formulated. Then, a solution
to this problem will be obtained.

A. Problem Formulation

Considering the perfect CSI scenario, the transmit power
minimization problem can be formulated as

min
Q,Φl

Tr (Q) (6a)

s.t. min {Rlb} ≥ Tb, ∀l ∈ Π, (6b)
min {Csec,l} ≥ Ts, ∀l ∈ Π, (6c)

ϕl
m ∈ [0, 2π), ∀l ∈ Π, 1 ≤ m ≤ M, (6d)∑
l

αl
m = 1, ∀l ∈ Π, 1 ≤ m ≤ M, (6e)

Q ⪰ 0, (6f)

where Tb and Ts in (6b) and (6c) denote the target overall
achievable rate and secrecy rate5, respectively. Constraint
(6d) represents the feasible set of phase-shift coefficients.
Constraint (6e) ensures that the law of conservation of energy
holds.

By defining H̄lb = 1
σlb

Hlb and H̄e = 1
σe
He and applying

mathematical operations, the problem (6) is reformulated as

min
Q,Φl

Tr (Q) (7a)

s.t. log2

∣∣∣I+ H̄lbΦlGQGHΦH
l H̄H

lb

∣∣∣ ≥ Tb, ∀l ∈ Π,

(7b)

log2

∣∣∣I+ H̄eΦtGQGHΦH
t H̄H

e

∣∣∣ ≤ Te, (7c)

(6d), (6e), (6f), (7d)

where Te = Tb − Ts. Note that problem (7) is non-convex on
account of the highly-coupled Q, Φt and Φr in constraints
(7b), (7c) and the non-convex feasible set in constraint (6d).

4In practical scenarios, it is difficult to obtain perfect CSI. Therefore, the
performance results obtained in this section provide an upper bound.

5Here we consider a more generalized scenario where Alice transmits both
a secret message and a non-secret message to Bobs, where a wiretap code
is used to encode both the secret message at a rate of Rlb − Rte and the
non-secrete message at a rate of Rte. Then, the overall rate of both messages
is Rlb. Bob’s achievable rate is Rlb which is enough for decoding both the
secret and non-secret messages. The non-secrete message acts as redundancy
in terms of protecting the secret message against Eve. We consider this
generalized scenario which is in line with [12], [14], [16]. If the non-secret
message is removed, then one can simply set Tb = Ts in (6b) without changing
the problem formulation.
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In general, it is computationally intractable to obtain a globally
optimal solution to problem (7). To address this, we propose a
suboptimal AO algorithm that can obtain an efficient solution
with polynomial time complexity. In particular, problem (7)
is decomposed into the subproblem of optimizing the transmit
covariance matrix and the subproblem of optimizing the trans-
mitting and reflecting coefficients. In the process of solving
subproblems, the SCA technique is adopted, as described
below.

B. Optimizing the Transmit Covariance Matrix

When {Φt,Φr} is fixed, we can obtain

min
Q

Tr (Q) (8a)

s.t. (7b), (7c), (6f). (8b)

However, problem (8) is non-convex owing to the constraint
(7c). Observing the constraint (7c), we find that its left-
hand-side is a concave function. To overcome it, we use the
first-order Taylor approximation method and obtain the upper
bound of the expression log2

∣∣∣I+ H̄eΦtGQGHΦH
t H̄H

e

∣∣∣, as
shown below.

Lemma 1: Let Q(n) be any feasible point, then a linear
upper bound of log2

∣∣∣I+ H̄eΦtGQGHΦH
t H̄H

e

∣∣∣ is expressed
as

log2

∣∣∣I+ H̄eΦtGQ(n)GHΦH
t H̄H

e

∣∣∣
+Tr

[
1

ln 2

(
I+ H̄eΦtGQ(n)GHΦH

t H̄H
e

)−1

× H̄eΦtG(Q−Q(n))GHΦH
t H̄H

e

]
. (9)

Proof: Since ln |Y| is a differentiable concave function,
using first-order Taylor approximation, we can obtain

ln |Y| ≤ ln
∣∣∣Y(n)

∣∣∣+Tr

(
(
∂(ln|Y|)

∂Y
)Y=Y(n)(Y −Y(n))

)
,

(10)

where Y(n) is a feasible point.
By applying the inequality (10) and

∂(ln|Y|) = Tr(Y−1∂Y), a linear upper bound of
ln

∣∣∣I+ H̄eΦtGQGHΦH
t H̄H

e

∣∣∣ is

ln
∣∣∣I+ H̄eΦtGQGHΦH

t H̄H
e

∣∣∣
≤ ln

∣∣∣I+ H̄eΦtGQ(n)GHΦH
t H̄H

e

∣∣∣
+Tr

[(
I+ H̄eΦtGQ(n)GHΦH

t H̄H
e

)−1

× H̄eΦtG(Q−Q(n))GHΦH
t H̄H

e

]
. (11)

By applying mathematical operations, the proof is complete.

With the aid of Lemma 1, we can replace the constraint (7c)
with the following form:

log2

∣∣∣I+ H̄eΦtGQ(n)GHΦH
t H̄H

e

∣∣∣
+Tr

[
1

ln 2

(
I+ H̄eΦtGQ(n)GHΦH

t H̄H
e

)−1

× H̄eΦt(GQGH −GQ(n)GH)ΦH
t H̄H

e

]
≤ Te.

(12)

By substituting (12) into the optimization problem (8), the
following approximated reformulation can be given as

min
Q

Tr (Q) (13a)

s.t. (7b), (12), (6f). (13b)

Problem (13) constitutes a convex problem. Hence, we can
use the CVX tool to solve it [27].

C. Optimizing the Transmitting and Reflecting Coefficients

When Q is fixed, the transmitting and reflecting coefficients
optimization subproblem is given by

Find Φl (14a)
s.t. (7b), (7c), (6d), (6e). (14b)

The main obstacle to solving the above problem lies in the
non-convex feasible phase shift set constraint and energy
conservation law constraint on the principal diagonal elements
of Φl. In order to tackle it effectively, we adopt vl = diag(Φl)
as the optimization variable instead of Φl itself, and then
reformulate problem (14). To start with, we focus on the
reformulation of constraint (7b). Since GQGH is a Hermitian
matrix, by performing the eigenvalue decomposition, we have

GQGH =

s∑
i=1

pip
H
i , (15)

where s is the number of non-zero eigenvalues. Then, we
obtain

H̄lbΦlGQGHΦH
l H̄H

lb =

s∑
i=1

H̄lbΦlpip
H
i ΦH

l H̄H
lb

=

s∑
i=1

H̄lbdiag(pi)vlv
H
l diag(pH

i )H̄H
lb .

(16)

Thus, constraint (7b) can be rewritten as

log2

∣∣∣∣∣I+
s∑

i=1

H̄lbdiag(pi)vlv
H
l diag(pH

i )H̄H
lb

∣∣∣∣∣ ≥ Tb, ∀l ∈ Π.

(17)

Similarly, constraint (7c) can be rewritten as

log2

∣∣∣∣∣I+
s∑

i=1

H̄ediag(pi)vtv
H
t diag(pH

i )H̄H
e

∣∣∣∣∣ ≤ Te. (18)
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Based on the above discussions, problem (14) can be recast
as

Find vl (19a)
s.t. (17), (18), (6d), (6e). (19b)

Problem (19) is still non-convex. To effectively solve it, we
define Vl = vlv

H
l , l ∈ Π. Thus, problem (19) is rewritten as

Find Vl (20a)

s.t. log2

∣∣∣I+Hl1V̂lH
H
l1

∣∣∣ ≥ Tb, ∀l ∈ Π, (20b)

log2

∣∣∣I+Ht2V̂tH
H
t2

∣∣∣ ≤ Te, (20c)

Rank(Vl) = 1, ∀l ∈ Π, (20d)
diag(Vr +Vt) = 1M , (20e)

where Hl1 =
[
H̄lbdiag(p1), · · · , H̄lbdiag(ps)

]
,

Ht2 =
[
H̄ediag(p1), · · · , H̄ediag(ps)

]
, V̂l =

blkdiag(Vl, · · · ,Vl︸ ︷︷ ︸
s

). Note that problem (20) remains

non-convex due to the constraints (20c) and (20d). Firstly, we
handle the constraint (20c). Since constraints (20c) and (7c)
have a similar mathematical form, we handle the constraint
(20c) in a similar way to handle the constraint (7c) and
employ the SCA method. Specially, the constraint (20c) is
reformulated as

log2

∣∣∣I+Ht2V̂
(n)
t HH

t2

∣∣∣
+Tr

[
1

ln 2

(
I+Ht2V̂

(n)
t HH

t2

)−1

Ht2(V̂t − V̂
(n)
t )HH

t2

]
≤ Te,

(21)

where V̂
(n)
t is a feasible point.

Furthermore, we consider the non-convex constraint (20d).
To deal with it, a useful lemma is formally introduced as
follows.

Lemma 2: If Y is a Hermitian matrix, then Rank(Y) = 1
is equivalent to

∥Y∥∗ − ∥Y∥2 ≤ 0, (22)

where ∥Y∥∗ =
∑

j δj , ∥Y∥2 = maxj {δj} and δj is the jth

singular value of Y.
Proof: Since ∥Y∥∗ − ∥Y∥2 ≥ 0, then

∥Y∥∗ − ∥Y∥2 ≤ 0 ⇔ ∥Y∥∗ − ∥Y∥2 = 0 ⇔ rank(Y) = 1.
(23)

With the aid of Lemma 2, constraint (20d) can be equivalently
represented as follows

||Vl||∗ − ||Vl||2 ≤ 0, ∀l ∈ Π. (24)

Substituting (21) and (24) into (20), we have

Find Vl (25a)
s.t. (20b), (20e), (21), (24). (25b)

It is noted that problem (25) remains non-convex owing to
the d.c. form constraint (24). In order to circumvent this
difficulty, we here adopt a penalty-based method [28, Ch. 17].

Algorithm 1 SCA Algorithm for Obtaining Φ†
l

1: Initialize V
(0)
t with M random phases and M random am-

plitudes, initialize V
(0)
r with M random phases and M

random amplitudes, and obtain V̂
(0)
t by applying V̂

(0)
t =

blkdiag(V
(0)
t , · · · ,V(0)

t︸ ︷︷ ︸
s

). Set the iteration number n = 0 and

accuracy 0 ≤ ε ≪ 1;
2: repeat
3: For given V

(n)
t , V(n)

r , and V̂
(n)
t , update V

(n+1)
t , V(n+1)

r as
the optimal solution of problem (28), and obtain V̂

(n+1)
t ;

4: Set n → n+ 1;
5: until |C(V

(n+1)
l )− C(V

(n)
l )| ≤ ε.

6: V†
l = V

(n+1)
l .

7: Recover Φ† from V†
l by performing Cholesky decomposition.

In particular, we move the constraint (24) into the objective
function and then have

min
Vl

∑
l∈Π

ρ (||Vl||∗ − ||Vl||2) (26a)

s.t. (20b), (20e), (21). (26b)

In (26), ρ is a non-negative penalty factor that is used to penal-
ize the violation of constraint (24). The proof of equivalence
of problems (25) and (26) resorts to the following proposition.

Proposition 1: Given a penalty factor ρq , we obtain the
optimal solutions Vtq and Vrq by solving problem (26). When
the value of ρq is large enough, i.e., ρq → ∞, the limit points
Vtq and Vrq of Vt and Vr, i.e., Vtq → Vt and Vrq → Vr

, are the feasible solutions of problem (25).
Proof: See Appendix A.

Proposition 1 states the fact that if we give a large enough
penalty factor ρ, by solving the problem (26), we can obtain
rank-one solutions Vt and Vr. In other words, by applying the
Cholesky decomposition, i.e., Vt = vtv

H
t and Vr = vrv

H
r ,

we can obtain the transmitting and reflecting coefficients Φt

and Φt. It is noted that the problem (26) remains non-convex
attributed to the fact that it involves the d.c. objective function.
To deal with it, we adopt a similar approach as for dealing with
constraint (7c) and employ the SCA. In particular, a lower
bound for

∑
l∈{t,r} ρ (||Vl||∗ − ||Vl||2) is obtained as

C(Vl) =
∑

l∈{t,r}

ρ

(
||Vl||∗ − ||V(n)

l ||2

− Tr
(
λmax

(
V

(n)
l

)
× λH

max

(
V

(n)
l

)(
Vl −V

(n)
l

)))
,

(27)

where V
(n)
t and V

(n)
r are feasible points.

Substituting (27) into problem (26), we have

min
Vl

C(Vl) (28a)

s.t. (20b), (20e), (21). (28b)

The above problem is now convex. Thus, we can use the CVX
tool to solve it [27]. Algorithm 1 sketches the SCA approach
for problem (28). Note that Algorithm 1 converges according
to [29].
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Algorithm 2 Penalty-Based AO Algorithm

1: Initialize Φ
(0)
t with M random phases and M random am-

plitudes and initialize Φ
(0)
r with M random phases and M

random amplitudes. Set the iteration number n = 0 and accuracy
0 ≤ ε ≪ 1;

2: repeat
3: For given Φ

(n)
t and Φ

(n)
r , update Q(n) by solving (13);

4: For given Q(n), update Φ
(n+1)
t and Φ

(n+1)
r by applying

Algorithm 1;
5: Set n → n+ 1;
6: until |Tr

(
Q(n+1)

)
− Tr

(
Q(n)

)
| ≤ ε.

D. Complexity and Convergence

Algorithm 2 reports the proposed algorithm for solving
problem (7), and its convergence proof and complexity anal-
ysis are described below.

To start with, the convergence is demonstrated. Denote by
F (Q,Φt,Φr) the objective value of problem (8). Then, we
have

F
(
Q(n),Φ

(n)
t ,Φ(n)

r

)
(a)
= F

(
Q(n),Φ

(n+1)
t ,Φ(n+1)

r

)
(b)

≥ F
(
Q(n+1),Φ

(n+1)
t ,Φ(n+1)

r

)
. (29)

In (29), the equality (a) holds since the value of F (Q,Φt,Φr)

does not depend on Φt and Φr, and also Φ
(n+1)
t , and Φ(n+1)

r ,
and Q(n) are feasible solutions for problem (7). The inequality
(b) holds attributed to the fact that Q(n+1) is the optimal
solution of problem (8) with given Φ

(n+1)
t and Φ(n+1)

r .
According to [30, Th. 3.12], the general expression for the

complexity of solving an SDP problem is

O
(
mSDPn

7/2
SDP +m2

SDPn
5/2
SDP +m3

SDPn
1/2
SDP

)
. (30)

In (30), mSDP is the number of second-order cones whose
dimension is nSDP . For solving subproblem (13), the com-
plexity is O

(
2N3.5 + 4N2.5 + 8N0.5)

)
. For solving subprob-

lem (28), the complexity is O
(
I1(2M

3.5 + 4M2.5 + 8M0.5)
)
,

wherein I1 is the number of inner loop. Hence, the complexity
of Algorithm 2 is O

(
IAO(2N

3.5 + 2I1M
3.5 + 4N2.5 +

4I1M
2.5 +8N0.5 +8I1M

0.5
)
, wherein IAO is the number of

outer loop.

IV. ALGORITHM DESIGN FOR STAR-RIS-ASSISTED
SECURE MIMO COMMUNICATIONS WITH IMPERFECT CSI

In this section, firstly the CSI uncertainty model is intro-
duced and then the transmit power minimization problem for
the scenario where reflection CSI is imperfect is formulated.
A solution to this problem will be obtained.

A. Channel State Information (CSI)

The estimation method for STAR-RIS-related channels is
the same as that for RIS-related channels. In particular, when
the cascade channel estimation approach is adopted [31]–[33],
i.e., to estimate the cascaded Alice-STAR-RIS-Bob channels,
the training overhead is high. Therefore, it is a great challenge
for practical applications. To overcome this obstacle, separate

channel estimation approach is adopted [34], i.e., to estimate
the Alice-STAR-RIS channel and STAR-RIS-Bob channels
separately. Fortunately, since the location of STAR-RIS is usu-
ally fixed, the angles of arrival and departure change slowly.
By calculating them, we can obtain the accurate CSI of the
Alice-STAR-RIS channel. By comparison, the accurate CSI of
the STAR-RIS-Bob channel is difficult to obtain because Bob
is usually a mobile user and the STAR-RIS has limited signal
processing capabilities. To account for the inevitable STAR-
RIS-Bob channel estimation errors, a norm bound model is
adopted [35]–[37]. In particular, Hlb and He are modeled as
follows:

Hlb = Ĥlb +∆Hlb,

Ωlb =
{
∆Hlb ∈ CNlb×M : ∥∆Hlb∥F ≤ ξlb

}
, ∀l ∈ Π,

He = Ĥe +∆He,

Ωe =
{
∆He ∈ CNe×M : ∥∆He∥F ≤ ξe

}
. (31)

B. Problem Formulation

With reference to (6) and (31), the optimization problem of
transmit power minimization is formulated as follows:

min
Q,Φl

Tr(Q) (32a)

s.t. min
∆Hlb∈Ωlb

log2

∣∣∣∣I+ 1

σ2
lb

HlbRlH
H
lb

∣∣∣∣ ≥ Tb,∀l ∈ Π,

(32b)

max
∆He∈Ωe

log2

∣∣∣∣I+ 1

σ2
e

HeRtH
H
e

∣∣∣∣ ≤ Te, (32c)

(6d), (6e), (6f), (32d)

where Rl = ΦlGQGHΦH
l . The logarithmic expressions for

the determinants in the constraints (32b) and (32c) include
infinitely many inequalities and as such they are non-convex.
Thus, it is impossible to obtain a globally optimal solution
to problem (32). To handle it, we propose a suboptimal
AO algorithm with polynomial time complexity. Firstly, we
introduce the following lemma.

Lemma 3: (Determinant Inequalities [38]) Let Y1 ≻ 0,
Y2 ⪰ 0,Y3 ⪯ 0, then |Y1 +Y2| ≥ |Y1| and |Y1 +Y3| ≤
|Y1|.

By applying Lemma 3 and introducing slack optimiza-
tion variables D1l ∈ HNlb ⪰ 0 and D2 ∈ HNe ⪰
0, we replace the terms 1

σ2
lb
HlbΦlGQGHΦH

l HH
lb and

1
σ2
e
HeΦtGQGHΦH

t HH
e in the constraints (32b) and (32c),

respectively, and obtain the following proposition.

Proposition 2: The equivalent form of problem (32) is as
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Algorithm 3 SCA Algorithm for Obtaining Q†

1: Initialize with a random Q(0) and initialize with a random D
(0)
2 .

Set the iteration number n = 0 and accuracy 0 ≤ ε ≪ 1;
2: repeat
3: For given D

(n)
2 , update D

(n+1)
2 as the optimal solution of

convex problem (38), and obtain Q(n+1);
4: Set n → n+ 1;
5: until |Tr

(
Q(n+1)

)
− Tr

(
Q(n)

)
| ≤ ε.

6: Q† = Q(n+1).

follows:

min
Q,Φt,Φr

D1t,D1r,D2

Tr(Q) (33a)

s.t. log2 |I+D1l| ≥ Tb, ∀l ∈ Π, (33b)
log2 |I+D2| ≤ Te, (33c)
1

σ2
lb

(Ĥlb +△Hlb)Rl(Ĥ
H
lb +△HH

lb ) ⪰ D1l,

∀△Hlb ∈ Ωlb,∀l ∈ Π, (33d)
1

σ2
e

(Ĥe +△He)Rt(Ĥ
H
e +△HH

e ) ⪯ D2,

∀△He ∈ Ωe, (33e)
(6d), (6e), (6f). (33f)

Proof: Please see Appendix B.
Note that problem (33) is non-convex owing to the inclusion

of non-convex constraints (33c)-(33e). It is observed that
constraint (33c) is similar to constraint (7c) in the perfect
CSI scenario, so we can handle it in a similar way. The
constraints (33d) and (33e) are new constraints, which involve
infinitely many inequalities owing to they contain continuous
CSI’s uncertain sets. Firstly, we handle constraints (33d) and
(33e). To handle them, we resort to the lemma 4.

Lemma 4: (Generalized S-Procedure [39, Prop. 3.4]) Let
f(Y)=YHDY + YHB + BHY + C and A ⪰ 0. Then,
f(Y) ⪰ 0,∀Y ∈

{
Y | Tr

(
AYYH

)
≤ 1

}
, is equivalent to

the following form:[
C BH

B D

]
− η

[
I 0
0 −A

]
⪰ 0,

where η ≥ 0.
By applying Lemma 4, constraints (33d) and (33e) can be

expressed as[
ĤlbRlĤ

H
lb − σ2

lbD1l − ηlbI ĤlbRl

RlΦ
H
l ĤH

lb Rl + ηlbξ
−2
lb I

]
⪰ 0, ∀l ∈ Π,

(34)

and[
σ2
eD2 − ĤeRtĤ

H
e − ηeI −ĤeRt

−RtĤ
H
e −Rt + ηeξ

−2
te I

]
⪰ 0, (35)

respectively, where ηtb ≥ 0, ηrb ≥ 0, and ηe ≥ 0.
Next, we handle the non-convex constraint (33c). Similar to

use the method of handling constraint (7c), we have

log2

∣∣∣I+D
(n)
2

∣∣∣+Tr

[
1

ln 2
(I+D

(n)
2 )−1(D2 −D

(n)
2 )

]
≤ Te,

(36)

Algorithm 4 SCA Algorithm for Obtaining Φ†
l

1: Initialize V
(0)
t with M random phases and M random ampli-

tudes, initialize V
(0)
r with M random phases and M random

amplitudes, initialize with a random D
(0)
2 . Set the iteration

number n = 0 and accuracy 0 ≤ ε ≪ 1;
2: repeat
3: For given V

(n)
t , V(n)

r , and D
(n)
2 , update V

(n+1)
t , V(n+1)

r ,
and D

(n+1)
2 as the optimal solutions of convex problem (41);

4: Set n → n+ 1;
5: until |C(V

(n+1)
l )− C(V

(n)
l )| ≤ ε.

6: V†
l = V

(n+1)
l .

7: Recover Φ†
l from V†

l by performing Cholesky decomposition.

Algorithm 5 Penalty-Based AO Algorithm

1: Initialize with a random Q(0), initialize Φ
(0)
t with M random

phases and M random amplitudes, initialize Φ
(0)
r with M

random phases and M random amplitudes. Set the iteration
number n = 0 and accuracy 0 ≤ ε ≪ 1;

2: repeat
3: For given Φ

(n)
t and Φ

(n)
r , solve (38) by applying Algorithm

3 and obtain Q(n+1);
4: For given Q(n+1), solve (41) by applying Algorithm 4 and

obtain Φ
(n+1)
t and Φ

(n+1)
r ;

5: Set n → n+ 1;
6: until |Tr

(
Q(n+1)

)
− Tr

(
Q(n)

)
| ≤ ε.

where D
(n)
2 is a feasible point.

Finally, by substituting (34), (35) and (36), problem (33)
becomes

min
Q,Φt,Φt

D1t,D1r,D2
ηtb,ηrb,ηe

Tr (Q) (37a)

s.t. (6d), (6e), (6f), (33b), (34), (35), (36). (37b)

However, problem (37) remains non-convex owing to the
coupling of optimization variables. Motivated by the method
applied to tackle problem (7), the AO method is extended to
tackle problem (37).

C. Optimizing the Transmit Covariance Matrix

When {Φt,Φr} is fixed, the problem of optimizing Q
simplifies to

min
Q,D1t
D1r,D2

ηtb,ηrb,ηe

Tr (Q) (38a)

s.t. (6f), (33b), (34), (35), (36). (38b)

Problem (38) is now convex. Thus, we can use the CVX tool
to solve it [27]. Algorithm 3 sketches the SCA approach for
problem (38). Note that Algorithm 3 converges according to
[29].

D. Optimizing the Transmitting and Reflecting Coefficients

When Q is fixed, by performing the eigenvalue decompo-
sition and applying Φlpi = diag(pi)vl, constraints (34) and
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Fig. 2. The communication scenario setup.

(35) can be equivalently represented as[
ĤlbUlĤ

H
lb − σ2

lbD1l − ηlbI ĤlbUl

UlĤ
H
lb Ul + ηlbξ

−2
lb I

]
⪰ 0, (39)

[
σ2
eD2 − ĤeUtĤ

H
e − ηeI −ĤeUt

−UtĤ
H
e −Ut + ηeξ

−2
e I

]
⪰ 0, (40)

respectively, where Ul =
∑s

i=1 diag(pi)Vldiag(p
H
i ).

Then, similar to the previous section, by fixing Q, the
problem of optimizing Vl becomes

min
Vt,Vr

D1t,D1r,D2
ηtb,ηrb,ηe

C(Vl) (41a)

s.t. (33b), (36), (39), (40). (41b)

It is noted that the above problem constitutes a convex
problem. Thus, we can use the CVX tool to solve it [27].
Algorithm 4 sketches the SCA approach for problem (41).
Note that Algorithm 4 converges according to [29].

E. Complexity and Convergence

Algorithm 5 summarizes the proposed algorithm for solv-
ing problem (41). In the inner loop for updating Q, Φt and Φr,
the solutions which can guarantee convergence exist according
to [29]. By applying a similar proof as for Algorithm 2, we
can show that Algorithm 5 converges. In addition, since both
subproblems (38) and (41) are SDP problems, we can use (30)
to calculate the complexity of Algorithm 5. In particular, the
complexity of the SDP subproblem for the transmit covariance
matrix optimization is O

(
I2(4N

3.5 + 16N2.5 + 64N0.5)
)
,

where I2 is the iteration number. The complexity of the
SDP subproblem for transmitting and reflecting coefficients
optimization is O

(
I3(4M

3.5 + 16M2.5 + 64M0.5)
)
, where

I3 is the iteration number. Thus, the total complexity of
Algorithm 5 is O

(
Iite(I2(4N

3.5 + 16N2.5 + 64N0.5)
+ I3(4M

3.5+16M2.5+64M0.5))
)
, where Iite represents the

alternating iteration number.

V. PERFORMANCE EVALUATION RESULTS AND
DISCUSSION

In this section, various performance evaluation results, ob-
tained by means of Monte Carlo computer simulations will

TABLE I
SIMULATION PARAMETERS

Path loss exponents of Alice-STAR-RIS
channels βAI , STAR-RIS-Bobs channels βRB ,

and STAR-RIS-Eve channels βRE

2.2 [15]

Rician factors of Alice-STAR-RIS
channels KAI , STAR-RIS-Bobs channels
KRB , and STAR-RIS-Eve channels KRE

5 dB [6]

Noise power at Bobs, σ2
tp and σ2

rp −90 dBm [12]

Noise power at Eve, σ2
e −90 dBm [12]

Penalty factor, ρ 1000

Accuracy, ε 10−4

be presented. The communication scenario setup is illustrated
in Fig. 2. Specifically, Alice is located on the z-axis, while
STAR-RIS and Eve are randomly distributed in a three-
dimensional coordinate network. r-Bob and t-Bob are also
randomly distributed on both sides of the STAR-RIS. We
will then detail the channel models. Following this, we will
review the baseline schemes used for performance compar-
isons and subsequently present the convergence performance
of the proposed algorithms. In the next four subsections,
detailed performance comparisons will be presented, focusing
on transmit power and secrecy outage probability.

A. Channel Models

The small-scale fading for all the STAR-RIS-related chan-
nels is modeled as Rician fading. As for the large-scale fading,
a distance dependent path loss model is adopted. For example,
the channel coefficient, G, of the Alice-STAR-RIS channel
shown in Fig. 1 can be mathematically expressed as

G =

√
PL0(

dAI

d0
)−βAI

(√
KAI

KAI + 1
GLoS

+

√
1

KAI + 1
GNLoS

)
. (42)

In the above equation, PL0 = −30 dB, d0 = 1 m, KAI ,
dAI and βAI denote the Rician factor, distance and path loss
exponent, respectively. In addition, GNLoS is the non-light of
sight (NLoS) component that is Rayleigh fading and GLoS

is the deterministic line of sight (LoS) component, which is
modeled as GLoS = aM (νAoA)aHNp

(νAoD) with

aM (νAoA) =
[
1, ej2π

d
λ sin νAoA

, · · · , ej2π d
λ (M−1) sin νAoA

]T
,

(43)

and

aHNp
(νAoD) =

[
1, ej2π

d
λ sin νAoD

, · · · , ej2π d
λ (Np−1) sin νAoD

]T
.

(44)

In (43) and (44), d refers to the antenna separation distance, λ
refers to the signal wavelength, and νAoA and νAoD refer to
the angles of arrival and departure, respectively. It is assumed
that d/λ = 0.5, and νAoA and νAoD are randomly distributed
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Fig. 3. Convergence of Algorithm 2.

within [0, 2π] [40]. The channels from the STAR-RIS to t-
Bob, the STAR-RIS to r-Bob, and the STAR-RIS to Eve can
be modeled like G in (42). For the sake of presentation, we
further assume that κtb = ξtb/||Ĥtb||F , κrb = ξrb/||Ĥrb||F ,
and κe = ξe/||Ĥe||F , where κtb, κrb and κe are defined
as the normalized estimation error uncertainty of channels
Htb, Hrb and He, respectively [35]. For obtaining the various
performance evaluation results which are reported latter on,
the other simulation parameters are set as specified in Table I.

B. Baseline Schemes

The following two baseline schemes are provided for per-
formance comparison with our proposed scheme.

• Random amplitude/phase: In this case, the transmitting
and reflecting coefficients of STAR-RIS are not optimized
and are randomly generated with satisfying ϕt

m, ϕr
m ∈

[0, 2π) and αt
m+αr

m = 1. The transmit covariance matrix
Q is optimized by solving problem (13) for the perfect
CSI scenario and problem (38) for the imperfect CSI
scenario, respectively.

• Conventional RIS: In this case, we deploy one conven-
tional reflecting-only RIS and one transmitting-only RIS
at the same position to provide a full-space coverage. For
comparative fairness, both the reflecting-only RIS and the
transmitting-only RIS are equipped with M

2 elements.

C. Convergence Performance

The convergence performance of Algorithms 2 and 5 has
been evaluated and the results are shown in Figs. 3 and 4,
respectively. The simulation parameters used for plotting Fig.
3 are set as N = 6, Ntb = 2, Nrb = 2, Ne = 2, M = 30, and
Tb = 2 bps/Hz. Additionally, the locations of Alice, STAR-
RIS, r-Bob, t-Bob and Eve used for plotting Fig. 3 are (0, 0,
10) m, (0, 100, 10) m, (0, 80, 2) m, (0, 120, 2) m and (3, 125,
2) m, respectively. The simulation parameters corresponding
to Fig. 4 are set as N = 3, Ntb = 2, Nrb = 2, Ne = 2,
M = 16, Tb = 2.2 bps/Hz, κtb = 0.01, κrb = 0.01 and
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Fig. 4. Convergence of Algorithm 5.
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Fig. 5. Transmit power versus the target overall achievable rate with perfect
CSI.

κe = 0.03. Moreover, the coordinates for Alice, STAR-RIS, r-
Bob, t-Bob, and Eve corresponding to Fig. 4 are given as (0, 0,
10) m, (0, 100, 10) m, (0, 90, 2) m, (0, 110, 2) m, and (3, 125,
2) m, respectively. It can be observed from both of figures that
the transmit power is reduced when the target secrecy rate Ts

decreases, which is expected since the security requirements of
networks are reduced. In addition, the obtained results clearly
confirm the convergence of Algorithms 2 and 5.

D. Transmit Power Versus the Target Overall Achievable Rate

The transmit power versus the target overall achievable rate,
Tb, has been evaluated and the results are shown in Figs. 5
and 6, corresponding to the perfect CSI and imperfect CSI
scenarios, respectively. The simulation parameters used for
plotting Fig. 5 are set as N = 5, Ntb = 5, Nrb = 2,
Ne = 2, M = 20, and Te = 1 bps/Hz. Additionally, the
locations of Alice, STAR-RIS, r-Bob, t-Bob and Eve used
for plotting Fig. 5 are (0, 0, 10) m, (50, 0, 10) m, (30, 0, 2)
m, (70, 0, 2) m and (55, 3, 2) m, respectively. The simulation
parameters corresponding to Fig. 6 are set as N = 4, Ntb = 2,
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Fig. 6. Transmit power versus target overall achievable rate with imperfect
CSI.

Nrb = 2, Ne = 2, M = 16, Te = 1 bps/Hz, κtb = 0.01,
κrb = 0.01 and κe = 0.01. Moreover, the coordinates for
Alice, STAR-RIS, r-Bob, t-Bob, and Eve corresponding to
Fig. 6 are given as (0, 0, 10) m, (35, 0, 10) m, (10, 0, 2) m,
(55, 0, 2) m, and (50, 3, 2) m, respectively. It can be observed
from Figs. 5 and 6 that transmit power increases gradually
as the target overall achievable rate increases. This is because
additional transmit power is required to satisfy the increased
the target rate requirements of t-Bob and r-Bob. One can see
that the proposed schemes for the perfect CSI and imperfect
CSI scenarios require less transmit power than the random
amplitude/phase scheme, which clearly underlines the impor-
tance of optimizing the transmitting and reflecting coefficients
of STAR-RIS. The proposed schemes also outperform the
conventional RIS scheme for both perfect CSI and imperfect
CSI scenarios. The reason is that compared to the conventional
RIS scheme, whose elements can only reflect or transmit the
signal, the elements of STAR-RIS can simultaneously reflect
and transmit the signal, therefore provide higher degrees-
of-freedom to enhance the signal strength for t-Bob and r-
Bob while simultaneously weakening Eve’s signal strength.
In addition, Fig. 6 also shows that the perfect CSI scheme
requires the minimal transmit power, which provides a lower
bound for the secure transmission scheme in the imperfect
CSI scenario. Finally, using the same parameters as in Fig.
5 and setting Tb = 3, we study the tightness of the linear
upper bound proposed in Lemma 1. As illustrated in Table
II, we observe that the difference between the left-hand side
of constraint (7c) and the linear upper bound in Lemma 1 is
4.13×10−5. This shows that the proposed linear upper bound
in Lemma 1 is very tight.

E. Transmit Power Versus the Number of STAR-RIS Elements

Considering the perfect CSI scenario, the transmit power
versus the number of STAR-RIS elements, M , has been
evaluated and the results are shown in Fig. 7. The simulation
parameters used for plotting Fig. 7 are set as N = 3, Ntb = 2,
Nrb = 2, Ne = 2, Tb = 1.5 bps/Hz, Ts = 1 bps/Hz.

TABLE II
COMPARISON BETWEEN THE PROPOSED LINEAR UPPER BOUND AND THE

ACTUAL CHANNEL CAPACITY

log2
∣∣I+ H̄eΦtGQ(n)GHΦH

t H̄H
e

∣∣
+Tr

[
1

ln 2

(
I+ H̄eΦtGQ(n)GHΦH

t H̄H
e

)−1

× H̄eΦtG(Q−Q(n))GHΦH
t H̄H

e

] 0.5513341

log2
∣∣I+ H̄eΦtGQGHΦH

t H̄H
e

∣∣ 0.5512928

Difference 4.13× 10−5
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Fig. 7. Transmit power versus the number of STAR-RIS elements.

Additionally, the locations of Alice, STAR-RIS, r-Bob, t-
Bob and Eve used for plotting Fig. 7 are (0, 0, 10) m, (0,
100, 10) m, (0, 85, 2) m, (0, 115, 2) m and (3, 115, 2) m,
respectively. It can be observed from Fig. 7 that transmit power
decreases gradually as the number of STAR-RIS elements
increases. This phenomenon can be attributed to two facts.
Firstly, by increasing the number of STAR-RIS elements, more
signal can be captured by the STAR-RIS, resulting in a higher
array gain. Secondly, by properly optimizing transmitting and
reflecting coefficients, the signal power received at t-Bob and
r-Bob can be enhanced while the signal power received at
the Eve can be weakened. It is also noted that the proposed
scheme requires less transmit power compared to the two
baseline schemes, which again confirms the effectiveness of
the proposed scheme.

F. CSI Uncertainty

Considering the imperfect CSI scenario, the transmit power
performance versus the normalized estimation error uncer-
tainty, κ, is studied in Fig. 8. We further assume κtb =
κrb = κe = κ. The simulation parameters used for plotting
Fig. 8 are set as N = 4, Ntb = 2, Nrb = 2, Ne = 2,
M = 10, Tb = 1.2 bps/Hz, and Te = 1 bps/Hz. Additionally,
the locations of Alice, STAR-RIS, r-Bob, t-Bob and Eve
are (0, 0, 10) m, (0, 100, 10) m, (0, 90, 2) m, (0, 110, 2)
m and (3, 115, 2) m, respectively. It can be seen that the
proposed scheme results in less transmit power compared to
the random amplitude/phase scheme and conventional RIS
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Fig. 8. Transmit power versus the normalized estimation error uncertainty.

scheme, thereby demonstrating the advantage of the proposed
scheme. Furthermore, as expected, the transmit power of the
three schemes increases as the normalized estimation error
uncertainty increases because in this case higher transmit
power is needed to maintain the operational robustness. Fig.
9 plots the secrecy outage probability versus the normalized
estimation error uncertainty κ. The secrecy outage probability
is defined as the probability that the secrecy rate of t-bob
or r-bob falls below a target rate. A non-robust scheme is
provided for the performance comparison. For the non-robust
scheme, the imperfect CSI is treated as perfect and then
applying Algorithm 2 to optimize the transmit covariance
matrix and the transmitting and reflecting coefficients. The
simulation parameters used for plotting Fig. 9 are set as
N = 5, Ntb = 5, Nrb = 2, Ne = 2, M = 20, Tb = 3
bps/Hz, and Te = 1 bps/Hz. Additionally, the locations of
Alice, STAR-RIS, r-Bob, t-Bob and Eve used for plotting Fig.
9 are (0, 0, 10) m, (50, 0, 10) m, (30, 0, 2) m, (70, 0, 2) m
and (55, 3, 2) m, respectively. As can be seen from Fig. 9, the
secrecy outage probability is zero, while that of the non-robust
scheme is greater than 0.3, which emphasises the necessity of
considering CSI estimation errors.

G. Impact of STAR-RIS Location

In Fig. 10, we study the impact of the STAR-RIS deploy-
ment on the transmit power performance in the imperfect CSI
scenario. The STAR-RIS is located at (xs, 1, 2) m, where xs

represents the horizontal coordinate and the range of xs is set
as 15 ≤ xs ≤ 75. The simulation parameters used for plotting
Fig. 10 are set as N = 3, Ntb = 2, Nrb = 2, Ne = 2, M = 20,
Tb = 1.5 bps/Hz, Te = 1 bps/Hz, κtb = 0.01, κrb = 0.01 and
κe = 0.01. Additionally, the locations of Alice, r-Bob, t-Bob
and Eve used for plotting Fig. 10 are (0, 0, 3) m, (90, 0,
-5) m, (90, 0, 5) m and (110, 0, 5) m, respectively. It can
be observed from Fig. 10 that the transmit power required
by all the schemes first increases and then decreases. This
phenomenon is reasonable because the combined channel has
the minimal channel gain when the STAR-RIS is located in
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Fig. 9. Secrecy outage probability versus the normalized estimation error
uncertainty, κ.
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Fig. 10. Transmit power versus the STAR-RIS location.

the middle of Alice and Bobs. Furthermore, the proposed
scheme requires less transmit power compared to the two
baseline schemes, which again demonstrates the advantage of
the proposed scheme.

VI. CONCLUSIONS

In this paper, we proposed secure transmission designs that
minimize the transmit power of STAR-RIS-assisted MIMO
systems operating in the presence of an external multi-antenna
eavesdropper. By considering perfect CSI and imperfect CSI
scenarios, we jointly optimized the transmit covariance matrix
at the Alice and the transmitting and reflecting coefficients
at the STAR-RIS, and formulated two optimization prob-
lems. Specifically, when perfect CSI is available, an effi-
cient algorithm was proposed using the AO method. Within
the framework of the algorithm, the SCA technique and a
penalty method were used. Furthermore, for the imperfect
CSI scenario, the formulated optimization problem is more
intractable than the formulated optimization problem resulting
from the perfect CSI scenario due to the CSI uncertainty
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constraints. To solve it, we first used the inequalities of the
determinant to transform it into an equivalent form. Then,
we applied the generalized S-procedure to handle the CSI
uncertainty constraints. Finally, a penalty-based AO algorithm
was developed. The performance evaluation results verified
the superiority of the proposed scheme compared to two other
baseline schemes. The proposed algorithms can be extended
to scenarios where multiple multi-antenna eavesdroppers and
multiple multi-antenna Bob exist, which is the direction of our
future research.

APPENDIX

A. Proof of Proposition 1

Given a penalty factor ρq , denote g(Vt,Vr, ρq) as the
objective function of problem (26) and V⋆

tq and V⋆
rq as their

corresponding optimal solutions. Then, we have the following
equality

g(V⋆
tq ,V

⋆
rq , ρq) = ρq

∑
l∈{t,r}

(
||V⋆

lq ||∗ − ||V⋆
lq ||2

)
. (45)

By rearranging the above equality, we have∑
l∈{t,r}

(
||V⋆

lq ||∗ − ||V⋆
lq ||2

)
=

1

ρq
g(V⋆

tq ,V
⋆
rq , ρq). (46)

Suppose that V
⋆

t and V
⋆

r are limit points of the sequences
V⋆

tq and V⋆
rq , respectively. Then, an infinite subsequence Q

can be found that satisfies

lim
q∈Q

V⋆
tq = V

⋆

t , (47)

and

lim
q∈Q

V⋆
rq = V

⋆

r . (48)

By taking the limit on both sides of the equality (46) , i.e.,
q ∈ Q, q → ∞, one can obtain∑
l∈{t,r}

(||V⋆

l ||∗ − ||V⋆

l ||2)
(f)
= lim

q∈Q

∑
l∈{t,r}

(||V⋆
lq ||∗ − ||V⋆

lq ||2)

= lim
q∈Q

1

ρq
g(V⋆

tq ,V
⋆
rq )

ρq→∞
= 0, (49)

where (f) holds because the functions ||V⋆
tq ||∗ − ||V⋆

tq || and
||V⋆

rq ||∗ − ||V⋆
rq || are continuous and the addition of two

continuous functions is still a continuous function. Hence, one
can obtain ∑

l∈{t,r}

(||V⋆

l ||∗ − ||V⋆

l ||2) = 0. (50)

Based on the above equation, we conclude that V
⋆

t and V
⋆

r

are the optimal solutions of problem (25).
Furthermore, let V⋆

t and V⋆
r be the optimal solutions of

problem (25). Then, one can obtain

g(V⋆
t ,V

⋆
r , ρq) = 0. (51)

As a result, V⋆
t and V⋆

r are the optimal solutions of problem
(26). Based on the above discussion, the proof is completion.

B. Proof of Proposition 2

Denote Q†, Φ†
t and Φ†

r the optimal solutions of problem
(32), while Q⋆, Φ⋆

t and Φ⋆
r denote the optimal solutions of

problem (33). Since the expression of the objective functions
for problems (32) and (33) is the same, we further denote
the corresponding objective functions by T (Q,Φt,Φr). Since
Q†, Φ†

t , and Φ†
r are the optimal solutions of problem (32), let

D†
1l =

1

σ2
lb

HlbΦ
†
lGQ†GH(Φ†

l )
HHH

lb , ∀l ∈ Π, (52)

and

D†
2t =

1

σ2
e

HeΦ
†
tGQ†GH(Φ†

t)
HHH

e . (53)

According to equations (52) and (53), we conclude that Q†,
Φ†

t , and Φ†
r are feasible solutions of problem (33). Then, we

have

T
(
Q†,Φ†

t ,Φ
†
r

)
≥ T (Q⋆,Φ⋆

t ,Φ
⋆
r) . (54)

In addition, since Q⋆, Φ⋆
t , and Φ⋆

r are the optimal solutions
of problem (33), one can obtain

ln |I+D⋆
1l| ≥ Tb, ∀l ∈ Π, (55)

and
1

σ2
lb

(HlbΦ
⋆
lGQ⋆GH(Φ⋆

l )
HHH

lb )−D⋆
1l ⪰ 0, ∀l ∈ Π,

(56)

where D⋆
1t and D⋆

1r are the optimal solutions of problem (33).
By applying Lemma 3, we can obtain∣∣∣∣I+ 1

σ2
lb

(HlbΦ
⋆
lGQ⋆GH(Φ⋆

l )
HHH

lb )

∣∣∣∣ ≥ |I+D⋆
1l| , ∀l ∈ Π.

(57)

Then, we have

log

∣∣∣∣I+ 1

σ2
lb

(HlbΦ
⋆
lGQ⋆GH(Φ⋆

l )
HHH

lb )

∣∣∣∣ ≥ Tb, ∀l ∈ Π.

(58)

By using the same method, we have

log

∣∣∣∣I+ 1

σ2
e

HeΦ
⋆
tGQ⋆GH(Φ⋆

t )
HHH

e

∣∣∣∣ ≤ Te. (59)

Combining (58) and (59), we conclude that Q⋆, Φ⋆
t and Φ⋆

r

are feasible solutions of problem (32). Then, we can obtain

T
(
Q†,Φ†

t ,Φ
†
r

)
≤ T (Q⋆,Φ⋆

t ,Φ
⋆
r) . (60)

Based on the above discussion, the proof is completion.
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